[46] J. Steiner, The Kerb er os Network uthentic ation Servic Overview MIT Pro ject thena RF C, Draft April 1989. [47] V. ydo and S. Ken t, Se curity Me chanisms in High-level Network Pr oto ols CM Computing Surv eys June 1983. 28 [23] S. Ken t, Pr oto ols and chniques for Data Communic ation Networks Englew Cli�s, NJ:Pren tice Hall, pp. 369-432 1980. [24] M. Lepp and M. Steenstrup. chite ctur for Inter-Domain Policy outing BBN Rep ort Num er 7345 July 1990, BBN Corp oration, Cam bridge, MA 02138. [25] J. Linn, Privacy Enhanc ement for Internet Ele ctr onic Mail. Part I: Message Encipherment and u- thentic ation Pr dur es RF 1113, SRI Net ork Information Cen ter Jan uary 1989. [26] J. Linn, Privacy Enhanc ement for Internet Ele ctr onic Mail. Part II: lgorithms, Mo des and Identi�ers RF 1115, SRI Net ork Information Cen ter Jan uary 1989. [27] J. Linn, Pr actic al uthentic ation for Distribute Computing Pro ceedings of 1990 IEEE Symp o- sium on Securit and Priv acy Ma 1990. [28] K. Lougheed, Y. Rekh ter, Bor der Gateway Pr oto ol RF 1105, SRI Net ork Information Cen- ter June 1989. [29] J. McQuillan, daptive outing lgorithms for Distribute Computer Networks BBN Rep ort 2831 Ma 1984. [30] J. McQuillan, I. Ric her, E. Rosen, The New outing lgorithm for the ARP ANET IEEE ransaction on Comm unications Ma 1980. [31] J. Mogul, Simple and Flexible Datagr am ess Contr ols for Unix-b ase Gateways Pro ceedings of Summer 1989 USENIX ec hnical Conference August 1987. [32] J. Mogul, Private Communic ation June 1990. [33] National Bureau of Standards, der al Information Pr essing Standar ds National Bureau of Stan- dards, Publication 46 1977. [34] R. Needham and M. Sc hro eder, Using encryption for authentic ation in lar ge networks of omputers Comm unications of the CM Decem er 1978. [35] D. Nessett, actors A�e cting Distribute System Se curity IEEE ransaction on Soft are Engi- neering, ol. SE-13 1987. [36] In ternational Standards Organization, OSI outeing amework ISO/TF 9575 1989. [37] R. erlman, Network ayer Pr oto ols with Byzantine obustness MIT LCS TR-429 (Ph.D. Dis- sertation) Octob er 1988. [38] J. ostel, Internet Pr oto ol RF 791, SRI Net ork Information Cen ter Septem er 1981. [39] R. Riv est, A. Shamir and L. Adelman, Metho for Obtaining Digital Signatur es and Public Key Cryptosystems Comm unications of the CM ebruary 1978. [40] R. Riv est, The MD4 Message Digest lgorithm Pro ceedings of CR YPTO’90 August 1990. [41] E. Rosen, Exterior Gateway Pr oto ol (EGP) RF 827, SRI Net ork Information Cen ter Oc- tob er 1982. [42] J. Saltzer and M. Sc hro eder, Pr ote ction of Information in Computer Systems Pro ceedings of the IEEE Septem er 1975. [43] J. Saltzer, D. Reed, and D. Clark, End-to-End guments in System Design CM ransactions on Computer Systems 1984, pp. 195-206. [44] SDNS Proto col and Signaling orking Group, SP3 Subgroup, SDNS Se cur Data Network System Se curity Pr oto ol (SP3) SDN.301 Revision 1.5 1989-05-15 [45] M. Steenstrup et al, Inter-Domain Policy outing Pr oto ol Sp ci�c ation and Usage: ersion BBN Rep ort Num er 7346 July 1990, BBN Corp oration, Cam bridge MA 02138. 27 References [1] Adv anced Micro Devices, AMD MOS Micr opr essors and Peripher als Data Bo ok. Adv anced Micro Devices, Inc., Sunn yv ale, CA. 1987 [2] ANSI, Interme diate System to Interme diate System Inter-domain outeing Information Exchange Pr o- to ol Do cumen Num er X3S3.3/90-132 June 1990. [3] D. Balenson, Private Communic ation July 1990. [4] W. Birn baum, SP3 Pe er Identi�c ation Pro ceedings of 1990 IEEE Symp osium on Securit and Priv acy Ma 1990. [5] Blacker ont End Interfac Contr ol Do cument DDN Proto col Handb ok, olume DDN Net ork Information Cen ter, SRI In ternational, 1985. [6] H. Braun, Mo dels of Policy outing RF 1104, SRI Net ork Information Cen ter June 1989. [7] L. Breslau and D. Estrin, Design of Inter-A dministr ative Domain outing Pr oto ols Pro ceedings of 1990 CM Sigcomm Conference Septem er 1990. [8] CCITT, The Dir ctory uthentic ation amework CCITT Recommendation X.509 1988. [9] D. Cheriton, SIRPENT: High-Performanc Internetworking Appr ach Pro ceedings of 1989 CM SIGCOMM Symp osium Septem er 1989. [10] D. Clark, Policy outing in Internet Pr oto ols RF 1102, SRI Net ork Information Cen ter Ma 1989. [11] W. Di�e, The First en ars of Public-Key Crypto gr aphy Pro ceedings of the IEEE Ma 1988. [12] D. Estrin and G. Tsudik, Se curity Issues in Policy outing Pro ceedings of 1989 IEEE Symp osium on Securit and Priv acy Ma 1989. [13] D. Estrin, J. Mogul, G. Tsudik, Visa Pr oto ols for Contr ol ling Inter-Or ganizational Datagr am Flow IEEE Journal on Selected Areas in Comm unications Ma 1989. [14] D. Estrin, Policy quir ements for Inter dministr ative Domain outing RF 1125, SRI Net ork Information Cen ter Decem er 1989. [15] D. Estrin, G. Tsudik, End-to-End gument for Network-L ayer ess Contr ols Univ ersit of Southern California ec hnical Rep ort TR-90-13 July 1990. [16] Europ ean Computer Man ufacturers Asso ciation, Inter-Domain Interme diate Systems outing ec h- nical Rep ort ECMA/TC32-TG10/89/56 Ma 1989. [17] D. eldmeier, Impr oving Gateway Performanc with outing-T able Cache Pro ceedings of IEEE INF OCOM’88 Marc 1988. [18] M. Gasser, A. Goldstein, C. Kaufman, B. Lampson, The Digital Distribute System Se curity chite c- tur Pro ceedings of the 1989 National Computer Securit Conference, ashington D.C. Decem er 1989. [19] S. Hares, D.Katz, dministr ative Domains and outing Domains: Mo del for outing in the Internet RF 1136, SRI Net ork Information Cen ter Decem er 1989. [20] R. Jain, Char acteristics of Destination ddr ess ality in Computer Networks: omp arison of Caching Schemes Journal of Computer Net orks and ISDN Systems Ma 1990. [21] H. Kanakia, D. Cheriton, The VMP Network dapter Bo ar NAB: High-Performanc Network Com- munic ation for Multipr essors Pro ceedings of 1988 CM SIGCOMM Symp osium August 1988. [22] Karger, uthentic ation and Discr etionary Contr ol in Computer Networks Computer Net orks and ISDN Systems Jan uary 1986. 26 of the Op en Routing orking Group, and anon ymous review ers for their useful commen ts on an earlier draft of this pap er. are esp ecially grateful to Sharon Anderson who, tragically is no longer with us. This researc as supp orted the NSF Presiden tial oung In estigator ard and matc hing funds from TT, GTE, and NCR. 25 eha vior, in tegrating olicy Routing with end-to-end mec hanisms, (e.g., Visa ), and dev eloping formal to ols to erify the olicy erms and olicy Routes computed ADs. erhaps of most immediate imp ortance is to study tec hniques for streamlining pac et pro cess- ing in routers, in general, and with resp ect to alidation issues in particular. Some of the more in teresting tec hniques ma implemen ted at the exp ense of securit or example: Chec the signature after pac et is forw arded and then treat the next pac et in the ses- sion/from that source according to the result of the previous hec k. This tec hnique has the attractiv haracteristic that an individual AD can implemen this short cut unilaterally and thereb select its wn oin on the securit erformance curv e. Cheriton[ calls this approac optimistic authentic ation similar idea at lo er lev el is to compute and app end the signature at the end of eac pac et so that it can done in parallel with other pac et pro cessing tasks. This tec hnique is describ ed Cheriton and Kanakia for transp ort proto cols[ 21 ]. Deliv ery of signed ulticast messages raises new issues, in particular, ulti-destination olicy route setup and accoun ting. 25 26 ]. higher lev el issue is to in tegrate the supp ort of connection and transaction orien ted tra�c. Sc hemes suc as IDPR (and secure ersions of IDPR in particular) require signi�can state to set up and main tained in the routers when usable PR do es not already exist. Suc erhead mak es sense for connections but ma excessiv for transactions. It is orth in estigating sc heme that ould allo the source to ag transaction tra�c and ha olicy routers handle the tra�c di�eren tly (more e�cien tly) if their resp ectiv ADs are so willing. This brings us to the more general issue of managing the state in routers. Managemen issues include route setup and tear-do wn, cac he managemen t, and state reestablishmen in case of failure or cac he er o w. or example, while the proto cols allo for state reestablishmen without breaking the higher lev el connection rep eating route setup, there ma tec h- niques to obtain recen tly lost state information from neigh oring ADs. Suc proto cols are orth in estigating to supp ort route state managemen t. Moreo er, suc requiremen is not unique to PR, it is shared other sc hemes in olving setup suc as resource reserv ation proto cols. Consideration of tec hniques suc as these highligh ts the need for to ols to systematically iden tify ev aluate, and express securit risks. Without suc to ols it is di�cult to iden tify the securit risks that are in tro duced when attempt to impro erformance. In conclusion, this pap er presen ted the design of prev en tativ securit mec hanisms and an analysis of their erformance implications. conducted our analysis in the con text of sp eci�c PR proto col in order to pro vide concrete basis for the ev aluation of erformance and implemen tation erhead. Ac kno wledgmen ts ould lik to thank Da vid Clark for pro viding early access to his ideas on the RF 1102 olicy Routing prop osal. also thank Stev Bello vin, John Linn, Lee Breslau, Kim Korner, mem ers 24 hash function computations and public ey signature eri�cations for erifying the setup pac et signature en oute (one for eac AD ). con en tional decryption op erations eac AD to decrypt dsig Ho ev er, this can done after the setup pac et is forw arded to the next hop and so do es not con tribute directly to the setup latency The ab is the orst case scenario. Some AD ma not care to authen ticate PRs up on setup. urthermore, if PR authen tication and in tegrit requiremen ts (or lac thereof are expressed in AD ’s PTs, AD sr can oid unnecessary signature computation and reduce the setup erhead. 6.4 Other er ac et Pro cessing Costs Additional (other than encryption) pro cessing costs are incurred mainly the added logic in routers for pro cessing of PR-based pac ets, in particular, table lo okups. Similar exp erimen ts sho that time sp en on lo okups is far ershado ed the encryption costs[ 13 ]. Conclusions and uture ork ransit con trol mec hanisms are needed in terconnected ADs to retain their autonom in setting and enforcing olicy while still ac hieving desired connectivit This problem of in terconnecting and na vigating across Administrativ Domains is of inheren in terest to the securit comm unit ecause the olicies in question concern con trol of resource access and usage. Moreo er, the securit of the transit con trol mec hanisms themselv es ust considered if they are to applicable in sensitiv en vironmen ts. On the other hand, the securit mec hanisms, as usual, tak toll in erall system complexit and erformance. The purp ose of this pap er as to explore the design of transit con trol mec hanisms for sensitiv en vironmen ts and to in estigate the erformance erhead of the prop osed mec hanisms. After ev aluating the application of stub-net ork access con trol tec hniques, describ ed and ev aluated secure proto col design for transit ADs. olicy Routing securit should approac hed from an in tegrated ersp ectiv e. It exists in the con text of end system and net ork access con trol and the division of lab or deserv es considera- tion. In this pap er prop osed that olicy routing should able to prev en unauthorized use of net ork resources, and con trol er routing of pac et data, across AD oundaries. Net ork access con trols are resp onsible for �ner grain con trol (e.g., on host, as opp osed to AD basis) and end-systems for protection of non-net ork resources. Our prop osed mec hanisms ere designed to supp ort in ter-op erabilit across ADs with heterogeneous olicies to the exten that their com bined olicies allo w. Moreo er, these pr eventative PR mec hanisms can in ter-op erate with dete ction -based PR mec hanisms. 17 There remains uc ork to done in sev eral areas: sim ulating and exp erimen ting with implemen tations of olicy Routing proto cols, sp eeding up ailable signature mec hanisms, exp eri- men ting with the data in tegrit alternativ es prop osed here for more detailed understanding of their 17 In order to accomplish this, PR headers ust indicate the yp of data in tegrit repla prev en tion mec hanisms ust emplo ed for pac ets elonging to stream, and eac AD’s olicy erms ust con tain details as to data in tegrit hec king and repla prev en tion requiremen ts. 23 6.1 er ac et In tegrit Costs er pac et signature costs are largely dep enden up on the particular ariation of data in tegrit hec king. These costs are summarized in Figure 3. refers to the PR length including AD sr and AD dst and refers to the index agreed to in the Source atterned sc heme. If consider, for example, pro cessing sp eed of Mbits/sec for MD4, eac hash function com- putation for 1K yte pac et will amoun to ms Assuming DES encryption rate of Mbit/sec, the erhead for encrypting the resultan 128-bit alue will 13 ms The er pac et erhead will amoun to 26 ms for either Endp oin t-AD or Round Robin data in tegrit hec king. The same pac et will incur the erhead of 26 ms for the ull ransit arian (where is the PR length). These um ers should considered relativ to the usual pac et pro cessing, transmission, and propagation dela ys encoun tered in transiting wide area net ork. Repla prev en tion can ariation Cost in of encryptions Endp oin ull ransit Designated ransit Source atterned N/m Round Robin Figure 3: Encryption Op erations. used indep enden of the data authen tication metho d. The cost of repla prev en tion amoun ts to one additional PR header �eld (32-64 bits dep ending on the timestamp gran ularit y) and sev eral instructions for implemen ting the proto col describ ed in Section 4.6.6. 6.2 Costs Due to Increased ac et Length Increased pac et length is incurred the PR header carried in ev ery data pac et. It is an ticipated that the length of this header will on the order of 32 ytes. Previous measuremen ts of Visa Proto cols[ 13 sho that this erhead ranges from 20% for small (e.g., 16 ytes of user data) pac ets to less than 4% for larger (e.g., 1K yte) pac ets; the length of Visa header is roughly the same as that of PR header. Roughly the header erhead amoun ts to ab out ms er pac et er hop. 6.3 Setup Ov erhead PR setup is accomplished comp osing and sending pac et con taining the en tire PR as describ ed in Section 5.1. The costs include: con en tional encryption op erations AD sr to encrypt dsig for all in terv ening AD s, if data in tegrit is hec ed en route. hash function computation er the en tire PR setup pac et follo ed single public ey signature computation of the 128-bit hash function alue. 22 5.3 Applicabilit to other PR Approac hes In the previous sections, concen trated on increasing the securit of the IDPR prop osal. It is also of in terest to examine the applicabilit of the metho ds discussed to BGP Distribution of olicy erms Flo ding of olicy erms are feature unique to link state proto cols suc as IDPR. Ho ev er, in BGP paths and distance metrics are exc hanged among neigh oring ADs. In order to mak these exc hanges secure, it is su�cien to use con en tional cryptosystem as the um er of message recipien ts is alw ys limited to the um er of directly adjacen ADs. Route Setup and ac et orw arding Route setup is not feature of the BGP arc hitecture (as describ ed in 28 16 ]. This means that olicy Routes ust authorized/authen ticated at pac et forw arding time. Ho ev er, nothing precludes PR setup from eing implemen ted on net ork that uses these proto cols, erhaps in conjunction with QOS routing. In that case, the discussion in Sections 4.5, 4.6 and will applicable. Data In tegrit Chec king Of the �v arian ts discussed, only Endp oin t-AD and ransit-AD data in tegrit hec king apply to BGP arc hitecture. Other arian ts require co ordination among ADs ey ond that pro vided in BGP as it is curren tly sp eci�ed. Prev en ting Repla of Data ac ets Border routers in BGP do not main tain state with resp ect to curren tra�c as do es IDPR. Therefore, repla prev en tion, as describ ed in Section 4.6.6 is not applicable ecause ow er is not main tained. Nev ertheless, it is still ossible to use timestamps to detect some old data pac ets. Assessmen and Cost of Securit Our purp ose in this section is to in estigate ounds on ac hiev able data rates with the securit sc hemes describ ed ab e. Previous ork in the area of erformance and cost ev aluation of secure proto cols 13 iden ti�es four imp ortan erhead con tributors (listed in the order of magnitude): er ac et Signature Increased ac et Length Setup Ov erhead Other Additional er ac et Pro cessing Exp erimen tal results sho that that erhead due to signatures constitutes the ma jorit of the total erhead. In the remainder of this section analyze eac of the ab con tributing factors in sev eral ariations of the general sc heme. 21 5.2 Con en tional Encryption ersion The con en tional encryption ersion of of PR setup proto col is illustrated elo w. assume out of band distribution of -s. Up on issuing PR, AD sr computes PR signatures (one for eac AD using pairwise eys: hash setup )) sr (4) As efore, AD sr generates new ey dsig whic needs to encrypted separately for eac AD The resulting PR setup pac et is depicted in Figure 2b. Next, the PR setup pac et is sen along the route. Eac participating AD obtains dsig decrypting dsig sr recomputes and eri�es and alidates the timestamp. Then, it authorizes the PR hec king it against lo cal olicy constrain ts. The remaining steps of the proto col are similar to the public ey arian t. PR Timestamp sr dsig dsig dsig (a) Public Key ersion PR Timestamp dsig sr dsig sr dsig sr (b) Conventional Encryption ersion Figure 2: PR setup pac ets. 20 where ALI is the information that AD can use to alidate PR (e.g., list of applicable olicy erms), and re ects the conditions of usage, suc as UCI-s and/or Charge Co des. ypically PR will con tain no secret information, th us, it can tra el in the clear. Note that PR carries no information regarding individual host pairs. This is ecause all PRs are initially alidated on AD sr AD dst basis. If transit AD’s olicy terms are host-sp eci�c, that AD eri�es host addresses at the time of pac et forw arding. 5.1 Public Key ersion In this section presen ersion of the secure PR setup proto col based on public ey encryption. (F or more complete description, the reader is referred to 45 ]). The setup pac et is protected single signature: sr hash setup )) sr (2) where sr is the priv ate (signature) ey of AD sr Giv en strong one-w hash function (suc as MD4) and strong encryption function (suc as RSA), this signature is su�cien to main tain the in tegrit of the PR setup pac et. Timeliness can main tained timestamping the setup pac et. If data pac et in tegrit is desired, the issuing AD sr needs to generate new data signature ey dsig for use in whatev er er-pac et data in tegrit ariation is used. dsig ust comm unicated in secret to eac AD This requires that AD sr encrypt dsig times, i.e., compute dsig for all AD The resulting PR setup pac et is depicted in Figure 2a. When the PR setup pac et propagates along the route eac AD obtains dsig computing dsig recomputes and eri�es sr and alidates the timestamp (p ossibly comparing it to the timestamp of the previous setup pac et, whic it ma ho ose to eep). It then pro ceeds to authorize the PR. this oin t, eac AD is assured that: (i) the PR is alid, i.e., do es not violate lo cal olicy (ii) the PR is authen tic, i.e., issued recognized en tit y; and, (iii) the PR is fr esh i.e., issued recen tly In other ords, eac AD is protected against attac ks of yp and yp In order to mak use of an existing PR, the source ust able to supply information necessary to asso ciate eac data pac et with sp eci�c PR. This information is placed in the PR he ader men tioned in Section 4.6. If data pac et authen tication and in tegrit is desired, the source ust able to compute pac et signatures with dsig in order to defend against yp attac ks. When the source AD is ready to forw ard data pac et, it computes pac et signature: hash header jj ack et ]) dsig (3) The details of this pro cess dep end on the ariation of data in tegrit hec king used (as describ ed in Section 4.6). 19 con trol of transit tra�c, presen metho for prev en ting repla There are basic approac hes for coun tering repla attac ks: i) nonce iden ti�ers, and ii) times- tamps 16 The main disadv an tage of using nonces is the di�cult in their eri�cation. In particular, eac relev an en tit (eac PG, in our case) needs to eep complete history of past nonces whic mak es the eri�cation ine�cien t. Timestamps are uc etter suited for this application. First, clo ks need not con tin uously sync hronized et een the source and the transit PGs. This is ecause PR setup pac et is timestamp ed; its timestamp can used as lower-b ound for sub- sequen data pac ets in all in terv ening PGs. urthermore, if in terv ening PGs main tain more curr ent lo er-b ound timestamp ow er ), opp ortunities for repla can reduced further. Consider the follo wing proto col: 1. When PR is issued, sr timestamps the PR setup pac et, and distributes the timestamp, setup in secure fashion to all in terv ening PGs in transit ADs. All transit PGs initialize their ow er alues for this PR to setup 2. When data pac et is sen t, the originating (�rst-hop) PG, timestamps its PR header. (Let data denote this alue). 3. When this data pac et reac hes transit PG, its PR header is examined and the data is compared to ow er Three outcomes are ossible: (a) data ow er The di�erence et een the alues is examined. If it is small, i.e., less than some (lo cally de�ned) threshold, del ta the pac et can forw arded. Otherwise, the pac et is discarded. (b) data ow er In that case, the pac et is forw arded and ow er is set to data Of course, PG ma get suspicious if the di�erence is to large. (c) data ow er This can ccur when successiv data pac ets elonging to the same PR stream carry the same timestamp. distinguish et een suc pac ets, it ould necessary to eep additional information, e.g., pac et signature, for the last data pac et pro cessed. Ho ev er, it is desirable for the clo rate to at least as fast as the maxim um pac et rate. This ould preclude duplicate timestamps on data pac ets. This proto col prev en ts most, but not all, repla attac ks. In order to prev en all repla attac ks, del ta alues ust set to zero in all transit PGs, whic ould essen tially disallo an out-of- order data pac ets. This is hoice that will not practical for en vironmen ts where out-of-order pac ets are frequen ccurrence. Proto col Description can no com bine the PR setup and pac et forw arding mec hanisms in to single proto col. or the purp ose of the follo wing proto col description, PR is comp osed of: AD ALI AD ALI :::; AD ALI (1) 16 It can argued that timestamps of su�cien width and gran ularit are nonces as ell. Ho ev er, true nonce is randomly hosen um er that is hard to predict. 18 of the PR’s bandwidth can abused. Moreo er, the sync hronization inheren to this proto col implies that care ust tak en to reco er from lost and out-of-order pac ets. Alternativ ely instead of the source ho osing (as in atterned ariation ab e), transit AD can ho ose their wn and ma elect not to disclose them. Or, transit AD could ho ose to authen ticate eac pac et with probabilit In this sc heme all data pac ets are signed at the source, but only =m -th (or %) of the pac ets are hec ed er AD hop. This metho has the adv an tage of eing exible and robust in that sync hronization is not required. 4.6.5 Round Robin This sc heme ac hiev es constan er pac et erhead using ound-r obin data authen tication. ran- sit ADs tak turn authen ticating pac ets. In general, pac et um er is authen ticated PG in AD modM where is the um er of ADs in the PR. All data pac ets are signed at the source but only one hec is done en route to the destination. Destination hec king can added for extra assurance at the cost of single additional decryption the destination. Moreo er, unlik Source atterned arian t, lost and out-of-order pac ets can accommo dated easily On the other hand, AD indep endence ust sacri�ced due to the co ordination required to set up the round-robin arrangemen t. While this approac ene�ts from fair sharing of encryption costs among transit ADs, it is only orth considering in cases when the um er of transit ADs is large, i.e., the PR is long. 4.6.6 Prev en ting Repla of Data ac ets The �nal yp of attac considered is the repla of data pac ets: yp 4. intruder an eplay pr eviously or de data ackets which an le ad to unjusti�e char ging and/or denial of servic e. There are other, more serious threats osed malicious repla Ho ev er, are concerned primarily with protecting net ork-la er resources; other repla attac ks are assumed to handled the end-p oin ts. Also, only need to protect against repla ed pac ets within the life-span of the asso ciated PR. After PR expires or is closed all pac ets carrying the expired PR iden ti�er will not pro cessed. Tw sources of repla deserv equal consideration. The �rst is acciden tal repla due to misb eha ving mac hine stuttering and generating repla ed pac ets. The second is malicious repla due to an in truder in ten tionally repla ying prerecorded pac ets in order to den resources (or in ate costs) to the righ tful wner. Neither kind of repla can handled on purely end-to-end basis ecause the time duplicate pac et is disco ered, the resources are consumed and asso ciated harges are incurred, e.g., the bill re ects the repla ed pac et and the righ tful user of the a�icted harge co de can no longer obtain service due to an erdra wn accoun t. In some circumstances, the ost facto approac of repla detection and cost reco ery ma adequate. This includes auditing pac et coun ts, setting limit on the um er of pac ets that can use PR and other ad ho metho ds. Ho ev er, in sensitiv en vironmen ts, more aggressiv prev en tion is required, alb eit at some cost. Since our goal is to analyze the implications of secure 17 4.6.1 ull ransit In net ork en vironmen ts where data in tegrit and securit concerns out eigh the erhead of extra pro cessing, the data ortion of ev ery pac et is sub ject to forgery and ust hec ed (for authen ticit and in tegrit y) at eac hop on its to the destination. Ev ery data pac et is signed at the source and hec ed at eac AD hop en route. The proto col for this class of en vironmen has the highest erhead, commensurate with securit requiremen ts. The er-pac et pro cessing in this sc heme is similar to transit Visa. 15 4.6.2 Endp oin If authen ticating data in eac pac et at ev ery hop is prohibitiv ely exp ensiv e, end-to-end data in tegrit similar to that in endp oin Visa proto cols ma appropriate. Ev ery data pac et is signed at the source but is hec ed only at the destination. This approac has limitations, most notably the fact that an in truder lo cated at some oin along the route can mo dify data in eac pac et and the forgery will not detected un til the pac et reac hes the destination AD. This can result in unauthorized use of transit resources and inappropriate billing of the source. On the other hand, this approac ene�ts from lo er er pac et latency whic is indep enden of the PR’s length. This approac pro vides prev en tativ con trol for stub ADs, but only detection-based con trol for transit ADs. 4.6.3 Designated ransit If Endp oin exp oses transit resources to excessiv misuse, et ull ransit is to exp ensiv e, the source AD can designate at PR setup time sp eci�c transit AD to erform data in tegrit hec ks. Ev ery data pac et is still signed at the source, but only one transit and the destination hec the signature. The ositioning of the designated AD in the PR is imp ortan t: ha ving it to close to AD sr is almost equiv alen to no hec king at all, whereas ha ving it to close to AD dst is equiv alen to the Endp oin arian t. The designated AD can reassigned from time to time in order to reduce the hance of its exploitation an in truder. 4.6.4 atterned Instead of eac transit AD ha ving to authen ticate eac pac et, it ma su�ce to authen ticate ev ery -th pac et. In the simplest ersion of this patterned authen tication sc heme, AD sr ould ho ose at random from lo cally de�ned range of alues and then sp ecify during route setup. In this sc heme only data pac ets are signed at the source and the same pac ets are hec ed. ransit ADs ould either accept or reject the prop osed If all ADs accept the prop osed alue for then ev ery AD will hec data in tegrit of ev ery -th pac et. If an AD do es not accept (if it is considered to large or to small) then the source and all other ADs ust ho ose di�eren m. In return for reduced erhead, if the alue for is disco ered an in truder then (m-1)/m 15 Ho ev er, the ull ransit approac oids the er-session setup dialog asso ciated with Visa. 16 in ternet ork). This mak es con en tional encryption viable hoice since PR ould only ha to signed times. The ab discussion is standard public ey verses con en tional encryption debate. Both metho ds ha ene�cial as ell as burdensome features. In Section 5.1 demonstrate PR setup proto col based up on public ey encryption. The con en tional encryption arian is outlined in Section 5.2. 4.6 ac et orw arding After PR has een set up, subsequen data pac ets can tak adv an tage of the PR state in in termediate ADs. First, instead of full PR, eac data pac et carries only an abbreviated ersion referred to as the PR he ader Second, the state in all in terv ening PGs allo ws them to ypass exp ensiv authorization hec ks on er pac et basis. PR header only needs to con tain the information necessary to iden tify the appropriate state in in terv ening PGs. Its exact con ten ts are describ ed in the next section. Assuming appropriate securit measures to prev en PR setup threats ab e, there remains the ossibilit of malicious attac at pac et forw arding time: yp 3. intruder lo ate at some oint along PR an opy valid PR he ader fr om le gitimate acket, attach its own data and send it along PR, thus, obtaining servic fr audulently. This attac can remedied if eac data pac et (or function thereof is signed the source. Dep ending on the yp of encryption used, the erhead incurred signing eac data pac et (or ev en hash function thereof can prohibitiv ely high. er-pac et erhead includes the signature computation at the source and its subsequen eri�cation at eac PG hop en route to the destination. If only sender authen ticit and data in tegrit is desired, then the tradeo� et een con en tional and public ey signature of the hash function is dep enden up on their relativ sp eeds. In order to minimize er pac et pro cessing erhead, will assume the use of con en tional encryption for data pac et signature computation. In this case, secret ey dsig is distributed during setup for use in data in tegrit eri�cation. This ey is shared all ADs on the route. As result, simple group hannel is established. Ho ev er, it is ossible for an AD along the route to masquerade as the source AD for the duration of that PR. Moreo er, the secret ey ust distributed without disclosure; requiring the public ey sc heme to encrypt the ey ultiple times, separately with the public ey of eac AD in the PR. Ev en more so than in the case of PR setup, latency is critical concern with resp ect to for- arding of data pac ets. or this reason, man ADs are lik ely to forego er-pac et signature and eri�cation of most tra�c. no discuss sp ectrum of ossibilities whereb ADs can trade the lev el of protection for the amoun of erhead incurred. The section is concluded with discussion of data pac et repla in 4.6.6. 15 or the remainder of this pap er consider en vironmen ts in whic only in tegrit and authen- ticit of routing data is required and where public ey encryption and the certifying authorit mec hanisms describ ed in 27 are used for this particular function. Although the distribution of PTs raises um er of in teresting issues, the underlying concept of broadcasting signed messages is not unique to olicy Routing 14 Other asp ects of secure olicy Routing, suc as PR setup and pac et forw arding, require more careful proto col design ecause of the asso ciated costs and threats. 4.5 Route Setup The route setup phase requires that eac in terv ening AD ha means to forw ard subsequen data pac ets along sp eci�c olicy Route. As describ ed in Section 3.2.2, eac AD along the route ust supplied with the next hop AD at PR setup time. The purp ose of PR setup is to establish state in all in terv ening PGs so that olicy Routing decisions can made in adv ance of the actual comm unication, and, subsequen data pac ets can carry minim um of PR-related information, th us, reducing the erhead and latency In addition, in secure PR sc heme, eac AD ust able to authen ticate and authorize PR. Authen tication means erifying that PR as issued recognized en tit and as not tamp ered with. Authorization en tails making sure that PR conforms to lo cal olicy (the latter is ey ond the scop of this pap er). More sp eci�cally secure PR setup needs to address yp es of threats: yp 1. Cr ating, or tamp ering with existing, PRs by an intruder. In order to defend against this threat, eac PR ust traceable to the issuing AD. In other ords, it ust signed with an unforgeable signature. or all in terv ening ADs, this ould pro vide for non-repudiation of issuance and sender authen ticit yp 2. eplay of pr eviously issue PR setup ackets. This can prev en ted if include timestamp within eac PR setup. The signature of PR setup pac et ecomes dep enden on this timestamp, and, mak es repla detection ossible within the gran ularit of the timestamp and clo sync hronizations. As the um er of setups is relativ ely small (in relation to the um er of data pac ets), relativ ely coarse timestamp gran ularit (e.g., ms should adequate and is preferable to the managemen required to eep trac of unique sequence um ers (nonces 34 ]). As with PT up date distribution, are concerned with data in tegrit and authen ticit of setup pac ets. Ho ev er, unlik PT up dates, PRs are set up frequen tly and increased latency is exp erienced directly end users. Th us, are far more concerned with the er-signature erhead for setup than are for PT distribution. Consequen tly will in estigate the use of oth con en tional and public ey encryption signature mec hanisms. As discussed earlier, con en tional encryption, implies signi�can ey managemen burden, since an AD has to share secret ey with ev ery other AD that it ev er comm unicates with. Moreo er, it en tails computing PR signature for ev ery AD in olv ed, whereas single PR signature eri�able all in terv ening ADs is su�cien in public ey encryption. On the other hand, ypical PR tra erses relativ ely small um er of ADs is uc less than the diameter of the 14 With the exception that routing up dates are infrequen t, th us, fa oring the use of public ey encryption. 14 Both public ey and con en tional encryption metho ds require ey managemen t. will not discuss suc issues in this pap er ecause they are not unique to the problem of transit tra�c con- trol and ha een discussed extensiv ely elsewhere 25 26 ]. Su�ce to sa that for con en tional encryption, ey distribution cen ters (KDCs) are needed in eac AD. Moreo er, in ter-AD ey ex- hange ust supp orted. or public ey encryption, certi�cation authorit mo del suc as that describ ed in 18 25 is appropriate. 4.4 Distribution of olicy erms In order to pro vide for secure distribution of olicy erm up dates, eac AD ust able to sign its wn, and authen ticate incoming PTs. Because of the Link State nature of the proto col, PT up dates ust o ded to ADs throughout the in ternet ork so that all participan ADs can use them in their PR computation. Before using new PT, eac AD needs to erify the authen ticit and in tegrit of its con ten ts. This is di�cult to ac hiev in con en tional encryption en vironmen t, as the um er of oten tial recipien ts of PT up date can quite large. 13 In general, con en tional encryption is not ell-suited for an en vironmen suc as Link State routing where routing up dates are broadcasted to large um er of recipien ts. The alternativ is to use public ey encryption for the distribution of PTs. �rst glance, this migh app ear problematic ecause curren public ey tec hnology is still inferior in terms of erformance. Ho ev er, if are concerned only with the in tegrit and authen ticit of routing information then the signature mec hanism describ ed in Section 4.3 ab can used with little erformance impact. Moreo er, one of the cen tral assumptions in the IDPR prop osal is that olicies hange relativ ely slo wly An added pro cessing time asso ciated with public ey encryption is coun ter-balanced the ubiquit and e�ciency of eing able to generate single unforgeable pac et signature whic can authen ticated an recipien t. An example of Link State routing proto col whic uses public ey encryption for routing up date distribution is presen ted in 37 ]. Routing information distribution is one area of olicy routing where con�den tialit measures ma considered useful. Ho ev er, it implies that the en tire routing up date ust encrypted separately for eac an ticipated destination AD. In general, this is impractical regardless of the yp of encryption used. Since link state up date is o ded throughout the in ternet ork (in this case, to all ADs), the um er of oten tial destinations can quite large. In order to ac hiev con�den tialit in this en vironmen t, the source of link state up date needs to encrypt the up date times (where is the total um er of ADs). urthermore, the tra�c due to up date propagation will increase -fold. BGP has similar requiremen for authen ticit and in tegrit (and, ossibly con�den tialit y) of routing information. Ho ev er, ecause it is distance ector proto col, routing up dates are distributed to uc smaller um er of destinations, i.e., only the direct neigh ors of the orig- inating router. the same time, eac message is considerably larger (equiv alen of complete routing table) than in the link state algorithm. Con en tional encryption ma more appropriate in this case since the um er of eys needed er olicy router will small, hence, easy to manage. Moreo er, if con�den tialit is desired, con en tional encryption will sa considerably on pro cessing time. 13 Sharing single common ey amongst all no des a�ords little protection, while distributing pairwise eys to eac AD-pair is impractical. 13 denotes the length of PR, i.e., the um er of ADs in PR. AD (0 denotes the -th AD in PR, AD AD sr and AD AD dst denotes secret ey shared AD and AD dsig denotes secret ey used for computing data signatures. denote public (encryption) and priv ate (decryption) eys of AD ata and ata denote encryption and decryption, resp ectiv ely of ata with ey hash ata is one-w hash function of ata e.g., MD4 40 ]. 4.3 Message In tegrit and Authen ticit Mec hanisms In the next three sections consider separately securit issues ertaining to di�eren phases of olicy Routing: distribution of PTs, PR setup and pac et forw arding. In eac of these phases are concerned primarily with data in tegrit and source authen ticit Con�den tialit of user data is left to end-to-end mec hanisms 47 ]. Con�den tialit of routing con trol information is less general requiremen than in tegrit and authen ticit and is discussed brie y ra�c analysis is not addressed here (for further discussion see 15 ]). Before pro ceeding, discuss the use of signed one-w hash functions to ac hiev e�cien in tegrit and authen ticit measures. This approac is describ ed in ]. or eac message compute hash ata ), where ata includes the in arian ortions of the pac et header (i.e., those �elds that do not hange en route et een source and destination) and the pac et data. The resulting alue is then signed. If public ey sc heme is used then the alue is signed in the priv ate ey of the originator. The resulting alue is referred to as the pac et signature. An one needing to erify the message in tegrit and sender authen ticit computes hash ata ), decrypts the pac et signature with the public ey of the sender, and compares the alues. If con en tional encryption sc heme is used, hash ata is encrypted and decrypted with the secret ey to pro duce and erify the signature, resp ectiv ely The sc heme is e�cien ecause only hash ata needs to encrypted, and computing the one-w hash function is faster than encrypting. As result, the di�erence in pro cessing erhead et een public ey and con en tional encryption sc hemes is reduced. Throughout the reminder of the pap er will refer to Riv est’s Message Digest algorithm 40 as an example one-w hash function. In addition to eing the fastest metho ailable curren tly it is also eing used as basic data in tegrit mec hanism in sev eral other con texts, most notably Priv acy- Enhanced Electronic Mail 25 26 ]. Pro cessing sp eeds for MD4 implemen tations range et een 15 Mbits/sec on DECStation 5000 and 6.4 Mbits/sec on SUN SparcStation-1 32 ]. or Kb yte pac et, this translates in to an erhead et een 540 and 1,280 er pac et. Unfortunately existing (soft are) RSA implemen tations requires 2-3 seconds to sign 128-bit MD4 result alue. 12 12 It is ossible to sp eed-up the public ey encryption somewhat. One suc metho is sp eci�ed in CCITT X.509 do cumen ]. It uses the RSA 39 encryption metho in manner suc that message decryption (v eri�cation) is signi�can tly faster than encryption. This is ac hiev ed selecting large (e.g., 512-bit) decryption exp onen and relativ ely small (e.g., 16-bit) encryption exp onen t. 12 4.1 Threats The basic threats to the securit of PR proto cols are falsi�cation of routing information and falsi�cation of data pac ets. 1. An in truder ma distribute false routing information in order to (i) disrupt comm unication, e.g., create routing lo ops, or (ii) ea esdrop on comm unication, e.g., re-route tra�c to sp eci�c lo cation. In BGP this can tak the form of distributing falsi�ed or prerecorded routing up dates. In IDPR, falsi�ed olicy erms can similarly distributed causing in alid PRs to computed. 2. If routing proto cols protect themselv es prescribing an authen tication mec hanism for al- idating routing information, an in truder can turn to falsifying con trol and/or data pac ets. This kind of attac can lead to unauthorized resource usage, unauthorized comm unication, and inappropriate accrual of harges. Three sub-threats are iden ti�ed: (a) alsi�cation of con trol information In addition to the usual net ork la er information (source and destination addresses, data size, etc.), con trol information includes the route setup and pac et forw arding parameters. In IDPR, an in truder can steal PR header created an authorized AD and substitute an in alid Charge Co de. Similarly in the extension of BGP prop osed as an in ternational standard, distribution list information can mo di�ed. (b) alsi�cation of data In oth proto cols, the data ortion of pac et can mo di�ed or replaced an in truder. (c) Repla Previously-recorded legitimate pac ets can repla ed an in truder. Tw sources of repla are of equal concern: acciden tal repla due to the stuttering of misb eha ving mac hine, and malicious repla due to misb eha ving erson attempting denial of service attac k. In the remainder of this pap er describ and analyze mec hanisms to resist these threats. Here- after, use the IDPR prop osal as the foundation for our proto col design. It pro vides the �nest- grained con trol through the use of AD-lev el source routes. Moreo er, this greater con trol pro vides wider range of ossible attac ks. Hence, securit issues that arise in this prop osal form sup erset of those in the BGP approac h. Our approac is not inconsisten with the original prop osal in IDPR. The pr evention- based (as opp osed to detection-based) measures prop osed here can included as optional features within the proto col. In the remainder of this section, detail the steps needed in secure PR proto col and discuss issues dealing with data in tegrit hec king and repla prev en tion. 4.2 erminology The follo wing terminology is used throughout the remainder of the pap er: jj is the concatenation op erator, e.g., jj 11 path is established with the �rst pac et carrying the full PR, i.e., the complete sequence of ADs in the route and applicable PT iden ti�ers. PGs along the mak sure that the PR agrees with the lo cal PTs (through use of templates, for example). The result is cac hed so that sp eci�ed PR handle can used in the future to refer to the cac hed en try Successiv pac ets carry PR handle, not full PR. Man transp ort lev el sessions, and ev en host-pairs, ma share single PR if the olicies enabling it are not end-system-sp eci�c; this reduces the erage latency and router state erhead asso ciated with in ter-domain comm unication. PGs use these handles in the pac ets to hec for cac he en tries. PGs also ma relate return o pac ets with forw ard o w. Giv en information ab out the next AD for particular pac et, eac PG selects the next PG based on the information exc hanged in traditional up-do wn proto col. 3.3 Discussion olicy routing allo ws ADs to in terconnect to the global in ternet while still protecting net ork resources from general, unconstrained use. (W describ ed earlier wh suc function can not left to end-systems.) Ho ev er, olicy routing mec hanisms do not preclude the need for net ork access con trols in the order routers of ADs that wish to con trol access to individual end-systems. more extensiv discussion of the in terpla et een end-system con trols, net ork access con trols, and olicy routing can found in 15 ]. One essen tial di�erence et een Visa and the olicy routing approac hes is the er session setup erhead. ransit Visa requires that dialog transpire et een the source and eac transit-Visa net orks’ CS, and that corresp onding eys distributed. Consequen tly the initial setup dela gro ws in prop ortion to the um er of transit net orks. or short transactions suc erhead is not acceptable. PR-based approac suc as that in BGP or IDPR oids this setup dialog through bac kground distribution of olicy term information that is used in route computation. The ork that the olicy Routing proto cols do to distribute olicy terms and compute authorized routes ust done at the time of the session setup in Visa. In particular, with Visa proto col this translates in to eje ct pac et, CS dialog, and visa-k ey gran message for eac AD in the path. Moreo er, this assumes that the source attempts comm unication er path for whic it has authorization. If there is con ict with ev en one transit AD’s olicy the pro cess ust egin again. olicy Routing incorp orates olicy in to the route computation pro cess in adv ance of the actual comm unication, thereb oiding this problem. On the other hand, the PR sc hemes, as describ ed th us far, rely on ost-facto detection of abuse, and, are in that sense less secure than net ork access con trol sc hemes, suc as Visa proto cols. The remainder of this pap er addresses the in tegration of prev en tativ mec hanisms in to olicy routing to ac hiev secure con trol of transit tra�c. Securit Issues in ransit Con trol In this section iden tify oten tial securit threats faced the PR sc hemes describ ed and detail the steps needed in secure proto col. 10 1. Most olicies can classi�ed and expressed in standard notation. 2. olicies and in ter-AD connectivit hange relativ ely slo wly 3. End-p oin sp eci�c olicies should supp orted. Tw primary concepts in this prop osal are Policy outes (PRs) and Policy erms (PTs) PR is series of ADs. It is, essen tially an AD-lev el source route. In other ords, there ma ultiple ph ysical realizations of PR giv en ultiple ph ysical connections et een ADs and ultiple in tra- AD routes. The actual selection of particular ph ysical path is done at pac et forw arding time eac in terv ening AD, rather than the source AD at route computation or route selection time. This lazy evaluation pro vides for more adaptiv proto col and unrestricted AD in terconnection. olicy erms (PTs) are the units of routing information exc hanged comm unicating ADs. Eac PT represen ts distinct olicy of the AD that expressed it. The information distributed in PT can represen ted as: 10 [( end AD end AD ent end AD end AD exit onditions The purp ose of suc PT is to sp ecify that pac ets from or to some end-p oin host, end (or group of end-systems), in an end-p oin AD, AD end are allo ed to en ter the AD in question via some directly connected AD, AD ent and exit through another directly connected AD, AD exit on its to or from host, end (or group of end-systems), in some end-p oin AD, AD end User Class Iden ti�er (UCI) allo ws olicies to distinguish et een arious user classes, e.g., Go ernmen t, Researc h, Commercial, Con tract. Conditions represen qualit of service, billing, and other ari- ables, and can re ect the agreemen ts et een neigh oring ADs. Examples of the olicy erms can found in 14 10 ]. olicies are expressed source, destination, and transit ADs. The source AD ma select all transit ADs while transit and destination ADs con trol whic source and destination ADs can comm unicate via whic directly connected ADs. ADs run link state routing algorithms to compute their resp ectiv tables of PRs. There ma ultiple PRs listed for the same destination AD, eac with di�eren set of conditions asso ciated with its use (e.g., QoS, time-of-da or UCI). Note that ADs (with the exception of the source AD) do not exert con trol er the en tire olicy Route. Referring bac to our tra el analogy it is di�cult to enforce olicies that are based on information that is not eri�able at the oin of reference. or example, it is di�cult to enforce olicy that dictates non-admittance to an one who has ever passed through coun try since it is ery uc dep enden on stamping passp orts reliably In the en vironmen of in terconnected ADs, transit AD can erify the previous and next hops ecause of its direct connections and the feasibilit of emplo ying pairwise authen tication with the relativ ely small um er of neigh ors. erifying other transit comp onen ts of the PR is di�cult, if not imp ossible. Eac AD has one or more Route Serv er (RS), an en tit that collects olicy Routing information from other ADs, distributes lo cal olicy information to other ADs and computes, as ell as issues, PRs to lo cal end-systems. Actual olicy enforcemen is done at olicy Gatew (PG) whic h, in addition to the usual task of forw arding pac ets, handles alidation and eri�cation of the PRs attac hed to the incoming pac ets. 11 10 This is simpli�ed ersion of the actual PT format used in the proto col. Ho ev er, the di�erences are not relev an to this discussion. 11 olicy Gatew ys (PGs) corresp ond to order routers in BGP They erform lev el three routing functions. ture. Neigh oring no des exc hange reac habilit information for sp eci�c destination in the form of distance metrics corresp onding to eac next hop. No des do not exc hange information ab out subsequen hops to the destination. BGP augmen ts this traditional approac distributing full AD-lev el paths. In other ords, for eac destination adv ertised, no des sp ecify the AD-lev el path to that destination. As result, BGP pro vides less information hiding in return for the abilit to detect routing lo ops quic kly By using the full AD path to detect lo ops BGP oids imp osing top ological restrictions on AD in terconnection (suc as those imp osed EGP). In addition, AD path information can used as olicy criterion for route selection. BGP allo ws for limited olicy-based route selection. Eac AD’s BGP router can select its next hop based on the information pro vided in the full AD path, in addition to the distance metric. or example, AD can reject all routes through AD On the other hand, eac AD ust apply the same route selection decision to all pac et sources, including itself. or example, AD can not reject all routes through AD for itself without a�ecting its neigh ors, and vice ersa. Similarly an AD can not apply one olicy to one neigh or and second olicy to another neigh or. Since BGP was not in tended to implemen olicies that discriminate et een tra�c end-p oin ts with arbitrary gran ularit the approac ac hiev es its goals ]. Eac BGP router can con�gured according to its AD’s lo cal olicy Ev en though lo cal olicy is not distributed among ADs, it is represen ted in univ ersal olicy language olicy in this language is an expression: [Network-list,AD-p ath]=pr efer enc The seman tics of olicy are as follo ws: if routing up date for net ork in the Network-list is receiv ed via the AD-p ath and its pr efer enc metric is etter than that of path curren tly in use, then, this up date ust redistributed to all ADs. The prop osed in ternational standard augmen ts the BGP proto col including (among other features) distribution lists along with route information ]. The list ma inclusiv or exclusiv and is propagated along with next hop and full-AD path information. Eac order router along path ma further restrict distribution list efore adv ertising route, i.e., ADs ma deleted from the inclusiv list or added to exclusiv list, but according to the proto col no router can relax or ignore the list. 3.2.2 IDPR olicy Routing Prop osal An alternativ arc hitecture for olicy routing has een dev elop ed to supp ort wider range of olicies; with mec hanisms that represen more radical departure from existing routing tec hniques. The In ter-Domain olicy Routing (IDPR) prop osal allo ws stub and transit ADs to express and exc hange pac et routing and forw arding olicies. The most distinguishing feature of this approac is the use of AD-lev el source routing. It uses Link State algorithm 30 to compute source olicy Routes (PRs) at the gran ularit of ADs. Eac AD expresses its olicies in standar form, called olicy erms (PTs), and distributes them to other ADs. Eac AD designates sp ecial Route Serv ers (RSs) to collect PTs and compute olicy routes for constituen users. The basic assumptions of this mo del are: The prop osed standard includes sev eral other extensions whic are not directly relev an to our discussion. This approac as �rst describ ed D. Clark in 10 ]. routing approac hes in the next section return to the problem of secure con trol of transit in ternet ork tra�c. 3.2 olicy Routing As describ ed earlier, the cen tral goal of transit tra�c con trol is to allo ADs to indep enden tly express and enforce olicies regarding transit tra�c. Our discussion in the previous section demon- strates that transit con trol is in timately related to In ter-Administrativ Domain Routing. refer to in ter-domain routing that incorp orates olicy constrain ts as olicy routing (PR). In ter-domain routing constitutes the highest lev el of the OSI routing hierarc as de�ned in 36 ]. In this section summarize approac hes to olicy routing. The �rst is the Border Gatew Proto col (BGP)[ 28 whic is in tended to supp ort limited notion of olicy The second is the In ter-Domain olicy Routing (IDPR) prop osal designed to supp ort more general olicies[ 24 45 ]. (F or further comparison of in ter-AD routing arc hitectures see ].) olicy routing op erates at the net ork la er. In oth example arc hitectures, only order routers and asso ciated in ter-domain route serv ers are directly a�ected the presence of the in ter-domain routing proto cols. End-systems and in terior routers can con tin ue emplo ying whatev er in ternet- orking proto cols desired within their particular ADs. Border routers op erate on ehalf of the end-systems. or this reason, the term sour hereafter refers to the order router in the AD of the source end-system. In the remainder of this section pro vide brief descriptions of the in ter-domain routing proto cols as bac kground to Section 4. 3.2.1 Border Gatew Proto col BGP is recen tly prop osed addition to the In ternet Proto col family[ 28 ]. It as designed to successor to the Exterior Gatew Proto col (EGP)[ 41 and arian has een submitted as an in ternational standard[ ]. Its foremost goal is to pro vide e�cien and robust In ter-AD routing with rapid con ergence and lo op detection for arbitrary in ternet ork top ologies In addition, it pro vides olicy-based distribution of routing information. It is aimed mainly at transit ADs and can in ter-op erate with other routing proto cols. BGP is designed under the follo wing assumptions: 1. olicies can expressed using information ab out the full AD path that pac ets will tra el to destination. 2. ransit olicies apply uniformly to all end-p oin ts. BGP uses hop-b y-hop routing and distance ector algorithm for the next hop selection[ 29 ]. One common ene�t of traditional distance ector algorithms is the abilit to hide net ork struc- BGP and EGP use the term Autonomous System and Routing Domain. use the term Administrativ Domain. They are not completely equiv alen but for the sak of this discussion can in terc hanged. See 28 14 for further discussion. host pro ceeds to use these eys to generate stamps whic it places on eac outb ound datagram. Th us, eac datagram carries stamps: one that allo ws it to exit the lo cal AD, and, the other, that allo ws it to en ter the destination AD. Border routers of end-p oin ADs pro ceed to erify the alidit of their resp ectiv visas and pass datagrams un til visa expires or is otherwise rev ok ed. If the comm unication is o-w visa-k eys are issued to the destination host as ell, and the authorization pro cedure is symmetric. or further details of the Visa proto col see 13 ]. The pro cess of establishing authorization in Visa-con trolled, transit ADs is essen tially the same as for stub ADs in the Visa proto col. The ma jor di�erence is that the source host ust obtain transit visa for eac transit AD that requires one, in addition to obtaining pair of exit/en try visas from AD sr and AD dst In the orst case, eac transit AD’s CS will conduct an authorization and authen tication pro cedure efore issuing transit visa, and, eac pac et will ha to carry separate visa for eac in terv ening AD. Of course, transit ADs ma ho ose to issue visas automatically or not require an visas at all where transit tra�c is concerned. urthermore, ADs could program their CSs to obtain and issue transit visa-k eys in adv ance of the actual comm unication. This ould reduce the setup dela at connection establishmen time. On the other hand, suc mec hanisms increase the problems asso ciated with visas expiring efore, or while, they are in use. The use of Visa for transit con trol ma appropriate if: (i) transit olicies are as div erse as stub net ork olicies, and (ii) olicies hange frequen tly The former limits the practicalit of expressing olicies in simple univ ersal syn tax. The second assumption also mak es it impractical to distribute olicies in the that distribute connectivit information, for the fear of using stale route information or incurring excessiv erhead due to frequen information up dates. These assumptions result in sev eral in teresting features of transit Visa. First, organizational olicies are em died in CSs and are not propagated outside; hence, wide range of olicy statemen ts can accommo dated. Moreo er, ery little co ordination among ADs (b ey ond that in Visa proto cols for stub net orks) is required to implemen this proto col. Although the extension of the Visa concept to transit con trol is rather straigh tforw ard, the approac do es not scale ell to an in ternet ork where man ADs, oth stub and transit, an to con trol tra�c o ws. or example, visa acquisition and route setup ust rep eated

(or adapted) eac time an in olv ed visa-router go es do wn. Moreo er, source AD has no of determining if it will issued visa without incurring the erhead of con tacting the particular CS in question. The essenc of the pr oblem is that tr ansit ontr ol is elate to acket outing. Ther efor e, ontr ols for tr ansit should inc orp or ate into the oute alculation itself, not only into the acket forwar ding function. Other net ork access con trol sc hemes suc as SP3[ 44 and router pac et �lters 31 face the same limitation when it comes to con trolling transit tra�c, i.e., these sc hemes enforce con trols on pac et forw arding and do not pro vide information to the route computation In summary Visa proto cols and other net ork access con trol mec hanisms are est suited for stub net ork con trol. ransit net ork con trol for large in ternet orks is more e�cien tly ac hiev ed in tegrating olicy considerations in to the route computation pro cess. After discussing olicy More aggressiv olicies could also implemen ted suc as applying for group visas in adv ance of use to ac- commo date collection of end-systems that ha need for comm unication. Ho ev er, these ma imply signi�can tly more trust among the ADs and requires more careful consideration. SP3’s access con trol olicy in particular, is endp oin t-orien ted. It is concerned mainly with determining whether or not eers ma comm unicate and what yp of information they ma exc hange. proto col as opp osed to the net ork or link proto col. Ho ev er, argue that in the sense of the end-to-end argumen t, the net ork resources are endp oints to the exten they require protection in their wn righ t. rom this ersp ectiv e, it is imp erativ to address the protection of net ork resource in addition to end-system protection. If con trol is left to the end-systems, aluable stub-AD net ork resources ma consumed unauthorized tra�c. Rejecting pac ets at the end-system is to late from the ersp ectiv of net ork resource usage. Moreo er, unrestricted net ork access increases the vulnerabilit of ADs to denial of service attac ks in the form of pac et storms. Finally some ADs ust con trol whic routes are used to and from their in ternal end-systems; due to cost or securit haracteristics, for example. Because routing is net ork lev el function, these con trols ust also in olv net ork lev el en tities and can not left to transp ort session endp oin ts. In summary to the exten net ork resources require protection, the highest relev an endp oin is the net ork router and asso ciated routing proto cols. In this sense, the end-to-end argumen supp orts implemen ting these con trols at the net ork la er. or more extensiv discussion of this argumen the reader is referred to 15 ]. Con trolling ransit In ternet ork ra�c There are basic approac hes to con trolling transit tra�c. In the �rst part of this section, discuss an approac based on the extension of traditional net ork access con trol mec hanisms and iden tify its limitations. Subsequen tly consider alternativ approac hes based on in tegrating con trols in to in ternet ork routing. 3.1 Extending Net ork Access Con trols One oten tial metho of enforcing transit olicy enforcemen is to extend existing stub net ork access con trol mec hanisms to the generalized in ternet ork mo del. In this section, discuss an extension of Visa proto cols[ 13 that incorp orates supp ort for transit olicy enforcemen t. Other net ork access con trol sc hemes are discussed brie y at the end of this section. Visa proto cols ere dev elop ed originally to pro vide datagram-lev el con trol at AD oundaries. Conceptually secret ey is used the comm unicating host to compute an unforgeable stamp. This stamp is placed in the datagram’s header to assure the order-router that the transmission of this datagram across AD oundaries is authorized. The stamp is called visa analogy with the stamp on passp ort that allo ws tourist to cross in ternational orders. unique visa is ound to eac datagram in order to guaran tee the authen ticit and the in tegrit of the data. host on visa-con trolled net ork that an ts to comm unicate across the AD oundary is initially required to engage in high-lev el authorization/authen tication dialog with an Access Con trol Serv er (A CS) on oth lo cal and destination ADs. The need for, and particulars of, this dialog are determined indep enden tly the administration of eac AD in olv ed. When and if the comm unication is appro ed, the resp ectiv CSs issue visa-keys to the requesting host. The In connection orien ted net ork similar approac can applied to stamp pac ets. Ho ev er, the establishmen of the visa ey can part of the connection setup and sev eral of the datagram related design issues do not apply 2.3 In ternet ork op ology Some routing proto cols place restrictions on in ternet scale and top ology e.g., EGP[ 41 ]. An in ter- AD routing proto col should ha the oten tial of supp orting ery large scale in ternet orking. an ticipate on the order of 10 ADs. In an in ternet of suc enormous size it ould un wise to design proto col that relied on top ological restrictions; enforcemen ould near imp ossible. Consequen tly one of our design goals is to allo for maxim um degree of exibilit in regard to the con�guration of the in ternet ork. The proto cols discussed elo do not place restrictions on the in ternet ork top ology at the gran ularit of ADs. Figure 1: Example of AD in terconnection. Figure depicts an example of the AD in terconnection. It resem bles traditional hierarc of long haul, regional and campus (stub) net orks. Ho ev er, there are exceptions to the hierarc in the form of lateral links. These exceptions to the otherwise regular top ology are not disp ensable and ust supp orted, erhaps at the exp ense of optimalit Absence of restrictions on AD in terconnection allo ws us to accommo date this, or an other, top ology 2.4 Net ork la er mec hanisms Man discussions of network se curity are actually discussions of end-system protection in net ork en vironmen t, e.g., 46 35 23 22 13 47 ]. One of our assumptions in the design of transit net ork con trols is that oth stub and transit ADs ha aluable net ork resources that are themselv es the sub ject of olicy 15 ]. Initially this ma app ear to in violation of ell-kno wn design principle, the end-to-end argumen t[ 43 ]. In the case of securit the argumen suggests that end-system resources are est protected the end-systems themselv es, e.g., securit services should pro vided in the transp ort Although the ma jorit will stub ADs, our mo del assumes large um er of transit and ybrid ADs as ell. Although the arc hitecture orks for arbitrary top ologies, some top ologies en tail greater erhead in terms of route computation. or further discussion of top ology see 14 ]. ho the AD’s pac ets tra el to their destinations. In some resp ects, the requiremen ts for transit olicy enforcemen are simpler than those for stub olicy enforcemen t. Ho ev er, sev eral factors complicate the implemen tation of the latter. First, in an in ternet ork, pac et ma tra el through um er of transit ADs on its to the destination. Consequen tly applicable olicies from all transit ADs ust considered when pac et is eing sen t; whereas for con trol of stub resources, only the olicies of the end-p oin ADs need to tak en in to accoun t. In addition, transit con trol has to reconciled with top ology hanges (routers or links going do wn). If in the middle of connection an comp onen of the route ecomes disabled, en tirely di�eren olicies ma come in to e�ect. Also, when transit AD decides to accoun and/or bill for resource usage, co ordination is required to pass harges bac to the end oin ts. Moreo er, stub route selection criteria ust in tegrated with transit con trol olicies to determine the appropriate routes. These factors add to the complexit of oten tial enforcemen mec hanisms. Based in part on the di�erence in olicies, and in part on the functionalit required in an routing (i.e., transit) mec hanism, transit and stub AD me chanisms also di�er. By analogy with in ternational tra el, in most coun tries transit tra elers are set apart from other visitors. They are issued sp ecial tr ansit visas and are restricted in mo emen and length of sta discuss transit mec hanisms further in later sections. 2.2.2 olicy ttributes Net ork usage olicies can based up on um er of attributes: Endp oin olicies place restrictions on the source and/or destination of tra�c. ath olicies place restrictions on other ADs of the path in addition to the source and destination ADs. Securit attributes express requiremen ts for authen tication, data in tegrit repla detection and priv acy emp oral parameters include restrictions on usage based on time of da da of the eek or other time-related parameters. Qualit of Service olicies discriminate according to the service parameters (e.g., dela throughput) made ailable to di�eren users. Accoun ting/Billing olicies express conditions related to harging and accoun ting. ypical olicy statemen can based up on sev eral olicy attributes. or example, the olicy statemen t: tr ansit voic tr a�c fr om AD is ac epte etwe en and am with er acket char ge applies to transit tra�c and com bines application proto col, temp oral and accoun ting/billing at- tributes. urther examples of olicy yp es can found in 14 ]. 2.1 Administrativ Domains An in ternet ork is comp osed of um er of Administrativ Domains, or ADs. An AD is de�ned as collection of net ork resources under con trol of single administrativ en tit 19 ]. It is imp ortan to distinguish et een dominan yp es of ADs: stub and tr ansit Stub ADs are in terested mainly in comm unication with other stub ADs, i.e., pro viding comm unication for their constituen end- systems. campus net ork is an example of stub AD. ansit ADs are in olv ed in pro viding transit service for tra�c et een stub ADs. NSFNET is an example of transit AD. Finally there are also ybrid ADs that com bine transit service with end-p oin comm unication (e.g. USC ISI). 2.2 olicies As frequen tly happ ens with new concept, an analogy can lead to etter understanding of the problem at hand. One in teresting analogy is to view ADs as so ereign coun tries, eac with sp eci�c set of foreign olicy statemen ts regarding in teraction with foreign en tities (other ADs). or example, coun try ma ha olicies restricting foreign visitors to sp eci�c areas or restricting tra el privileges of the lo cal opulace when visiting foreign coun tries. Coun tries ma also ha sp eci�c olicies ertaining to transit tra elers, e.g., restricting en try on the basis of the tra eler’s itinerary Securit olicies regarding in ternational tra el can express olicy as to passp ort and visa requiremen ts, length of sta etc. Accoun ting or billing olicies ma concern, for example, visa fees or departure taxes. ADs can express similar olicies regarding comm unication with external en tities, e.g., restrict in ternal systems ailable for external access or restrict external systems ailable for in ternal access. ransit tra�c ma or ma not allo ed, or it ma restricted to sp eci�c source and/or destination ADs or end-systems. olicies can also em dy securit requiremen ts, e.g., authen tication and authorization for in ter-AD tra�c, as ell as accoun ting and billing conditions 14 ]. Net ork lev el olicies are primarily concerned with unauthorized access to net ork resources, denial of service, and inappropriate accrual of comm unication-related harges. These threats can all come ab out through attac ks on the authen ticit and the in tegrit of in ternet ork pac et tra�c. Some concerns are of greater imp ortance to stub net orks and others, to transit net orks. 2.2.1 Stub and ransit olicies Due largely to the nature of service pro vided, stub and transit ADs tend to express di�eren olicies. olicies expressed stub ADs, for the most part, serv to protect in ternal resources from external access, while those expressed transit ADs tend to cost-related. Another of making this distinction is to observ that transit ADs, virtue of pro viding transit service, are inheren tly more op en than their stub coun terparts. urthermore, sub ersion of transit AD’s olicies will, in the orst case, result in denial of service, whereas sub ersion of stub net ork olices can oten tially disrupt the end-systems themselv es. Another reason for separating the resp ectiv olicies is the di�erence in accoun ting and billing requiremen ts. Stub ADs are more lik ely to bundle comm unication costs in to billing for end services, if an suc billing ccurs. ransit ADs are more lik ely to harge for the comm unication itself. Finally stub AD olicies include route selection criteria, whic dictate In tro duction collection of autonomous net orks can in terconnected to form single in ternet ork using curren in ternet orking proto cols (e.g., IP 38 ]). Although the in terconnection promotes transpar- en o of information across autonomous net ork oundaries, participan organizations ould lik to main tain their autonom indep enden tly expressing and enforcing net ork usage olicies. In particular, the enforcemen of access con trol olicies with resp ect to the organizational net ork resources ecomes of primary concern. Net ork access con trol metho ds that restrict the information o et een end-systems on individual net orks ha een demonstrated 13 31 ]. Moreo er, end-systems emplo range of op erating system and application lev el mec hanisms that restrict access to data and resources. Ho ev er, con trolling access to transit net ork resources (suc as routers and links) requires addi- tional proto col supp ort ecause of the need to co ordinate routing decisions among all in terv ening net orks. Organizations cannot simply enforce olicy restrictions on unilateral basis at pac et forw arding time. In ternet ork routing decisions ust made according to olicy-related param- eters suc as access righ ts and cost, in addition to the traditional parameters of connectivit and dela 10 ]. Consequen tly olicies ertaining to net ork resources ust either implicit in the top ology of an in ternet ork, or adv ertised to the an ticipated resource users. Only then can en tities throughout the in ternet ork determine the logical, olicy-b ase connectivit of an in ternet ork and compute alid routes. This pap er addresses the design of proto cols for secure con trol of transit tra�c on an in- ternet ork. ransit con trol proto cols can designed with arying lev els of securit In some en vironmen ts, relativ ely vulnerable proto cols ma used in conjunction with ost facto detection mec hanisms. Most of the ork in olicy-based proto col dev elopmen is eing conducted with suc en vironmen ts in mind 10 16 28 ]. This pap er addresses en vironmen ts where ost facto detection is not adequate or ossible in timely manner. In particular, address the design and costs (i.e., erformance and manageabilit y) of incorp orating more defensiv e, pr eventative securit measures in to the proto cols for con trolling in ternet ork tra�c. This pap er is organized as follo ws. As further in tro duction, Section discusses the in tercon- nection of autonomous net orks. Section egins considering the extension of net ork access con trol metho ds to con trol transit in ternet ork tra�c. In resp onse to some fundamen tal de�cien- cies, the remainder of Section describ es the role of the so-called olicy Routing proto cols in pro viding transit con trol. Next, Section outlines the securit concerns particular to the olicy Routing proto cols. The discussion of securit is con tin ued in the remaining sections on secure proto col design (Section 5) and cost assessmen (Section 6). Section summarizes our discussion and prop oses areas for future ork. In terconnection of Autonomous Net orks In order to pro vide appropriate bac kground for the subsequen discussion, this section de�nes our terminology and assumptions regarding in ternet ork en vironmen ts, olicies, and proto col design principles. ortions of this pap er �rst app eared in 12 ]. Secure Con trol of ransit In ternet ork ra�c Deb orah Estrin Gene Tsudik Computer Science Departmen Univ ersit of Southern California Los Angeles, California 90089-0782 estrin@usc.edu tsudik@jerico.usc.edu Decem er 12, 1990 Abstract When indep enden administrativ domains (ADs) in terconnect their net orks, usage con trol mec hanisms are needed to preserv the autonom of eac AD. Neither traditional net ork access con trol metho ds nor curren in ternet ork routing proto cols are ell-suited to the enforcemen of net ork usage olicies. Consequen tly new olicy sensitive in ter-domain routing proto cols are curren tly under dev elopmen t. While these proto cols are designed to enforce net ork olicies, they raise new securit y-related concerns. This pap er explores the design of transit con trol mec hanisms for sensitiv en vironmen ts and in estigates the erformance erhead of the prop osed mec hanisms. After ev aluating the appli- cation of stub-net ork access con trol and olicy routing tec hniques, describ and ev aluate secure olicy routing proto col for transit ADs. Categories and Sub ject Descriptors: C.2.0 [Computer-Comm unication Net orks] General Se curity and Pr ote ction C.2.2 [Computer-Comm unication Net orks] Net- ork Proto cols Pr oto ol chite ctur D.4.6 [Op erating Systems] Securit and Protection ess Contr ols, uthentic ation, Crypto gr aphic Pr oto ols D.4.7 [Op erating Systems] Or- ganization and Design Distribute Systems D.4.8 [Op erating Systems] erformance; K.4.3 [Computers and So ciet y] Organizational Impacts; General erms: Design, Managemen t, erformance, Securit y; Additional Key ords and Phrases: Enforcemen of Net ork olicies, Con trol of In ternet- ork ra�c, Net ork Resource Managemen t, Net ork Securit Threats, Data In tegrit Design of Secure Proto cols, Cost of Secure Proto cols; This researc as supp orted in part the National Science oundation Presiden tial oung In estigator ard and matc hing funds from TT,GTE, and NCR. An earlier ersion of this pap er as presen ted at the DIMA CS orkshop on Connections et een Distributed Computing and Cryptograph Octob er 1989, Princeton, NJ. Secure Con trol of ransit In ternet ork ra�c TR-90-14 Deb orah Estrin Gene Tsudik Computer Science Departmen Univ ersit of Southern California Los Angeles, CA 90089