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Foreword

For many years system administration has been passed on to new generations through manual pages, technical handbooks and by word of mouth. In al but
the most disciplined ingtitutions this has been a haphazard affair with adisregard for theory and no common standard of practice. Put smply, no one has
serioudly considered system administration to be aworthy academic pursuit. In recent years, the arrival of the internet has made this belief untenable
however. Thelevel of complexity of networked operating systems together with the increasing problem of intrusion ("cracking’) has properly elevated the
status of system administration to that of adisciplinein its own right.

Thistext isan introduction to the aims and guiding principles of system administration. In this respect it is not like other books which focus mainly on
procedures. It needs to be used together with any and all information which you find elsewhere. It's main aim isto illuminate a sound and logical way
through the murky swamps of networked operating systems. It does not replace other books nor isit like any other. It isaimed at studentsin a College
environment, or apprentice administrators not at system administrators working in the field.

The course assumes abasic familiarity with Windows and Unix as well as a core knowledge of basic operating system concepts from the two preceding
courses Operating systems and Unix programming . It isintended to run intensively over one semester. Y ou will be required to study an existing network,
then set up a GNU/Linux machine and integrate it into the network. Y ou will learn system administration by trial and error. No one should underestimate the
value of making errors during the learning process. This s often the only way to really understand.

The practical work for the course is based on the Debian distribution of the GNU/Linux operating system. This choice has been made in order to maximize
the understanding of the important issues rather than the ease or simplicity of installation or of use. i.e. the aim isto gain experience, not to make things as
easy as possible.

Much of the section on security has been influenced by the thoughtful words exchanged at the USENIX/LISA conferences. Comments on this course,
observing suitable protocols and etiquette, to Mark.Burgess@iu.hioslo.no

/M\, Oslo, Dec 1998

PART |: THEORY

Theory

What is system administr ation about?

@hrule @vskip 0.3cm In thismanual the word "host" is used to refer to a single computer system -- i.e. a single machine which has a name termed its
"hostname" See section Glossary , for other definitions.

What is system administration?

Thejob of asystem administrator is complex. It adifficult job, which requires patience, understanding and alot of knowledge and experience. It islike
working in the casualty ward of ahospital. Y ou need to be adoctor, a psychologist, and--when your instruments fail--a mechanic. Y ou need to work with the
limited resources you have. Y ou need to be inventive in acrisis, you need to know alot of facts and figures about the way computers work. Y ou need to
recognize that the answers are not always written down for you to copy, that machines do not always behave the way you think they should. Y ou need to do
all this--and, on top of everything, you need to learn a hundred new things ayear.

Being a system administrator is as much a state of mind asit is about being knowledgeable. It is the sound of one hand tapping ...on the keyboard, while the
other is holding the phone, talking to a user and there is a queue of people waiting for help. Y ou need to be ready for the unexpected, resigned to the
uncertain future, and you need to be able to plan for the future. It requires organization and the ability to be systematic. Thereis no right answer, but thereis
often awrong answer. It's about making something robust which works. In spite of stereotypes, today's system administrator is neither haphazard nor
messy. Today's computing systems require the very best of organizational skills and the most professiona of attitudes.

It's also a matter of salf-confidence. In the beginning anovice will be too nervousto do any real work, later, when more experienced, one learnsto relax and
just do things. It's like dating or skate-boarding, there are three stages:

1. Under-confidence: you place your skate-board carefully onto aflat surface, well away from spectators, step shakily onto it and rock about
hopelesdly.

2. Optimal confidence: you glance about you, then throw your plank on the ground, jump onto it and skate off with admirable self-assurance.

3. Over-confidence you don't look around you and throw your daemon-board onto the ground, running, into the path of an angry cyclist who then
breaks your nose for the inconvenience.

To get going, you need to know your stuff and have confidence in your abilities--but you also need to know your limitations.
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If you have installed Windows, DOS or GNU/Linux on a PC, you might think that you know alot about system administration, but in fact you know only
the very beginning. Networking is about cooperation and sharing in an environment with many users. Don't think that you know all the answers simply
because you know something about how your own machine works.

Thisbook is an introduction to the concepts of system administration. As a system administrator, your first responsibility isto the grester network
community and then to the users of your system. An administrator's job isto make their lives bearable and to allow them to perform productive work..

A philosophy

How does one begin and how does one behave? What are bad habits and what are good habits? The value of an adequate theoretical understanding should
not be underplayed. The days when one could fly a system by the seat of one's pants are over. There is astrong need for practical skills, but nothing can
replace real understanding. Today, keeping up with the theory is asimportant as upgrading the software. One also needs to approach the problem correctly.
The following areill-advised:

e Insisting that thereisaright or awrong answer to every question.

e Running to someone else whenever thereis a problem.

e Getting fraught and upset when things do not work the way one expects.
e Expecting that every problem has a beginning, amiddle and an end.

In contrast it is recommended to begin

Looking for answers in manuals and newsgroups.

Using tria and error (carefully!) to locate problems.

Practice being cheerful and patient with the users of your system and the machines.

Listening to people who tell you that there is a problem. It might be true, even if you can't see it yourself.

Writing down your experiences so that you will know how to solve the same problem again in the future.

Taking responsibility for one's own actions. (Be prepared for accidents. They are going to happen and they will be your fault. Y ou will have to fix
them.)

o Remembering the tediousjobs like vacuum cleaning the hardware once ayear.

However much one might like one's own language, it isimportant to get used to the English language. English (actually American) is the language of the net.
System administrators need it to be able to read documentation, to be able to communicate with others and to ask questions on the Internet.

It isimportant to start by being systematic from the beginning. Every time you read something, or learn some isolated fact, think: how does this apply to

me? Do yourself afavour and buy an A-Z that you can use to write down your experiences. Start now. And try to find your own method for remembering
what you have learned.

What arethe challenges of system administration?

System administration is not about installing operating systems. It is about planning and designing an efficient network of computers so that real users  will
be able to get their jobs done. That means:

Designing anetwork which islogical and efficient.

Deploying large numbers of machines which can be easily upgraded later.

Deciding what services are needed.

Planning and implementing adequate security.

Providing a comfortable environment for users.

Developing ways of fixing errors and problems which occur.

Keeping track of and understanding how to use the enormous amount of knowledge which increases every year.

Some system administrators are responsible for both the hardware of the network and the computers which it connects, i.e. the cables aswell asthe
computers. Some are only responsible for the computers. Either way, an understanding of how data flow from machine to machineis essential aswell asan
understanding of how each machine affects every other. A central axiom for network administration is:

A computer which is plugged into the network isnot just yours. It ispart of a society of machines which shares resour ces and communicates
with the whole. What your machine does affects other machines. What other machines do affects your machine.

The ethical issues associated with connection to the network are not trivial. Administrators are responsible for their organization's conduct to the entire rest of
the Internet. Thisisagreat responsibility which must be borne wisely.

I ssystem administration a career ?

The internet has grown considerably in the last ten years and operating systems have grown more and more complex. Unfortunately the number of qualified
system administrators has not grown in proportion, so there is a gap.

Thereis currently quite an appreciable market for consulting services in security and automation of system administrative tasks. Remember that most
companies have more money than time or expertise and that they need to be ableto buy something in order to satisfy their board members and accountants.
For abusiness, doing something to address a problem means spending some money. That means that they are looking to pay someone to carry out a service.
Since the best system administration tools are free companies actively seek to pay consultants to set up and maintain administration tools for them. Not only
is system administration avery interesting line of work (it is extremely varied), it is also very satisfying.

NEVER-DOsin system administration

Some rules of thumb are useful to prevent embarrassing accidents.

e Theadministrator or root account has unlimited privileges. Never log into the system as the root user. Use the su command to gain root privileges
when you need them and then quit at once. This is because one should never run ordinary programs with root privileges. If one does, it is possible
to alow the system to be invaded by viruses or to cause accidental damage to the system.
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e Never leave root shells on the console. It is possible to accidentally do something destructive without realizing that one has root privileges. (Put the
dedgehammer down when you are not using it, Eugene!)

o Never |leave root shells running so that others might gain access to them in an open room.

o Never leave services running if they are not used for anything. They provide a possible back-door into the system for intruders.

o Never give users physica access to a machine which stores important data. If users can touch the system, it's theirs.

o Windows 95, Windows 98 and the Maclntosh are inherently insecure systems. They cannot be secure by virtue of their design (they have no access
control of any kind--all accessis privileged). When setting up a network in a potentially hostile environment, use an operating system like Unix or
NT.

Know your network

System administration requiresits operatives to know alot of facts about hardware and software. The road to real knowledgeislong and hard, so how does
one get started?

A top down approach is useful for understanding the network interrel ationships. The best place to start is at the network level. In most daily situations, one
starts with anetwork already in place--i.e. one doesn't have to build one from scratch. It isimportant to know what hardware one has to work with and where
everything isto be found; how it is organized (or not) and so on. Here is a checklist:

o How does the network fit together? (What is its topology?)
e Which function does each host/machine have on the network?
o Where are the key network services?

Having thought about the network as awhole, one can begin to think about individua hosts/machines. First thereisahardware list.

What kind of machines are on the network? What are their names and addresses and where are they? Do they have disks. How big? How much
memory do they have? If they are PC's, which screen cards do they have?

What operating systems are running on the network? MS-DOS, Novell, NT or Unix (if so which Unix? GNU/Linux, Solaris, HPUX?)

What kind of network cables are used? Is it thin/thick Ethernet? Isit astar net (hubs/twisted pair), or fiber optic FDDI net?

Where are hubs/repeaters/the router or other network control boxes located? Who is responsible for maintaining them?

What is the hierarchy of responsibility?

Then thereis a software list:

How many different subnets does your network have?

What are their network addresses?

Find the router addresses (the default routes) on each segment.

What is the netmask?

What isthe local timezone?

What broadcast address convention is used? 255 or the older 0?

Find the key servers on these networks. @itemize @bullet @item Where are the NFS network disks located? Which machine are they attached to?
@item The name services (DNS/NIS/NISPLUS) @item The WWW/http service. @end itemize

Finding and recording thisinformation is an important learning process. The information will change as time goes by. Networks are not static; they grow
and evolve with time.

Health

Fregquent computer users are not usually aware of how they can be damaging their own health. Unlike cigarettes, computers do not have a government health
warning. Whether or not thisis an issue for system administrators is open for discussion, but often the system administrator is the only person who thinks
about the users and the hardware they use. Certainly every administrator needs to look after his’her own health and, along the way, it is natural to think of the
hedlth of others. Fortunately it is not difficult to avoid the worst problems.

Eyes should be protected, We only have one pair and they must last our entire lives. Ironically, users who wear glasses (not contact lenses) suffer lessfrom
computer usage, because their eyes are partially protected from the radiation from the screen.

A computer screen works by shooting charged electrons at a phosphorescent surface. If one touches the screen one notices that it is charged with static
electricity. The effect of thisisto charge dust particles and throw them out into users faces. This can causeirritation to the eyes over long periods. Solution:
wear glasses or obtain an anti-static screen with an Earth-wire which counteracts this problem.

Another mgjor cause of eye strain isthrough reflection. If thereisalight source behind auser, it will reflect in the screen and the eyes will be distracted by
the reflection. The image on the screen lies on the screen surface, any reflected images lie behind the screen (as far behind the screen asthe sourceisin front
of the screen). This confuses the eyes into focusing back and forth between the reflection and the image. The result is eye-strain. The solution isto (i)
eliminate all sharp light sources which can cause reflections, (ii) obtain an anti-reflective screen cover. This can be combined with an anti-static screen and it
is probably the best investment a user can make.

Prolonged eye strain can lead to problems reading and focusing. It can lead to headaches and neck ache from squinting.

Back. The back (spine) is one of the most complex and important parts of the body. It supports the upper body and head, and is attached to the brain (where
applicable). The upper body is held up by musclesin the stomach and lower back. If these muscles are relaxed by slouching for long periods unnecessary
strain in placed on muscles and bones which were not meant to bear the weight of the body.

To avoid back problems, users should (i) sit in agood chair, (ii) sit upright, using those all important flat-tummy muscles and lower back muscles to support
your upper body. Don't sit in adraft. Cold air blowing across the back and neck causes stiffness and tension.

Mouse strain Mouse strain isastrain in the tendons of the finger and forearm, which spreads to the shoulder and back and can be quite painful. It comes
from using the mouse too much. The symptoms can be lessened by making sure that users do not sit too far away from the desk where the mouse lies and
by having a support for the mouse forearm. The ultimate solution is simple: don't use the mouse. Use of the keyboard isfar less hazardous. Learning
keyboard shortcuts is good for prolonged work.
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Pregnancy and cancer. Some studies recommend that pregnant women wear protective aprons when sitting in front of computer screens.

Generally. Users should not sit for long periods without taking a break. Look away from the screen (to afar away object) at regular intervals relaxes the
eyes. Walking around exercises the back and relaxes the shoulders. Use of anti-static, anti-reflective screens is recommended.

Weather

Wesather and environment affect computers.

Lightning
strikes can destroy fragile equipment. No fuse will protect hardware from alightning strike. Transistors and CMOS chips burn out much faster than
any fuse. Electronic spike protectors can help here.

Power
failure can cause disk damage and loss of data. A UPS (Uninterruptible power supply) can help.

Heat. Theblazing summer heat or a poorly placed heater oven can cause systemsto overheat and suddenly black out. One should not let the ambient
temperature near a computer to rise much above about 25 degrees Centigrade. Heat can cause RAM to operate incorrectly and disks to
misread/miswrite. Good ventilation is essential for computers and screens for avoiding electrical faults.

Cold. Sudden changes from hot to cold are just as bad. They can cause unpredictable changesin electrical properties of chips and cause systemsto crash.
In the long term, these changes could lead to cracksin the circuit boards and irreparable chip damage.

Dealing with users: etiquette

Although even the most stoical administrator's convictions might occasionally be called into question, system administration isasocid serviceand itis
important to remain calm and reasonable. Users frequently believe that the system administrator has nothing better to do than to answer every question and
execute every whim and fancy. Dealing with usersis not asmall task.

Ethics and Responsibility

A system administrator wields great power. He or she has the means to read everyone's mail, change anyone's files, to start and kill anyone's processes. This
power can easily be abused and that temptation could be great.

Another danger is the temptation for an administrator to think that the system exists primarily for him or her and that the users are smply a nuisance to the
smooth running of things; if network serviceisinterrupted, or if asilly mistake is made which leads to damage in the course of an administrator's work, that
is okay: the users should accept these mistakes because they were made trying to improve the system. When wielding such power there is always the chance
that such arrogance will build up. Some simple rules of thumb are useful.

The ethical integrity of a system administrator is clearly an important issue. Administrators for top secret government organizations and administrators for
small businesses have the same responsibilities towards their users and their organizations. One has only to look at the governing institutions around the
world to see that power corrupts. Few individuals, however good their intentions, are immune to the temptations of such power at one time or other. Aswith
governmentsit is perhaps a case of: those who wish the power are least suited to deal withiit.

Administrators ‘watch over' backups, email, private communications and they have access to everyone'sfiles. Whileit isamost never necessary to look at a
user's privatefiles, it is possible at any time and users do not usually consider the fact that their files are available to other individualsin thisway. Users need
to be able to trust the system and its administrator.

What kind of rules can you fairly impose on users?

What responsibilities do you have to the rest of the network community, i.e. the rest of the world?
Censoring of information or views

Restriction of personal freedom

Taking sidesin personal disputes

Extreme views (some ingtitutions have policies about this)

Unlawful behaviour

Objectivity of the administrator means avoiding taking sidesin ethical, moral, religious or political debates, in the role of system administrator. Personal
views should be kept separate from professional views. However, the extent to which thisis possible depends strongly on the individual and organizations
have to be aware of this. Some organizations dictate policy for their employees. Thisis also an issue to be cautious with: if apolicy istoo looseit can lead to
laziness and unprofessional behaviour; if it istoo paranoid or restrictive it can lead to bad feglingsin the organization. Historically, unhappy employees have
been responsible for the largest cases of computer crime. Other references:

* http://www.acm.or g/constitution/code.html
* http:/Mmww4.ncsu.edu/unity/user g/j/jher kert/ethics.html

Bugs

Operating systems and programs are full of bugs. Learning to tolerate bugs is a matter of survival for system administrators. If oneislucky enough to be
using free software from the net, these bugs will usually be solved quickly and one can eliminate them by upgrading. If one uses commercia software it will
probably be necessary to wait alot longer for a patch. Either way, one must be creative and work around these bugs. Bugs can be caused by many things.
They may come from

e Shoddy software,
e Littleknown bugsin the operating system,

e Unfortunate collisions between incompatible software, i.e. one software package destroys the operation of another.
e Totally unexplainable phenomena, cosmic rays and invasions by digital life-forms.

Oper ating systems

@hrule @vskip 0.3cm
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For an operating system to be managed consistently it has to be possible to prevent its destruction by restricting the privileges of its users. Different
operating systems vary in their provisions for restricting privilege. In operating systems where any user can change any file, thereislittle or no possibility of
gaining true control over the system. Any accident or whim on the part of a user can make uncontrollable changes.

| nsecur e oper ating systems

The home computer revolution was an important development which spread cheap computing power to alarge part of the world. Aswith all rapid
commercial developments, the focus in devel oping home operating systems was on immediate functionality not on planning for the future. The home
computer revolution preceded the network revolution by a number of years and home computer operating systems did not address security issues. Operating
systems devel oped during this period include Windows, Macintosh, DOS, Amiga-DOS. All of these systems are completely insecure: they place no limits
on what adetermined user can do.

Fortunately these systems will owly be replaced by operating systems which were designed with resource sharing (including networking) in mind. Still,
there is alarge number of insecure computersin use and many of them are now connected to the network. This should be amajor concern for a system
administrator. In an age where oneis forced to take security extremely serioudly, leaving insecure systems where they can be accessed

e physically
e by network

isapotentialy dangerous situation. Such machines should not be allowed to hold important data and they should not be allowed any privileged accessto
network services. We shdll return to thisissue in the chapter on security.

Administrator/root privilege

To distinguish them from insecure operating systems we shall refer to operating systemslike Unix and NT as secure operating systems. This should not
givetheimpression that Unix and NT are completely secure by any stretch of the imagination: complete security isafairy tale, a pipe dream, it will never
happen in any operating system. Nevertheless, these operating systems do have the mechanisms which make abasic level of security possible.

The most fundamental tenet of security is the ability to restrict access to certain parts of the system's resources. The main reason why DOS, Windows 9x
and Maclntosh are so susceptible to virus attacks is because any user can change the operating system's files. Properly configured and bug free Unix/NT
systems are theoretically immune to such attacks because ordinary users do not have the privileges required to change system files. Unfortunately the key
phrases properly configured and bug-free highlight the flaw in this theory.

In order to restrict access to the system we require a notion of ownership and permission . Ordinary users should not have access to the hardware devices
of asecure operating system'sfiles, only their own files, and then they will not be able do anything to compromise the security of the system. System
administrators need access to the whole system in order to watch over it, make backups and keep it running. Secure operating systems thus need a privileged
account which can be used by the system administrator when he/she is required to make changes to the system. In Unix the privileged account is called

root . InNT, the Administrator account issimilar to Unix'sroot, except that the administrator does not have automeatic access to everything as does root.
Instead he must be first granted himself access to an object. However the administrator always has the right to grant him or herself accessto aresource soin
practice this feature just adds an extralevel of caution.

Administrator and root accounts should not be used for normal work, since they have far too much power. To use these an norma user accounts would be to
make the systems as insecure as the insecure systems we have mentioned above. In summary: It isdesirable to restrict users privileges for the greater
good of everyone on the network.

System identities
Whenever more than one computer is coupled together, there is aneed for each computer to have a unique identity. Asit turns out, this need has been

recognized many timesin different contexts and the result is that todays computer systems can have many different names which identify them in different
contexts. The result is a confusion. For internet enabled machines, the | P address of the host is usualy sufficient for most purposes.

Host ID
Circuit board identity number. Often used in software licensing.
Install name
Configured at install time. Thisis often compiled into the kernel, or placed in afilelike " / et ¢/ host nane' .
Application level name
Any name used by application software when talking to other hosts.
Local mapping
Originaly the Unix "/ et ¢/ host s' file was used to map |P addresses to names and vice versa.
Network Information Service
A locd areanetwork database service developed by Sun Microsystems.
Transport level address(es)
Each network interface can be configured with an | P address. This numerical convertsinto atext name through some naming service.
Network level address(es)
Each network interface (Ethernet/FDDI etc) has a hardware address burned into it at the factory. Some services (e.g. RARP) will turn thisinto a
name or an | P address through a secondary haming service like DNS.
DNS name(s)
The name returned by a Domain name server (BIND) based on an | P address key.
WINS name(s)

The name returned by a WINS server (Microsoft's name server) based on | P address.

In order to choose from all of these, it is necessary to understand why they are required (if at al). The host ID and network level addresses simply exist.
They are unigque and nothing can be done about them, short of changing the hardware. For the most part they can be ignored. The network level addressis
used by the network transport system for end-point data delivery, but thisis not something which need concern most system administrators. The network
hardware takes care of itself.

At boot time, each host needs to obtain a unique identity. In today's networks that means a unique | P address and an associated name for convenience. The
only purpose for this nameisto uniquely identify the host amongst al of the others on the world-wide network. Although every host has a unique Ethernet
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address or token ring address, these addresses do not fall into a hardware-independent hierarchical structure. In other words Ethernet addresses cannot be
used to route messages from one side of the planet to the other in asimple way. In order to make that happen, a system like TCP/IP is required. At boot-time
then each host needs to obtain an identity. It has two choices

o Ask for an address to be provided from alist of free addresses. (DHCP or BOOTP protocols)
o Always use the same address, stored on its system configuration files. (Requires correct information on the disk)

Thefirst of these possibilitiesis useful for terminal rooms containing large numbers of identical machines. In that case, the specific IP addressis
unimportant as long asit is unique.

The second of these is the preferred choice for any host which is special in some way, particularly hosts which provide network services. Network services
should always be at awell-known location.

From the | P address a name can be automatically attached to the host through an internet naming service. There are severd services which will perform this
conversion. DNS, NIS, WINS. In these remaining cases one needs to make a choice. Asfar as anyone on the network is concerned a host isits IP address.
Any nameswhich are used internally by the kernel are quite irrelevant. The only difficulty with naming conflictsis that they can cause internal problems.
Thisis operating system dependent but it is always best not to risk it.

The only world-wide serviceis DNS (Domain Name Service) whose common implementation is called BIND (Berkeley Internet Name Domain); this
should aways be used. This service binds alocal network to the world-wide internet in several important ways. WINS (Windows Internet Name Service) is
aproprietary system built by Microsoft for NT. Any host can register datain this service; it is completely insecure and is therefore inadvisable in any
network which is trusted in some manner (either to provide a service, or to hold important data). DNS (which already existed prior to WINS) is a better
option regardless. WINS will be abandoned as of NT 5.0. NIS also provides alocal service which has multiple database functions, not just hostname/IP
address conversion. It can aso be avoided in favour of DNS for hosthame mapping.

Under NT each system has a textua name which is chosen during theinstallation. A domain server will provide an SID (security ID) for the name which
hel ps prevent spoofing. When NT boots it broadcasts the name across the network to see whether it is already in use. If the nameisin use, the user of the
workstation is prompted for anew name(!)

Quotas

Although one should not forget that computers exist for users, it is also important to understand that users are often the biggest thresat to the stability of their
computers. Two generations have now grown up with computersin their homes, but these computers were private machines which were not (until recently)
attached to a network. They were not part of an organization with many users--they were used by perhaps one or two family members. In short users have
grown up thinking that what they do with their computersistheir business. That is not a good attitude in a network community.

In ashared environment, all users share the same machine resources. If one user is selfish that affects all of the other users. Given the opportunity users will
consume al of the disk space and all of the memory and CPU cycles somehow, whether through greed or simply through inexperience. Thusitisin the
interests of the user community to limit the ability of usersto spoil things for other users.

One way of protecting operating systems from users and from faulty software isto place quotas on the amount of system resources which they are allowed.

Disk quotas
place fixed limits on the amount of disk space which can be used per user. The advantage of thisisthat the user cannot use more storage than this
limit; the disadvantage is that many software systems need to generate/cache large temporary files (e.g. compilers, or web browsers) and a fixed limit
means that these systems will fail to work as a user approaches his/her quota.

CPU time limit
Some faulty software packages leave processes running which consume valuable CPU cyclesto no use. Users of multiuser computer systems
occasionaly steal CPU time by running huge programs which make the system unusable for others. The C-shell 1i mi t cputi me function can be
globally configured to help prevent accidents.

Policy decisions
Users collect garbage. To limit the amount of it, one can specify a system policy which includesitems of the form: “Users may not have mp3, wav,
mpeg etc.. files on the system for more than one day'. To enforce such a palicy, See section Controlling user resources.

Quotas have an unpleasant effect on system morale, since they restrict personal freedom. They should probably only be used as alast resort. There are other
ways of controlling the build up of garbage, See section Controlling user resources.

| nter nationalization

I nternationalization support in computing involves three issue:

e Choice of keyboard: American, British, German, Norwegian, Thai...etc.
e Fonts: Roman, Cryllic, Greek, Arabic, far eadt...etc.
e Trandating program text messages into native language.

Inexperienced computer users usually want to be able to use computersin their own language. Experienced computer users often prefer the American
versions of keyboards and software.

L ogging and Auditing

Operating system kernels share resources and offer services. They can be asked to keep lists of transactions which have taken place so that one can later go
back and see exactly what happened at a given time. Thisis called logging or auditing.

Full system auditing involves logging every single operation which the computer performs. This consumes vast amounts of disk space and CPU timeand is
generally inadvisable unless you have a specific reason to audit the system. Part of auditing used to be called system accounting from the days when
computer accounts really were accounts for real money. In the mainframe days, users would pay for system time in dollars and thus accounting was
important since it showed who owed what.

Auditing has become an issue again in connection with security. Organizations have becomes afraid of break-ins from system crackers and want to be able
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to trace the activities of the system in order to be able to look back and find out the identity of a cracker. The other side of the coin isthat system accounting
is 50 resource consuming that the loss of performance might be more important to an organization than the threat of intrusion.

Executing jobs at regular times

The ability of a host to execute jobs at predetermined times is very important in automating the task of system administration. Unix has a time daemon called
cron: it'schronometer. Cron reads a configuration file called a” cr ont ab' filewhich containsalist of shell-commandsto execute at regular time intervals.
On modern UNIX systems, every user may create and edit a crontab file using the command

crontab -e

This command starts atext editor allowing thefile to be edited. The contents of a user's crontab file may belisted at any time with the command cr ont ab
-1. Theformat of acrontab fileisanumber of lines of the form

minutes 0-59 hours 0-23 day 1-31 month 1-12 weekday Mon-Sun Shellcommand
An asterisk or star * ** may be used asawildcard, indicating “any'. For example:

# Run script every weekday norning Mn-Fri at 3:15 am

15 3 * * Mon-Fri /usr/local/bin/script

A typical root crontab file looks like this:

The root crontab

* * 0,4 /etc/cron.d/l ogchecker

* * 6 /usr/lib/newsysl og

* %% /usr/local /bin/cfwap /usr/local/bin/cfdaily
0* * * * [usr/local/bin/cfwap /usr/local/bin/cfhourly

WO UO H# HH
oORrN

Thefirst lineis executed at 2am. on Sundays and Wednesdays, the second at 4:05 on Saturdays; the third is executed every night at 00:00 hours and the
fina lineis executed every half hour.

In old BSD 4.3 unix, it was only possible for the system administrator to edit the crontab file. In fact there was only asingle crontab file for all users, called

“lusr/lib/crontab' or /etc/crontab' . Thiscontained an extrafield, namely the username of under which the command was to be executed. Thistype
of crontab fileis largely obsolete now, but may till be found on some older BSD 4.3 derivatives such as DEC's ULTRIX.

0,15,30,45 * * * * root /usr/lib/atrun

00 4 * * * root /bin/sh /usr/local/sbin/daily 2>&1 | mail root
303 * * 6 root /bin/sh /usr/local/sbin/weekly 2>& | nmil root
3051 * * root /bin/sh /usr/local/sbin/monthly 2>& | nail root

A version of cron has been ported to Windows.

File system planning

Most operating systems have hierarchical file systems with directories and subdirectories. Thisis a powerful tool for organizing data. Disks can aso be
divided up into partitions. In many operating systems the largest supported partition size is4GB since that is the maximum size which can be represented in
a 32 hit register. The point behind directories and partitionsis to separate files so as not not mix together things which are logically separate. For example,

User home directories
Development work
Commerica software

Free software

Local scripts and databases

One of the challenges of system design isin finding an appropriate directory structure for all data which are not the operating system.

Data which are separate from the operating system should be kept in a separate directory tree, preferably on a separate disk partition. If they
are mixed with the operating system file-tree if makesre-installation or upgrade of the operating system unnecessarily difficult.

Apart from anything else, it makes no sense to mix logically separate file trees. Operating systems often have a special place for installed software.
Regrettably they often break the above rule and mix software with the operating system'sfile tree. In Unix machines the place for installed softwareis
treditionally * 7 usr /1 ocal ' ; fortunately in Unix separate disk partition can be placed anywhere in the file tree on a directory boundary, so thisisnot a
practical problem aslong as everything lies under acommon directory. In NT software is often installed in the same directory as the operating system itsalf;
also NT does not support partition mixing in the same way as Unix so the re-installation of NT means re-installation of all the software as well.

Datawhich are installed or created locally are not subject to any constraints however: they may be installed anywhere. One can therefore find a naming
scheme which gives the system logical clarity. This benefits users and management issues. Again we may use directories for this purpose. Operating
systems which descended from DOS aso have the concept of drive numberslike A:, B:, C: etc. These are assigned to different disk partitions. Some Unix
operating systems have virtua file systems which alow one to add disks transparently without ever reaching a practical limit. Users never see partition
boundaries. This has both advantages and disadvantages since small partitions are a cheap way to contain groups of misbehaving users, without resorting to
disk quotas.

Each operating system has amode for laying out itsfilesin a standard pattern, but user files are usually left unspecified. System administrators are usually
made responsible for both the safety and integrity of data on a network of computers. Choosing a sound layout for data can make the difference between an

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999 Principles of system administration Page: 8

incomprehensible chaos and aneat orderly structure. An orderly structure is useful not only for the users of the system, but also when making backups.
Some relevant issues are:

Disk partitions are associated with drives or directory trees when connected to operating systems. These need names.

Naming schemes for files and disks are operating system dependent.

The name of a partition should reflect its function or contents.

In anetwork the name of a partition ought to be aURL i.e. contain the name of the host.

It is good practice to consolidate file storage into a few special locations rather than spreading it out all over the network. Data kept on many
meachines can be difficult to manage, compared to data collected on afew dedicated file servers. Also, insecure operating systems offer fileson a
local disk no protection.

The URL modéel of file naming has severa advantages. It meansthat one always knows the host-provider and function of anetwork resource. Also it fall
nicely into ahierarchical directory pattern. A simple but effective schemeisto use athree level mount-point for adding disks: each user disk is mapped onto
adirectory with aname of the form

/ site / host / purpose

This schemeis adequate even for large organi zations and can be extended in obvious ways.

In DOS-derived operating systems one does not have the freedom to “mount’ network filesystems into the structure of the loca disk, network disks always
become aspecid “drive, like H: or I: etc. It is difficult to make a consistent view of the disk resources with this system, however it is rumoured that NT 5.0
will have this possibility and one can already use filesystemslike the DFS on NT which do support this model.

Within an organization a URL structure provides a global naming scheme, like those used in true network filesystems like AFS and DFS. These use the
name of the host on which aresource is physically located to provide a point of reference. Thisis aso an excellent way of labelling backups of partitions
sinceit isthen immediately clear where the databelong. A few rules of thumb allow this naming scheme to live painlessly along side traditional Unix naming
schemes.

o When mounting aremote filesystem on a host, the client and server directories should always have exactly the same name. Anything else only
causes confusion and problems later.

e The name of every filesystem mount-point should be unique and tell us something meaningful about whereit islocated and what its function is.

e One can aways make links from special unique names to more generd nameslike™ /usr/1 ocal ' .

o |t doesn't matter whether software compilesin the path names of special directories into software aslong as you follow the points above.

For example, the following schemeisused in Odo at the University and at the College. The first link in the mount point is the part of the organization or
university faculty which the host belongs to, the second link is the name of the host to which the disk is physically connected, and the third and final link isa
name which reflects the contents of the partition. Some examples:

/ site / hostname / purpose

/ resear ch/ grunpy/ | ocal
/ resear ch/ happy/ honel
/ resear ch/ happy/ honme2

/ sal es/ sl iny/ honmel

/ physi cs/ ei nst ei n/ data
/ bi ol ogy/ paul i ng/ gene-db

The problem of drive namesin NT and Windowsis an awkward oneif oneislooking for Unix/NT interoperability. In this case Sun's PCNFS might be an
answer. In practice many networks based on NT and Windows will use Microsoft's model throughout, and while it might not gleam with elegance it does the
job. The problem of backupsis confined to the domain servers, so the fact that Windows is not afully distributed operating system restricts the problem to
manageable proportions.

Networks

@hrule @vskip 0.3cm

During the 1970's it was realized that expensive computer hardware could be used most cost-efficiently (by the maximum number of people) if it was
availableremotely , i.e. if one could communicate with the computer from a distant location. I nter-system communication became possible through the use
of modems and UUCP and |ater wide area networks.

The large mainframe computers which served sometimes hundreds of users were painfully slow for interactive tasks, athough they were efficient at
time-sharing. As hardware became cheaper many ingtitutions moved towards amodel of smaller computers coupled to file-servers and printers by a network.
This solution was relatively cheap but had problems of its own. At this time the demise of the mainframe was predicted. Today, however, mainframe
computers are very much aive for computationally intensive tasks, while the small networked workstation provides access to aworld of resources viathe
internet.

Dealing with networks is one of the most important aspects of system administration today. In order to be a system administrator it is necessary to
understand how and why networks are implemented, using aworld-wide protocol: the internet protocol family.

Terminology

Although it changes fairly frequently, the popular jargon of system administration is useful to know when reading the commercia press. Here we define a
few termswhich can be found in the literature.
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Vendor
A company which sdlls hardware or software. A seller .

PC An Intel based personal computer, used by asingle user.

Wor kstation
A non-Intel based personal computer which might be used by several users. Workstations might be based on for example SPARC (Sun
Microsystems) or Alpha (Digital/Compag) chip sets.

Enterprise
A small business network environment. Enterprise management is a popular concept today because NT has been aimed at this market. If nothing
else, Microsoft know about marketing and have highlighted thisimportant market far more effectively than the Unix vendors have done before them.
Enterprise management typically involves running aweb server, a database, adisk server and a group of workstations and common resources like
printers and so on. Many magazines think of enterprise management as the network model, but when people talk about Enterprise management they
are redly thinking of small businesses with fairly uniform systems.

LISA  Largelngallation System Administration. This refers to environments with many (hundreds or thousands of) computers. The environments
typically consist of many different kinds of system from multiple vendors. These systems are usually owned by huge companies, organizations like
NASA or universities.

Consolidated system
A centralized mainframe type of solution for concentrating computing power in one place. This kind of solution makes sense for heavy calculations,
performed in engineering and for computer graphics.

Distributed system
A de-centralized solution, in which many workstations spread the computing power evenly throughout the network.

Open systems
is aconcept promoted originally by Sun Microsystems for Unix. It is about software systems being compatible through the use of freely available
standards. Competitors are not prevented from knowing how to implement and include atechnology in their products or from selling it under
license.

Proprietary systems
isthe opposite of open systems. These systems are secret and the details of their operation is not disclosed to competitors. The most infamous
example is Microsoft, but there are many others.

Domains
A domainisalogical group of hosts. Thisword is used with several different meanings in connection with different software systems. The most
common meaning is connected with DNS, the Domain Name Service. Here adomain refersto an Internet suffix, like ™ . i u. hi osl 0. no' , or
* . nasa. gov' . Internet domains denote organizations. Domain isalso used in NT to refer to a group of hosts sharing the attributes of acommon
file server. Try not to confuse Domain nameserver (DNS) server with NT Domain server.

Finally, it isimportant to distinguish between a user interface and an operating system. A window systemisagraphical user interface (GUI), an operating

system shares resources and provides functionality. Thisissue has been confused by the arrival of operating systems called Windows and including a
graphical user interface. An operating system can be good or bad independently of whether its windowing system(s) is/are good or bad.

Common networ k sharing models

Different operating systems support different ideas about how networks should be used.

Unix  Unix isnot tied to any specific model for utilizing network resources. Any Unix system can perform any function, as server, client or both. A Unix
network isfully distributed, there is no requirement about centralization of resources, but central models are commonly used. Unix is amultitasking,
multiuser system. It isis the most broadly configurable of the popular operating systems and many tools are freely available for administratrating it.
Unix contains tools for making many hosts work together and share resources, but each host can also be configured as a standalone system. Each
host either has afixed |P address, or can be assigned one automatically at boot time by a service such asBOOTP or DHCP with ARP/RARP .

NT There are two types of NT system with separate software licenses: workstations and servers . NT revolves around amodel in which programs are
run on aloca workstation, but where network services are run on a centralized server. All systems must run NT or understand the proprietary
protocols which NT uses. | P addresses are fixed or may be assigned automatically by a network service such asBOOTP or DHCP . Several NT
servers can coexist. Each server serves a ‘domain’ and clients subscribe to as many domains as they wish. NT is not a distributed system in the
sense that services are localized on server machines. NT supports two kinds of organizational groups: workgroups in which hosts share asimple
peer-to-peer network, perhaps with Windows 9x machines, and domains which have a central authority through a domain server. Domains provide
acommon framework including user-id's (SID'sin NT language), passwords and user profiles. Domains have a common user-database and a
common security policy. Any host which subscribes to adomain inherits the users and the security policy of the domain.

Novell The Novell Netware software is not an operating system. It is a network server for PCswhich addsfile storage, printing and other network services
on top of Windows, DOS, Maclntosh or GNU/Linux. The network protocol for local traffic is IPX which isfaster than IPand isan
inter-networking protocol, but it is not aworld wide protocol, thus Novell run PC's still need IP configurable interfaces. Each PC can aso obtain an
| P address dynamically from asingle server which repliesto aBOOTP or DHCP broadcast request. Several Novell file servers can coexist. All
services run on these servers (which support aform of multitasking). The server isindependent of the basic operating system run on the PCsit
supports, it will work with DOS or Windows or Windows 95, or NT workstation. Novell is not adistributed system like Unix. It requires a specia
dedicated machine to perform afunction as server.

Maclntosh
Each Maclntosh is an independent system. Simple serviceslikef t p can berun in alimited way from anormal machine. Macintosh usesits own
network protocol caled Apple-talk which isincompatible with IP and IPX. Apple-talk servers allow networking and disk sharing. |P protocol disk
sharing available but does not mix well with the Macintosh file system. System administration (actually everything) is by GUI only.

Recently, several companies (e.g. Auspex, Network Appliance) have begun producing solutions for integrating disk storage both for Unix and for Windows
worlds. IBM has traditionally produced software which works both on Unix and Microsoft platforms.

Another issue for networked systems is where configuration (preference) data should be stored. There are two possibilities here which correspond
approximately to the Unix approach and the approach used by all other systems.

Windows/Mac/Personal
Under Windows (9x/NT) and Maclntosh systems, each user is assumed to have his or her own personal workstation which will not normally be
used by other users. Configuration data or preferences which the user selects are thus stored locally on the system disk in alocation provided by the
operating system. Thislocation iscommon to all users. Only NT distinguishes between different users.

Unix/Shared
Under Unix, each user sets up personal preferencesin his or her persona dot files which are stored in private user space. More general global
preferences are stored in a directory of the administrator's choice. Traditionally this has been the directory /et c' .
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Thedifficulties associated with the first of these approaches (having afixed location for the configuration information which liesin the system files) are
severd. In any single user operating system, one user can overwrite another users preferences simply by changing them since the system is not capable of
telling the difference between users. Thisis afundamental problem though which indicates that single user operating systems are basically unsuited to
networking. More pertinent to a networked world are the following point:

o When the operating system isreinstalled, configuration information can easily be lost or overwritten if they are stored in an operating system
directory.

e |nadistributed environment, where users might not sit at the same physical workstation day after day, the user's personal configuration datawill not
follow him or her from machine to machine.

NT partly solves these problems by maintaining user profiles which are stored on the domain serverina™\ profi | es' subdirectory of the system-root.
These data are copied into the local workstation when a user logs on to a domain server. On aUnix system, it is easy to specify the locations of
configuration files and these can then be kept separate from operating system files, e.g. on adifferent disk partition so that they areimmune to accidental
deletion by system re-installation.

The primary difference between Unix and Windows/Maclntosh systemsis that Unix isamultiuser system, i.e. any Unix machine can be used by an
arbitrary number of users from an arbitrary location on the network. Microsoft and Apple systems allow only asingle user to use aworkstation interactively,
from the console of the machine itself.

At the time of writing we are in the middle of awar of words between Unix and NT. In 1997, NT gained alot of ground with newly started companies, eager
to get going on the Internet as quickly as possible. Microsoft efficient marketing and existing dominance of the PC world made NT an interesting option.
NT has suffered from setbacks as aresult of bugs which affect security and stability, in the face of avigorous marketing campaign. A major problem isthe
need for compatibility with DOS, through Windows 9x to NT. Since both DOS and Windows 9x are insecurable systems, this has led to conflicts of
interest. Unix vendors have tried to keep step, in spite of poor public image of Unix (often the result of private dominance wars between different Unix
vendors) but the specially designed hardware platforms built by Unix vendors have had a hard time competing with inferior but cheaper technology from the
PC world.

In 1998 we see sdles of both Unix and NT increasing but many users who have tried NT report that they are turning to cheap Unix solutions on Intel
platforms (GNU/Linux, FreeBSD etc) instead because of its proven rdliability. Unix tends to work better in adistributed environment and delivers especially
good performance as a database server on 64-bit multiprocessor hardware. NT can run on 32-bit multiprocessor systems, but independent benchmarks show
that it does not scale as well as many Unix variants do. Also the issue of remote login is significant for some sites. Using standard Windows user interfaces
on NT, one cannot run graphical applications remotely as with X-windows on Unix. A basic X-windows release 6 is available for NT however, so one has
the option of replacing the Windows interface and choosing a more distributed user interface. Today some systems which are based on the Mach
micro-kernel can run native Unix and NT simultaneously. For example, Digital (now Compag) Unix, GNU/Linux and NT can run on the Alpha processor.

User sociology

Most branches of computer science deal only with software systems and a gorithms. System administration is made more difficult than this by the fact that it
deals with computer communities and is therefore strongly affected by what human beings do. In short, alarge part of system administration is sociology .

A newly installed machine does not usualy reguire attention until it is first used, but as soon as a user starts running programs and storing data, the
reliability and efficiency of the system are tested. Thisiswhere the challenge of system administration lies.

The load on computers and on networksisasocia phenomenon: it peaks in response to patterns of human behaviour. For example, at universities and
colleges network traffic usually peaks during lunch breaks, when students rush to the terminal rooms to surf on the web or to read E-mail. In industry the
reverse can be true, as workers flee the davery of their computers for a breath of fresh air (or carbonized air). In order to understand the behaviour of the
network, the load placed on servers and the availability of resources, we have to take into account the users patterns of behaviour.

M odels of system administration

There are several approaches to the management of computersin anetwork environment. Here are three broad categories which are used today.

Reboot
Because the number of local networks has outgrown the number of experienced technicians, there are many administrators who are not skilled in the
systems they manage. A disturbing but common belief, which originated in the 1980's microcomputer era, is that problems with a computer can be
fixed by smply rebooting the operating system. Since home computer systems tend to crash with alarming regularity, thisis ahabit which has been
acquired from painful experience. The habit should be stifled however since more mature preemptive systems like Unix and NT should almost never
need to be rebooted(1), indeed it can be damaging to do so. Rebooting a multi-user system is extremely dangerous since users might be logged in
from remote locations and |lose data. Moreover, the number of problems which can be fixed by rebooting a system is small compared to the number
of problems which eventually arise. For this reason we classify this point as aregrettable but real development in network management.

Control
Another approach to system administration is the use of control systems such as Tivoli, HP OpenView and Sun Solstice. In this approach the
system administrator follows the state of the network on agraphical user interface. The administrator defines error conditionsto look for and a
process on each host reports errors as they occur to the administrator. In this way the administrator has an overview of every problem on the
network from his/her single location and can either fix the problems by hand as they occur (if the system supports remote login), or distribute
scripts and antidotes which provide a partia automation of the process. The disadvantage with this system is that a human administrator usually has
to start the repair procedures by hand and thus this creates a bottleneck, since dl the darms go to one place to be dealt with serialy. This means that
the amount of work required to run this system increased roughly linearly with the number of hosts on the network.

I mmunol ogy
A relatively new approach to system management which is gaining growing popularity isthe idea of equipping networked operating systemswith a
simple immune system. By analogy with the human body, an immune system is an automatic system which every host possesses which attempts to
deal with emergencies. An immune system is the Fire, Police and Paramedic services as well as the garbage collection agencies. In animmune
system, every host is responsible for automatically repairing its own problems, without sending out warnings about what is going on. Thisavoidsa
seria bottleneck created by a human administrator. The time spent on implementing this model isindependent of the number of hosts on the
network. Unix administrators have run background scripts for many years. Such scripts (often called sanity checking  scripts) run daily or hourly
and make sure that each system is properly configured, perform garbage cleaning and report any serious problems to an administrator. In an
immunological model, the aim is to minimize the involvement of a human being asfar as possible. The tool Cfengine introduced technology which
promotes this approach.
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These different approaches are easily implemented on Unix systems because of the large number of scripting languages and tools available. On Microsoft
systems the amount of freely available languages ported from Unix has now increased to the point where there are few problems there either. For Maclntosh
systems there seems to have been little development and one islocked into the commercia products available there. The main problem in implementing
monitoring software on insecure operating systems is that they are basically unstable. If a network administrator were informed every time a Windows 9x
machine crashed or was rebooted on a network of hundreds, there would be a considerable amount of irrelevant traffic. Since thereis nothing an
administrator can do to change this fact, it has to be defined as a “feature' of these operating systems and tolerated.

Networ k details

This section offersaminimal introduction to some of the concepts required to discuss networking. Y ou can refer to the bibliography if you would like to
read more, See section Recommended reading.

Cables

A network isaline of communications between two or more hosts. It is usually some kind of shared cable which is attached to several hosts simultaneously
by means of anetwork interface . Sinceit isimpractica to have a private cable between every pair of hosts on a network (thiswould require N network
interfaces and cables per host and would be unmanagesble) there are two main ways of connecting hosts together.

Bus/Ethernet approach
In the bus approach, every host is connected to acommon cable or bus. Only one host can be using a given network cable at agiven instant. It islike
a conference telephone call: what goes out onto a network reaches all hosts on that network (more or less) simultaneoudly, so everyone hasto share
the line by waiting for a suitable moment to say something. Y ou should not think data transmission over the network as being alittle stream of bytes
rollin' down the track one behind the other, from origin to destination, like Thomas the Tank-Engine. Every hit, every 1 or O, isasignal (avoltage or
light pulse) on a cable which fills the entire cable at agood fraction of the speed of light. It's like sending Morse code with a lighthouse. Everyone
seesthe signal, but only the recipient bothersto read it.

Token ring/FDDI approach
In the token ring approach, each host has two network interfaces and the hosts are connected in aring. If the signal arriving at one of the interfaces
isfor the host itself thenitisread. If it is not intended for the host itself, the signal is forwarded to the next host where the same applies. The most
common token ring in use today is the optical FDDI (Fiber distributed data interface).

Both of these approaches are susceptible to spying devices. If ahost on the network wants to overhear a conversation between two others they have only to
listen. In some cases extra hardware switches can be used to isolate private connections (see below). In what follows an Ethernet type of network will be
assumed, since this is the commonest form in user-workstation environments.

Even with the bus approach, any host can be connected to several independent network segments. It must have a network interface for each network it is
attached to. Each network interface has a separate network address. Thus a host which is connected to several networks will have a different address on each
network. A host which is coupled to several networks and which forwards data from one network to another is called arouter .

Network signals are carried by avariety of means. These days copper cables are being replaced by fiber-optic glass transmission for long distance
communication. Inloca areanetworksit is still copper cables which carry the signals. These cables are often called Ethernet cables, but in some cases the
nameis used mainly for historical reasons since the Ethernet has been superseded by the twisted pair technology. Thick yellow cables (about 1cm thick)
carry thick Ethernet, thin black cables (0.5cm) with BNC connectors carry thin Ethernet. Fibre optic cables (FDDI) have varying appearances. Twisted pair
lines are sometimes referred to at 10baseT, 100baseT etc, or for short T1, T10, T100. The numbersindicate the capacity of the line, "base' indicates that the
cableisused in abaseband system and the "T' stands for twisted-pair. Twisted pair cables are very thin, so they are not tapped as are thin and thick
Ethernet cables. Instead each host has a single cable connecting it to amulti-way repeater or hub .

Connectivity

The cables of the network are joined together in segments by hardware which makes sure that messages are transmitted in the right direction to reach their
destinations. A host which is coupled to several network segments and which forwards data from one network to another iscalled arouter . Routers not
only forward data but they prevent the spread of network messages which other network segments do not need to know about. The limits the number of
hosts which are sharing any given cable segment, and thus limits the traffic which any given host sees. A router knows which destination addresses lie on
which of the networks it is connected to and it does not et message traffic spread onto irrelevant cables.

A bridge isahardware device which actslike afilter on busy networks. A bridge works like a “‘mini-router' and separates two segments of the same cable.
A bridge knows which parts of the cable do not contain a destination address and prevents traffic from spreading to this part of acable. A bridgeisuseto
isolate traffic on busy sections of a network or conversely to splice networks together.

A repeater isanamplifier which strengthens the network signal over long stretches of cable. A multi-port repeater aso called ahub  does the same thing
and also splits one cable into N sub-cables for convenience. Hubs are common in twisted pair networks where it is necessary to fan a cable out into a star
pattern from the hub to send one cable to each host. A switch isahub which can direct a message from one host cable directly to the intended host by
routing the signal directly. The advantage with thisis that other machines do not have to see the traffic between two hosts. Each pair of hosts has an virtua
private cable. Switched networks are immune to spies, net-sniffing or network listening devices.

When learning about a new network you should obtain a plan of the physical setup. If you have done your homework, then you will know where all of these
boxes are on your network.

Protocols

Information transactions take place by agree standards or protocols . Protocols exist to make sure that transmitted data are understood by the receiver in the
way that the sender intended. On a network, protocols are required to make sure that data are understood, not only by the receiver, but by all the network
hardware which carry them between source and destination. The data are wrapped up in envel ope information which contains the address of the destination.
Each transmission layer in the protocol stack (protocol hierarchy) is prefixed with a some header information which contains the destination address and
other data which identify it. The Ethernet protocol also hasatrailer.

<- |ethernet |IP header| TCP | data | et her net |
<- | header | | header| (ftp/telnet..)|trailer |
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| Appl. layer |
| Transport | ayer |
| Net wor k | ayer |
| D at al i n k | ayer |

Wrapping data inside envelope information is called encapsulation and it isimportant to understand the basics of this mechanisms. Ten years ago network
administrators did not need to concern themselves with protocols and their like; today however network attacks make clever use of the features and flawsin
these protocols and system administrators need to understand them in order to protect systems from the attacks.

The Internet Family of protocols has been the basis of Unix networking for many years, since they were implemented as part of the Berkeley Software
Distribution (BSD) Unix. The hierarchy has the following form:

Application
/ | \
TCP ubP | CWP
1. P.
Et her net

The transmission control protocol TCP isfor reliable connection oriented transfer. The user datagram protocol UDP is arather cheaper connectionless
service and the internet control message protocol (ICMP) isused to transmit error messages and routing information for TCP/IP. These protocols have an
address structure which is hierarchical and routable , that means that | P addresses can find their way from any host in the world to any other so long asthey
are connected. The ethernet protocol does not know much more about the world than the cable it is attached to.

NT supports three network protocols

NETBEUI

NETBIOS Extended User Interface, Microsoft's own network protocol. This was designed for small networks and is not routable.
NWLink/I PX

Novell/Xerox's IPX/SPX protocol suite. Routable.
TCP/IP

Standard Internet protocols. The default for NT 4.

Data formats

There are many problems which arise in networking when hardware and software from different manufacturers have to exist and work together. Some of the
largest computer companies have tried to use thisto their advantage on many occasions in order to make customers buy only their products. An obvious
example is the choice of network protocols used for communication. Both Apple and Microsoft have tried to introduce their own proprietary networking
protocols. TCP/IP has won the contest because it was an inter -network protocol (i.e. capable of working on and joining together any hardware type) and
also because it isafreely open standard. Neither Appletalk nor Microsoft's protocols has either of these features.

Thisillustrates how networking demands standards. Another example of thisis the way in which different operating systems represent numerical data.
Operating systems (actually the hardware they run on) fall into two categories known as big endian and little endian . The names refer to the byte-order
of numerical representations. The names indicate how large integers (which require say 32 bits or more) are stored in memory. Little endian systems store
the least significant bytefirst, while big endian systems store the most significant byte first. For example, the representation of the number 34,677,374 has
either of these forms.

Little | 126 | 34 | 17 | 2

Obvioudly if oneistransferring data from one host to another, both hosts have to agree on the data representation otherwise there would be disastrous
conseguences. This means that there has to be a common standard of network byte ordering . For example, Solaris (SPARC hardware) uses network byte
ordering (big endian), while GNU/Linux (Intel hardware) uses the opposite (little endian). This meansthat Intel systems have to convert the format every
time something is transmitted over the network.

| P addr esses

Every network interface on the Internet needs to have a unique number which is called its address. At present the internet protocol is at version 4 and this
address consists of four bytes, or 32 bits. In the future this will be extended, in anew version of the internet protocol |Pv6, to alow more IP addresses since
we are rapidly using up the available addresses. The addresses will also be structured differently. The form of an IP addressin IPv4 is

aaa. bbb. ccc. mm

Some | P addresses represent networks, whereas others represent hosts, or actually (if we are being 100 percent correct) they represent network interfaces.
The usua situation isthat an | P address represents a host attached to a network. Such an address has a host part and a network part, but the format of the
address is not necessarily the same for all hosts and networks. There is some freedom to define local conventions.
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In every |Pv4 address there are 32 bits. We can choose to use these bits in different ways: we could use al 32 bits for host addresses and keep every host on
the same enormous cable, without any routers (this would be physically impossible in practice), or we could use all 32 bits for network addresses and have
only one host per network (i.e. arouter for every host). Both these extremes are silly. After all, we are trying to save resources by sharing a cable between
convenient groups of hosts, but shielding other hosts from irrelevant traffic. What we want instead is to group hostsinto clusters so asto restrict traffic to
localized areas.

Networks fall historically into three classes called class A, class B and class C networks. This distinction has proven to be mistake. Because of the
possibility of dividing into subnets , the distinction between these network types has to do with the historical development of the internet. The difference
between class A, B and C networks concerns which bits in the | P addresses on that network refer to the network itself and which bitsrefer to actual hosts.

IP addresses from 0. 0. 0. 0 t0127. 0. 0. 0 areclass A networks, where the first byte is anetwork part and the last three bytes are the host address. This
allows @math{ 256"3} minus reserved addresses hosts on the network. Since thisis aludicrously large number, class A networks are no longer issued and
all the free addresses are wasted. Class A networks were intended for very large organizations and are only practical with the use of a netmask which divides
up the large network into manageable subnets.

IP addresses from 128. 0. 0. 0 t0 191. 255. 0. 0 areclass B networks. Here the first two bytes are the network part and the last two bytes are the host part.
This gives amaximum of @math{ 256”2} minus reserved host addresses. Class B networks are typically given to large institutions such as universities and
internet providers.

IP addresses from 192. 0. 0. 0 t0223. 255. 255. 0 areclassC networks. Here the first three bytes are network addresses and the last byte is the host part.
This gives amaximum of 254 hosts per network.

Some | P addresses are reserved for a specia purpose:

0.0.0.0 Default route

127.0.0.1 Loopback address

**.*.0 Network addresses

*, *, %, 255 Broadcast addresses

*oxox01 Router or gateway (conventionally)
224, % % * Multicast addresses

The default route is a default destination for outgoing packets on a subnet and is usually made equal to the router address. The loopback address isan
address which every host defines. It points straight back to the host itself. It isakind of internal fake network which allows programsto use | P protocols to
address local services. The zeroth address of any network is reserved to mean the network itself, and the 255'th (or on older networks sometimes the zeroth)
is used for the broadcast address. Some internet addresses are reserved for aspecia purpose. These include network addresses  (usually xxx.yyy.zzz.0),
broadcast addresses (usualy xxx.yyy.zzz.255, but in older networks it was xxx.yyy.zzz.0) and multicast addresses (usually 224.xxx.yyy.zzz).

Subnets

In practice, agiven “network’ might consist of very many separate cable systems, coupled together by routers and bridges. One problem with very large
networks, like class B or class A networks is that broadcast messages (i.e. messages which are sent to every host) create traffic which can dow abusy
network. In most cases broadcast messages only need to be sent to a subset of hosts which have some logical or administrative relationship, but unless
something is done a broadcast message will by definition be transmitted to all hosts on the network. What is needed then is amethod of assigning groups of
| P addresses to specific cables and limiting broadcasts to hosts belonging to the group. The purpose of subnetsis to divide up networks into regions which
naturally belong together and to isolate regions which are independent. This reduces the propagation of useless traffic.

Thislogical partitioning can be achieved by dividing hosts up, through routers, into subnets. Each network can be divided into subnets by using a

netmask . Each address consists of two parts: anetwork address and ahost address . A system variable caled the netmask decides how | P addresses are
interpreted locally. The netmask decides the boundary between how many bits of the |P address will be kept for hosts and how many will be kept for the
network location name. There is thus a trade off between the number of allowed domains and the number of hosts which can be coupled to each subnet.
Subnets are usually separated by routers, so the question is how many machines do we want on one side of arouter?

The netmask only has a meaning as a binary number. When you look at the netmask, you have to ask yourself -- which bits are ones and which are zeroes?
The bitswhich are ones  decide which bits can be used to specify the domain and the subnets within the domain. The bits which are zeroes decide which are
hostnames on each subnet. The local network administrator decides how the netmask is to be used.

The host part of an IP address can be divided up into two parts by moving the boundary between network and host part. The netmask is a variable which
contains zeroes and ones. Every one represents a network bit and every zero represents a host bit. By changing the value of the netmask, we can trade many
hosts per network for many subnets with fewer hosts.

Cl ass B address

| net id | net id | subnet| host |
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A subnet mask can be used to separate hosts which also lie on the same physical network, thereby forcing them to communicate through the router. This
might be useful for security or administrative purposes.

The IP address of ahost is set in the network interface. The UNIX commandi f conf i g (interface-configuration) or the NT command i pconfi g isused to
set this. Normally thisis set at boot time by a shell script executed as part of the rc' start-up files. These files are often constructed automatically during
the system installation procedure. Thei f confi g command is also used to set the broadcast address and netmask for your subnet.

Each system interface has aname. Y ou should find out what the name of the interface is on your system. A look at the manual page can help here. Here are
the network interface names commonly used by different UNIX types.

Sun | e0
DEC ul trix I n0
DEC OSF/ 1 I n0
HPUX | an0
Al X en0
GNU/ Li nux et hO
IRl X ecO
Fr eeBSD ep0

Sol ari sx86 dnet 0

Look at the manual entry of your system for this command. Hereisatypica i f confi g command which setsthe internet address, netmask and broadcast
address on a SUN system which aLance-ethernet interface.

ifconfig | e0 128.39.89.10 up net mask 255.255.255. 0 broadcast 128.39. 89. 255

Normally you will not need to use this command directly, since it should be in the startup-files for the system, from the time you installed the system. But
you might be working in single-user mode or are trying to solve some specia problem. Y ou might discover that a system has been incorrectly configured.
Note that cf engi ne can also be used to set the netmask and broadcast address.

Theinternet protocol (1 Pv4)

The internet protocol consists of two user protocols (TCP/UDP) and a private control protocol (ICMP). The simplest protocol isthe unreliable,
connectionless protocol UDP (User datagram protocol). UDP datagrams know their where they come from and where they are going, but have no idea about
how they relate to other datagrams or how what they are carrying fits into the big picture. UDP has no mechanism for determining whether datagrams arrive
at their destination or not.

TCP packets are reliable connection oriented data. They form streams  or continuous data-flows with handshaking. Thisis accomplished by using a
three-way handshake based om so-called SY N (synchronize) and ACK (acknowledge) bitsin the TCP header. Suppose host A wishesto set up a
connectionwith host B . Host A sends a TCP segment tohost B with its SYN bit set and a sequence number X which will be used to keep track of the
order of the segments. Host B repliesto thiswith its SYN and ACK bits set, with Acknowledgement=X+1 and a new sequence number Y. Host A then
repliestohost B with the first data and the Acknowledge field=Y +1. The reason why each side acknowledges every segment with a sequence number which
is one greater than the previous number sent is that the Acknowledgement field actually determines the next sequence number expected. This sequenceis
actually aweakness which network attackers have been able to exploit through different connections, in “sequence number guessing' attacks. Now many
implementations of TCP alow random initial sequence numbers.

The purpose of this circuit connection is to ensure that both hosts know about every packet which is sent from source to destination. Because TCP
guarantees delivery, it retransmits any segment for which is has not received an ACK after acertain period of time (the TCP timeout).

At the end of atransmission the sender sendsaFIN (finished) bit, which is replied to with FIN/ACK. In fact closing connections is quite complex since
both sides must close their end of the connection reliably. See the reference literature for further details of this.

The next generation internet protocol (1 Pv6)

The current implementation of the internet protocol has anumber of problems. It is straightforward to calculate that, because of the structure of the IP
addresses, divided into class A,B and C networks, something under two percent of the possible addresses can actually be used in practice. A recent survey
from Unix Review, March 1998 shows

Year Al | ocat ed Al ready all ocated

A B C A B C
' 82 0 0 6 0 0 0
83 1 15 30 0 0 930
84 2 7 43 0 0 975
85 1 22 93 0 0 539
86 1 64 237 0 0 1464
87 0 145 482 0 0 812
88 4 421 1240 0 28 1753
89 5 765 1176 0 360 3344
90 4 1375 3009 0 187 1344
91 8 1436 2555 0 161 4006
92 4 2036 11626 0 82 74524
93 1 1107 20289 0 334 144201
94 1 484 9314 0 75 182494
95 9 113 14546 0 136 124154
96 1 85 9824 0 2 31690

(Unknown Dat e)
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22 500 2451 63 210 115051

64 8575 76921 63 1575 687281

This meansthat, of the total numbers of addresses, these are aready alocated:

Max possi bl e Percent all ocated

Cass A 127 100%
Cass B 16382 62%
Cass C 2097150 36%

Of course, this does not mean that al of the allocated addresses are in active use. After al, what organization has 65,535 hosts? In fact the survey showed
that under two percent of these addresses were actually in use. Thisis an enormous wastage of | P addresses. Amongst the class C networks, where smaller
companies would like address space, the available addresses are being used up quickly, but amongst the class A networks, the addresses will probably never
be used. A new addressing structureis therefore required to solve this problem. Other problems with IPv4 are that it istoo easy to take control of a
connection by guessing sequence numbers. Moreover thereis no native support for encryption or mobile computing.

In order to address these issues the IETF (Internet Engineering Task Force) has put together aworkgroup to design anew 128-bit protocol which will be
called IPv6. Not only will the addressing structure be different but there will be a considerable number of extra addresses. Even with a certain inefficiency of

alocation, it is estimated that there will be enough |Pv6 addresses to support adensity of 10,000 | P addresses per square meter which ought to be enough
for every toaster and wristwatch on the planet and beyond.

Routing

Unless a host operates as arouter in some capacity, it only requires aminimal routing configuration. Each host must define adefault route whichisa
destination to which outgoing packets will be sent for processing when they do not belong to the subnet. Thisiis the address of the router or gateway on the
same network segment. It is set by acommand like this:

route add default my-gateway-address 1
The syntax varies dightly between systems. On GNU/Linux systems you must write:
/sbin/route add default gw my-gateway-address netric 1

The default route can be checked using thenet st at - r command. The result should just be afew lineslike this:

Kernel routing table

Desti nation Gat eway Genmask Fl ags Metric Ref Use |face
| ocal net * 255.255.255.0 U 0 0 932 ethO
| oopback * 255.0.0.0 U 0 0 38 1o
def aul t ny- gw 0.0.0.0 UG 1 0 1534 et hO

whereny - gwis the address of your local gateway (usually subnet address 1).

If this default route is not set, ahost will not know where to send packets and will therefore attempt to build atable of routes, using a different entry for every
outgoing address. This consumes memory rapidly and leads to great inefficiency. In the worst case the host might not have contact with anywhere outside its
subnet at all.

ARP/RARP

ARP isthe (IP) address resolution protocol. ARP takes an |P address and turns it into an ethernet (hardware) address. The ARP serviceismirrored by a
reverse ARP service (RARP). RARP takes a hardware address and turnsit into an |P address.

Ethernet (or generally hardware) addresses are required when routing traffic from one device to another. Whileit is the | P addresses which contain the
structure of the internet and permit routing, it is the hardware address to which one must deliver packetsin the fina instance; thisis the addresswhich is
burned into the network interface.

The hardware addresses are cached by each host on the network so that repested calls to the service ARP trandation service are not required. Addresses are
checked later however, so that if an address from a host claiming to have a certain | P address originates from an incorrect hardware address (i.e. the packet
does not agree with the information in the cache) then thisis detected and awarning can be issued to the effect that two devices are trying to use the same IP
address. ARP sends out packets on alocal network asking the question “Who has | P address xxx.yyy.zzz.mmm? The host concerned replies with its
hardware address.

For hosts which know their own | P address at boot-time these services only serve as confirmations of identity. Diskless clients (which have no place to store
their | P address) do not have this information when they are first switched on and need to ask for it. All they know originaly isthe unique hardware
(ethernet) address which is burned into their network interface. In order to bring up and configure an internet logical-interface they must first use RARP to
find out their IP addresses from a RARP server. Services like BOOTP or DHCP are used for this. Also the Unix file* / et c/ et hers' andr ar pd can be
used

SNMP

The ability to read information about the performance of network hardware via the network itself is an attractive idea. Suppose one could look at arouter on
the second floor of abuilding half amile away and immediately see the load statistics, or number of rejected packets it has seen. That would be useful
diagnostic information. Similar information could be obtained about software systems on any host.
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SNMP (Simple Network Management Protocol) is a protocol designed to do just this. SNM P supports two operations get  and put , thusit can read and
perhaps modify the data stored on a host. SNMP accessis mediated by a server process on each hardware node. Modern operating systems usually run
SNMP daemons or services. The services are protected by arather weak password which is called the community string .

SNMP information is stored in data structures called M1Bs (Management Information Bases). The MIBs are catalogued in RFC 1213 and give hardware
and software profiles. They are dynamically updated. An SNMP request specifies the information it wants to read/write by giving the name of aMIB. In
SNMP v2 there are standard MIBs for address trandlation tables, TCP/IP statistics and so on. There are 27 default parameters that can be altered by SNMP:
system name, location and human contact; interface state (up/down), hardware and | P address, I P state (forwarding gateway/not) IPTTL, IP next HOP
address, | P route age and mask, TCP state, neighbour state, SNMP trap enabling.

Operating systems define their own MIBs for system performance data. Some commercia network management systems like Tivoli and Hewlett Packard's
OpenView work by reading and writing MIBs using SNMP client-server technology. Most Unix variants now support SNMP. NT supports SNMP version
1. Its MIBs can be used to collect information from NT systems, such as the names of users who are logged on.

SNMP seems to be increasing in popularity, but like any public information database, it can be abused by network attackers. Some sites choose to disable
SNMP services altogether. All sites should filter SNMP packets to and from external networksto avoid illegal access of these services from intruders.

@node High level protocols

High level protocols

Internet networks use many high level protocols to provide the distributed services which most users take for granted.

HTTP Theworld wide web protocol for exchanging hypertext and multimedia data. All data are sent in clear text.

SHTTP
The secure world wide web protocol for exchanging hypertext and multimedia data. All data are encrypting using Netscape's secure socket layer
(SSL).

FTP  TheFiletransfer protocol. Passwords are sent in clear text.

SSH  Thesecure shell. A replacement for the remote shell (rsh) Unix protocol. The secure shell provides full encryption and forwarding of X11 display
data through a secure pipe.

LDAP The Lightweight Directory Access Protocol isageneralized protocol for looking up datain simple databases. It is alightweight version of the
service written for X.500 and is currently at Version 3. It can be used to register user information, passwords, telephone numbers etc and interfaces
through gateways to the NDS (Novell Directory Service), Microsoft's Exchange server and NIS (Sun's Network Information Service). The
advantage of LDAP will be auniform protocol for accessing table lookups. Currently the spread of LDAP is hindered by few up-to-date
implementations of the protocol. Only Netscape's directory server supports the version 3 standard.

Security and reliability

@hrule @vskip 0.3cm

Security is about keeping the network of machines and their data safe. This includes protecting against

e Malicious attacks.

o Accidental erasure of data.
o Disk crashes.

o User ignorance.

There are two kinds of approach to maintaining system security: prevention and recovery.

Security isan increasingly important problem. Just in the last few years the number of attacks and break-ins to computer systems has risen to millions of
cases ayear. Crackers(2) have found their way inside the computers of the pentagon, the world's security services, warships, fighter plane command
computers, banks and major services such as electrical power grids. With thiskind of access the potential for causing damage is great. Computer warfare is
the next major battlefield we have to conquer. It is happening now, as you read these words. It is here, likeit or not. Moreover, it is estimated that the banks
lose millions of dollars ayear to computer crime.

If that is not enough to scare you into awareness, you will just have to learn the hard way.

Security is ahuge subject, because modern computer systems are very complex and the connectivity of the internet means that millions of people can try to
break into networked systems. This chapter is not a comprehensive guide to security. Thereis not time in this introductory course to cover security in detail.
There are several reasonsfor this. One is the sheer Size of the subject, the other isthat security awareness requires alevel of experience which we have not
had time to develop. A third reason isthat one could easily spend every waking moment worrying about security, but in the end it comes down to a choice:
how much security do you need?

Itisagood ideato have a security policy so that you know exactly what you mean by security. That way, when security is breached, you will know what to
do. Some sites which contain sensitive data require strict security and spend alot of time enforcing it, others do not particularly care about their data and
would rather not waste their time on pointless measures to protect them.

Systems which do not implement security tend to attract only low-level crackers--and those who manage to bresk in, tend to use the systems only asa
springboard to go other places. The more security you implement, the more of achallengeit is for acracker. So spending alot of time on security might
only have the effect of asking for trouble.

When it comes down to it thereisthis: if you have extremely senditive data, do not put them onto a network capable computer. If you do, live with the
Cconsequences.

User security

Password security
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Password security isthefirst line of defense against intruders. Experience shows that many users have little or no idea about the importance of using agood
password.

Consider some examples from a survey of passwords at a university. About 40 physicists had the password “Einstein', around 10 had "Newton' and several
had “Kepler'. Hundreds of users used their login-name as their password, some of them really went to town and added “123' to the end.

Passwords are not visible to ordinary users, but their encrypted form is often visible. There are many publicly available programs which can guess
passwords and compare them with the encrypted forms. No one with an easy password is safe. Passwords should never be any word in adictionary or a
simple variation of such aword or name. It takesjust afew seconds to guess these.

Some new operating systems like FreeBSD, NetBSD and Solaris and GNU/Linux have “shadow password files' which are not readable by normal users.
Theregular password file contains an “x' instead of a password, and the encrypted password is kept in an unreadable file. This makes it much harder to scan
the password file for weak passwords.

Once amalicious user has gained access to an account, it is very much easier to exploit other weaknesses in security. Good passwords are the key to a safe
system. On the network, it is possible to fetch programs such as cr ack which are designed to break passwords. It is unusual not to find afew accounts with
trivial passwords in the space of afew seconds.

A useful way to choose a password isto use the PIN code from alittle-used credit card as a part of your password. This means that you don't have to
remember too much--and it means that you do have secret numbersin your password. The worst passwords are names and words which are in any language
dictionary.

xhost access list

Although many users are not aware of it, it is often possible to download the screen image of another user who is using the X-windows system. It is equally
possible to “bug' the keyboard and listen to all the key-presses. The problem is an out-dated security mechanism which haslong since been replaced, but
which is gtill used by very many users. The problem isthe xhost program. Thisis used to grant other hosts permission to draw on your X server--in other
words, if you are remotely logged on to a host other than the one you are using as a display, you must grant the remote host access to write on your screen.

In the old X windows system, prior to release 5, one had to grant access to a particular host. One thiswas done, anyone on that host had access to your

server, not just you. Thiswas later replaced by the xaut h magic-cookie mechanism which works on a user basis. Some users still insist on using xhost
however, with acommand like this;

xhost +

Any user writing this, openstheir display to everyone in the world. The antidote, of course is the command xhost - . Users of the secure shell ssh, See
section Secure shell, can now have automatic X 11 forwarding with authentication cookies. Everyone should therefore execute xhost - once and never use
the xhost mechnism again.

Secur e shell

Thisis asecure replacement for ther sh commands. It protects against | P spoofing where a remote host pretends to be trusted host by faking | P datagrams;
DNS spoofing where an attacker forges name entriesin the name-service; the interception of passwordsin network packets and several other kinds of attack.
Note that the secure shell isNOT free software. It is only freely usable in academic contexts for Unix-like systems. Anything else you have to pay for.

Toingtall this, collect it from an ftp site and perform the usua steps:

(get ftp file ssh-2.0.9.tar.gz)

host % tar zxf ssh-2.0.9.tar.gz
host % cd ssh-2.0.9

host % ./ confi gure

host % nmake

host % su

Passv\d *k ok ok ok ok k Kk

host# make install

Y ou then need to start the daemon by adding a command of the form
[usr/local /sbin/sshd

to the startup scripts on your system.

Accidental deletion of files

Once afileisdeleted in UNIX, it isnot possible to get it back. Thereis no way to undelete afile. Some system administrators like to protect ignorant users
by making an dias (in C shell)

alias rm rm-i

which causes the r mcommand to prompt whether it should delete files before actually doing so. Thisisasimpleideaand it is not fool proof. The only real
security against deletion is to keep extensive backups of user disks.
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System security

Since the explosion of interest in the internet, the possibility of hosts being attacked from outside sources, has become a significant problem. With literally
millions of users on the net, the tiny percentage of malicious users becomes a large number.

Security Policy

The place to start in implementing security isto identify what it isyou are trying to accomplish. First of al: what resources are you trying to protect ?

Secrets
Some sites have secrets they wish to protect. They might be government or trade secrets or the solutions to a college exam.
Personell data
In your country there are probably rules about what you must do to safeguard sensitive personal information. This goes for any information about
employees, patients, customers or anyone else you deal with. Information about peopleis private.
CPU usage/System downtime
Y ou might not have any datathat you are afraid will fal into the wrong hands. It might simply be that your system is so important to you that you
cannot afford the loss of time incurred by having someone screw it up. If the system is down, everything stops. Perhaps you can't afford that.
Abuse of system
It might simply be that you do not want anyone using your system to do something for which they are not authorized, like breaking into other
systems.

Who are you trying to protect them from?

o Competitors, who might gain an advantage by learning your secrets.

e Madliciousintruders. Note that people with malicious intent might come from inside or outside your organization. Do not think that the enemy is
simply everyone outside of your domain. Too many organizations think “inside/outside’ instead of having a proper form of access contral. If you
always ensure that systems and data are protected on a need-to-know basis, then there is no reason to discriminate between inside or outside of
an organization.

e Old employeeswith agrudge. against your organization

Next: what will happen if the system is compromised?

e Lossof money

e Threst of legal action against you
o Missed deadlines

e Lossof reputation

How much work will you need to put into protecting the system? Who are the people trying to break in?

e Sophisticated spies
e Tourists, just poking around
e Braggers, trying to impress

Finally: what risk is acceptable to you? |If you have a secret which isworth 4 Lira, would you be interested in spending 5 Lirato secure it? Where does one
draw theline? How much is security worth?

The socia term in the security' equation should never be forgotten. One can spend a hundred thousand dollars on the top of the range firewall to protect data,
but someone could walk into the building and look over an unsuspecting shoulder to obtain it instead, or use areceiver to collect the stray radiation from
your monitors. Are you leaving sengitive printouts lying around? Are you willing to place your entire building in a Faraday cage to avoid remote detection of
the radiation expelled by monitors? In the final instance someone could just point agun at your head and ask you nicely for your secrets.

Some examples of security policies are here:
Site security handbook, RFC 1244
gopher: // gopher. ef f. org/ 11/ CAF/ pol i ci es

http://nusie. phl ab. m ssouri . edu/ Pol i cy/ copi es/ t anucol | ecti onl. ht m
http://ww. useni x.org. A guide to devel opi ng conputing security docunents

Security through obscurity

Thereisacommonly held belief that, if one makesit difficult for intrudersto find out information, they will not bother to try. Thisis completely wrong.
Often the reverseistrue. If attackers can see that there is nothing worth finding they will leave systems done. If everything is concealed they will assume that
there must be something interesting worth bresking in for.

Security through obscurity is a naive form of security which at best delays break-ins. Shadow passwords are an example of this. By making the encrypted
password list inaccessible to normal users one makes it harder for them to automate the search for poor passwords, but one does not prevent it! It isstill
possible to guess passwords in exactly the same way as before, but it takes much longer. The NT password database is not in areadable format. Some
people have claimed that this makes it more secure than the Unix password file. Since then tools have been written which rewrite the NT password filein
Unix format with visible encrypted passwords. In other words, making it difficult for people to break in does not make it impossible.

Clearly thereisno need to give away information to potential intruders. Information should be available to everyone on aneed-to-know basis, whether they
be local users or people from outside the organization. But at the same time, obscurity isno real protection. Even the invisible man could get shot.

Time spent securing systems is better than time spent obscuring them. Obscurity might attract more attention than you want.

Security holes

One way that outside users can attack a system is by exploiting security holesin software. Classic examples usually involve setuid-root programs, which
give normal users temporary superuser access to the system. Typical examples are programs like sendmai | andf i nger . These programs are constantly
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being fixed, but even so, new security holes are found with alarming regularity. Faultsin software |eave back-doors open to intruders. The only effective way
of eiminating such attacksisto build aso-caled firewall around your network, See section Firewalls.

The computer emergency response team (CERT) was established in the wake of the Internet Worm incident to monitor potential security threats. CERT
publish warnings to amailing list about known security holes. Thisis a so available on the newsgroup comp.security.announce . Severa other
organizations, often run by staff who work as security consultants, are now involved in computer security monitoring:

WWW.Sans.org
System administration and network security organization.
www.cert.org
The computer emergency response team.
ciac.llnl.gov
The computer incident center.
www.rootshell.com
A source of all kinds of the latest security information.
Bugtraqg

http://ww.netspace.org/cgi-bin/wa?S1=bugtraq
PHRACK

http://Aww.phrack.com

System homogeneity

Inasitewith alot of different kinds of platforms, perhaps several Unix variants, NT and Windows 9x, the job of closing security holesis much harder.
Inhomogeneity often provides the determined intruder with more possibilities for bug-finding. Y ou might ask yourself whether you need so many different
kinds of platform. If you do, then perhaps afirewall solution would provide an extralevel of protection, giving you a better chance of being able to upgrade
your systems before something serious happens.

M odem pools

Some companies expend considerable effort to secure their network connections, but forget that they have dial-in modems. Modem pools are a prime target
for attackers because they are often easy targets. There are many problems associated with modem pools. Sometimes they are quite unexpected. For
example, if one has network access to Windows systems using the same modem then those systems are automatically on a shared segment and can use one
another's resources, regardless of whether they have any logical relationship. Modems can also succumb to denial of service attacks by repetitive dialling.

Modems should never allow usersto gain access to a part of the network which needs to be secure. Modems should never be back-doorsinto firewalled
networks.

L aptops

Laptop computers are increasingly popular and they are popular targets for thieves. There have been cases of laptop computers being stolen containing
sensitive information, often enough to give crackers access to further systems, or simply to give competitors the information they wanted! One anecdote tells
of ahigh ranking officer in the US military whose laptop was stolen with sensitive national security information. It was later returned with a note from the
thief who did not want to be labelled atraitor.

Backups

If you make backups of important data (private data) then you must take steps to secure the backups also. If an intruder can steal your backups, then he/she
doesn't need to steal the originals.

Firewalls

A firewall isanetwork configuration which isolates some machines from the rest of the network. A firewall is a gate-keeper which limits access to and from
anetwork. You might think that this sounds like a strange idea: after al, what is the point of being connected to theinternet if you just want to isolate
yourself from it! The point, of course, is not to cut oneself off from the network but to provide controls on what is alowed in and what is allowed out.

A firewall isaconcept. It is not one specific thing; thereis no single firewall solution. The name “firewall' is a collective description for avariety of methods
which restrict access to anetwork. They al involve placing restrictions on the way in which network packets are routed. A firewall might be a computer
which is programmed to act like arouter, or it might be a dedicated router or acombination of routers and software systems. The ideawith afirewall isto
keep important data behind a barrier which has some kind of passport-control and can examine and restrict network packets, allowing only “harmless
packets to pass.

e All traffic from inside to outside or vice versa must pass through the firewall.

o Only authorized traffic is allowed to pass.

o Potentialy risky network services (like mail) are rendered safer using intermediary systems.
o Thefirewall itself should be immune to attack.

A firewall cannot help with the following:
e Badly configured hosts or misconfigured networks.
o Data based attacks (where the attack involves sending some harmful information, like the code word which makes you take your own life, or an
E-mail which bolts a Trojan horse).

There are two firewall philosophies: block everything unless we make an explicit exception and Pass everything unless we make a specific exception . The
first of theseis clearly the most secure or at least the most paranoid of the two.

Here'safew concepts which get bandied around in firewal |-speak:

Screening router/Choke
A router which can be programmed to filter or reject packets directed at certain |P ports.
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Bastion host
A computer, specially modified to be secure.
Dual-homed host
A computer with two net-cards, which can be used to link an isolated network to alarger network.
Application gateway
A filter, usually run on abastion host, which has the ability to reject or forward packets at ahigh level (i.e. at the application level).
Screened subnet/DMZ
An isolated subnet, between the internet and the private network. Also called aDMZ (de-miilitarized zone). A DMZ isthe bit between a screening
router and the firewall, bastion host. Thisisagood place for external WWW services.

The firewall philosophy builds on the ideathat it is easier to secure one host (the bastion host) than it is to secure hundreds or thousands of hosts on alocal
network. One focuses on a single machine and ensuresthat it is the only one effectively coupled directly to the network. One forces al network traffic to
stop at the bastion host, so if someone tries to attack the system by sending some kind of 1P attack there can be little damage to the rest of the network
because the private network will never see the attack. Thisis of course asimplification. It isimportant to realize that installing afirewall does not give
absolute protection and it does not remove the importance of configuring and securing the hosts on the inside of the firewall.

Of course we do not want all traffic to stop, some things like E-mail and maybe HTTP should be able to pass through. To alow this, one uses aso-called
“proxy’ service or a“gateway'. A common solution is to give the bastion host two network interfaces. One is connected to the unsafe part of the network and
the other is connected to the safe part. A service is said to be proxied if the bastion host forwards the packets from the unsafe network to the safe one. It only
does this for a packets which meet the requirements of your security policy. For instance, you might decide that the services you require to cross the firewall
are inbound/outbound telnet, inbound/outbound SMTP (mail), DNS, HTTP and FTP but no others.

Proxying requires some specia software, often at the level of the kernel where the validity of connections can be established. For instance, packets with
forged addresses can be blocked. Data arriving at ports where there was no registered connection can be discarded. Connections can be discarded if they do
not relate to a known user-account.

A smplefirewall configuration is shown below.

Ext ernal router
(pkt filter)

--------------------------------------------- D\VZ

| | |

| FTP HTTP
Basti on Host
acts as router
(pkt filter)
Bl ock FTP/ HTTP

|

|
---------------------------------------------- SAFE

| [ N A
DNS SMrP
O her hosts

In this example we have effectively two routers, aDMZ and a protected network. The first packet filtering router will route packets between the internet and
one of three hosts. FTP isrouted directly to aspecial FTP server. The same appliesto HT TP packets. These services are dealt with by separate hosts, so that
(if something should go wrong and the machines are broken into) it is no worse than having to restore these single hosts from backup. None of the servers
in the DMZ have user accounts, so there would be no help to crackerstrying to crack password files there, if they managed to bresk in. The bastion host gets
all packets which are not for the other services. The bastion host forwards okay-looking packetsto the internal router which isreally just afurther packet
filter (abackup in case of failure of the bastion host). The internal router accepts only packets passing between the safe network and the bastion hogt, all
others are rejected. The bastion host proxies all of the appropriate protocolsincluding FTP and HTTP between the safe network and the DMZ. Thisisjust
an example. In practice you might not have all the hardware you need to separate things as cleanly as shown here.

Although there is a public domain firewall toolkit,

http://ww.tis.com

most firewall software is commercia in nature because it needsto livein the kernel and make use of code which is proprietary.
Firewall management is acomplex issue. One cannot set up afirewall and then forget about it. Firewalls need constant maintenance and they are susceptible

to bugsjust like any other software. It isbest to build up afirewall system slowly understanding each step. A good place to start iswith packet filtering
routers to eliminate the most offensive or least secure service requests from outside your local network. These include NFS (RPC), IRC, ping, finger etc.

Access control with tcpd

Even without afirewall one can go half way by verifying the authenticity of packets coming into your network. Thisisafront line against “spoofing' -- i.e.
internet impersonation. The TCP wrappers package is atool which can be used to this end.

Thet cpd program isa ‘wrapper' for internet services which provides host-based access control. Instead of starting services directly from the
“letclinetd. conf' file one startsthe tcp-daemon with instructions to start a given service. Thet cpd daemon checks where the request comes from and
only startsit if it comesfrom atrusted host. A trusted host isonewhichislisted in "/ et ¢/ host s. al | ow . Another file™/ et ¢/ host s. deny' lists services
which are to be denied to non-trusted hosts.
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replace:
finger streamtcp nowait nobody /usr/etc/in.fingerd in.fingerd
with:

finger streamtcp nowait nobody /sone/where/tcpd in fingerd

pidentd authentication server

One of the problems with socket based communication is authentication. How do we determine the identity of the user making the connection? Normally the
only certain way isto require a password to be given, i.e. some kind of shared secret. The RFC documents RFC981 and RFC1413 specify a standard
protocol for identifying the username  of a connecting user. In order for thisto work, the a server which is being connected to has to contact the host which
is attempting to connect and check who owns the transmitting socket. This is done with the help of thei dent d daemon, or itsimplementation pi dent d (the
portable identity daemon).

The identity or authentication service (port 113) isaas not installed as standard by most vendors. Y ou need to get this daemon and install it yourself. Thisis
quite straightforward.

ftp ftp.lysator.liu.sel/pub/ident/servers/
tar zxf pidentd-3.0.4.tar.gz

cd pidentd-3.0.4

configure --w th-des=no

nmeke

neke instal

The latest versions of the server are multithreaded and are most easily run outside of the inetd service. The daemon is started by

identd

Although it can be started from inetd, you shuld never invoke this daemon with TCP wrappers, since TCP wrappers attempts to contact with daemon. This
will result in infinite loop. Y ou might have to register the servicein ™/ et ¢/ ser vi ces'

auth 113/ tcp aut hentication tap ident

The identification service is a public service which you provide for your own and for others' benefit. It allows you and others to authenticate connections
from your hosts.

Honey-pots and sacrificial lambs

A Honey Pot isahost which is made to look attractive to attackers. It is usually placed on a network with the intention of catching an intruder or distracting
them from more important systems. A Sacrificial Lamb host is a host which is not considered to be particularly important to the domain. If itis
compromised by an attacker then that is an acceptable loss and no real harm is done.

Some network administrators believe that the use of such machines contributes to security. For example, WWW servers are often placed on Sacrificial Lamb
machines which are placed outside firewalls. If the machine is compromised then it can smply be reinstalled and the data rel oaded from a secure backup.

This practice can seem rather dubious. Thereis certainly no evidence to support the idea that either Honey Pot machines or Sacrificial Lamb systems actually
improve security.

Trust relationships

A trust relationship lies at the basis of many software systems which grant access to services or resources. Trust relationships are important to grasp because
they can lead to security holes. Whenever one installs a new service which is available to more than one user it is appropriate to ask the questions:

o Dol need this service?
o \Whom or what information do | haveto trust in order to use this?
o What will happen if someone abuses that trust?

For example, ther 1 ogi n feature of Unix hasafilecalled . rhost s' inwhich auser can add alist of trusted hosts. That user can log in to the host with the
*.rhosts' filefrom any one of those trusted hosts without giving a password. The user is clearly willing to trust thislist of hosts. But that is not the only
trust relationship here. Unix uses DNS (the Domain Name Service) in order to verify the identity of connecting machines, so the rlogin service implicitly
trusts the DNS service. If someone could corrupt that service, there would be a potential security problem, See section DNS cache poisoning.

Another exampleisin software distribution, both for Unix and NT. In order to distribute software from a central server to many clients, the clients have to
trust the information being sent to them from the server. They have to give the server permission to install unknown files which might be security hazards.

SNMP control systems accept information from a controller, based only on afairly weak password (community string). The password has a default value of
“public’ which many sites forget to change (a potentially huge security risk). This information can be used to change control functions of key network
components and is even used for performing remote system administration in certain products.

Cfengine places all of itstrust in the correctness of itsinput file, it does not accept input from the network at all. In software distribution it will trust files
from a software server of its own choosing, but arbitrary servers cannot send datato it uninvited.
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Attacks

There are many waysto attack a networked computer in order to gain accessto it, or smply disable it. Some well-known examples are listed below. The
actual attack mechanisms used by attackers are often intricate and ingenious, but the common themein al of them isto exploit naive limitations in the way
network services areimplemented. Time and again one sees crackers make use of software systems which were written in good faith, by forcing them into
unnatural situations where the software fails through inadequate checking.

Ping attacks

The RFC 791 specifies that internet datagrams shall not exceed 64kB. Some implementations of the protocol can send packets which are larger than this, but
not all implementations can receive them.

ping -s 65510 targethost
Some older network interfaces can be made to crash certain operating systems by sending them a “ping’ request like thiswith a very large packet size. Most

modern operating systems are now immune to this problem (e.g. NT 3.51 isvulnerable, but NT 4 isnot). If not, it can be combatted with a packet filtering
router. See http://www.sophist.demon.co.uk/ping/ .

Denial of service (DoS) attacks

Another type of attack isto overload a system with so many service requests that it grinds to a halt. One example is mail spamming(3), in which an attacker
sends large numbers of repetitive e-mail messages, filling up the server's disk and causing the sendmai | daemon to spawn rapidly and slow the system to a
stand-still.

Newer versions of Berkeley sendmail have built in anti-spamming mechanisms to help protect from this problem. Vendors sendmails are | ess advanced.

Denid of service attacks are almost impossible to protect against. It isthe responsibility of local administrators to prevent their users from initiating such
attacks wherever possible.

Denid of service attacks on NT can be embarrassingly smple

%ryhost tel net nt-host 1028

Connected to nt-host
Escape character is "7]".
Hell o there.

Aquit

nyhost %

This sends NT4 inetinfo server into aloop which can stop al services. Service Pack 2 fixes this. There are many other examples. Starting full system
auditing can also bring a respectable Pentium system to avirtua standstill.

TCP/IP spoofing

Most network resources are protected on the basis of the host | P addresses of those resources. Accessis granted to by a server to aclient if the IP addressis
contained in an access contral list (ACL). Since the operating system kernel itself declares its own identity when packets are sent, it has not been common to
verify whether packets actually do arrive from the hosts which they claim to arrive from. Ordinary users have not traditionally had access to privileges which
allow them to dter network protocols. Today everyone can run a PC with privileged access to the networking hardware.

Normally an IP datagram passing from host A to host B has a destination address “host B* and source address “host A'. IP spoofing is the act of forging IP
datagrams in such away that they appear to come from athird party host. i.e. an attacker at host A creates a packet with destination address “host B' and
source address “host C'. The reasons for this avaried. Sometimes an attacker wants to appear to be host C in order to gain access to a special resource
whichhost C has privileged access to. Another reason might be to attack host C , as part of amore elaborate attack. Usually it is not quite thissimple
however, since the forgery is quickly detected.

The TCP handshake is such that host A sends a packet to host B and then replies to the source address with a sequence number which has to match the
next number of an agreed sequence. If another packet is not received with an agreed sequence number the connection will be reset and abandoned. Indeed, if
host C received the confirmation reply for amessage which it never sent, it would send areset signal back immediately, saying effectively “| know nothing
about this. To prevent this from happening it is common to take out host C first by attacking it with somekind of Denial of Service method, or simply
choosing an address which is not used by any host. This preventsit from sending areset message. The advantage of choosing area host C isthat the
blame for the attack is placed on host C .

SYN flooding

I P spoofing can al so be use>
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Transfer interrupted!

hoosing an address for host C whichisnot in use so that it cannot reply with areset, host A can send SY N packets (new connections) on the same and
other ports repeatedly. The RECV queue quickly fills up and cannot be emptied since the connections cannot be completed. Because the queues arefilled
the services are effectively cut off.

These attacks could be prevented if routers were configured so as to disallow packets with forged source addresses.

TCP sequence guessing

Random sequences

This attack allows an attacker to make a TCP connection to a host by guessing the initial TCP sequence number used by the other end of the connection.
Thisisaform of P spoofing. The attack was first described in the references below. It was made famous by the break in into Tsutomo Shinomrua's
computers which led to the arrest of Kevin Mitnick. This attack is used to impersonate other hosts for trusted access.

1. RT. Morris, "A wesaknessin the 4.2 BSD Unix TCP/IP software", Computer Science Technical Report #117,
ftp://ftp.research.att.com/dist/internet_security/117.ps.Z

2. SM. Bedlovin, "Security problemsin the TCP/IP protocol suite”, Computer Communications Review 19:2, April 1989, pp. 32-48.
http://www.research.att.com/~smb/papers/i pext.pdf

3. http://www.kohal a.com/~rstevens/shimomura. 95jan25.txt

4. Jonathan Littman, The Fugitive Game , http://www.well.com/user/jlittman/game

UDP fragmentation (T ear drop)

The Teardrop attack was responsible for the now famous twelve hour attack which “blue-screened' thousands of NT machines all over the world. This attack
uses the idea of datagram fragmentation. Fragmentation is something which happens as a datagram passes through a router from one network to another
network where the transmission rate is lower. Large packets can be split up into smaller packets for more efficient network performance. In the Teardrop
attack, the attacker forges two UDP datagrams which appesar to be fragments of alarger packet, but with data offsets which overlap.

When fragmentation occurs it is always the end host which reassembles the packets. In order to allocate memory for the data, the kernel calculates the
difference between the end of the datagram and the offset at which the datagram fragment started. In anormal situation that would look like this:

UDP frag #1 size =120 - 0

| UDP frag #2 | size = 90 - 120

The assumption that the next fragment would follow on from the previous one leads to a negative number for the size of the fragment. Asthe kernel triesto
allocate memory for thisit callsmal | oc(size ) wherethe sizeisnow anegative number. The kernel panics and the system crashes on implementations
which did not properly check the bounds.

ICMP flooding (Smurf)

ICMP flooding is another denial of service attack. The ICMP protocol isthe part of TCP/IP which is used to transmit error messages and control
information between hosts. Well known services like pi ng and echo use ICMP. Normally all hosts respond to ping and echo requests without question,
since they are useful for debugging. In an ICMP flooding attack, the attacker sends a spoofed |CM P packet to the broadcast address of alarge network. The
source address of the packet isforged so that it appears to come from the host which the attacker wishes to attack. Every host on the large network receives
the ping/echo request and replies to the same host simultaneously. The host is then flooded with requests. The requests consume all the system resources.

DNS cache poisoning

This attack is an example of the exploitation of atrusted service in order to gain accessto aforeign host. Again it uses acommon theme, that of forging a
network service request. This time however the ideaisto ask a server to cache some information which isincorrect so that future look-ups will result in
incorrect information being given instead of the correct information.

DNSisahierarchical service which attempts to answer queries about |P names and addresseslocally. If alocal server does not have the information
requested it asks an authoritetive server for that information. Having received the information from the authoritative server it cachesit locally to avoid having
to contact the other server again, after all, since the information was required once, it is likely that the same information will be required again soon. The
information is thus placed in the cache for aperiod of time called the TTL (Time To Live ). After that time has expired it has to be obtained again from the
authoritative server.

In a cache poisoning attack, the aim isto insert incorrect information into the cache of a server. Onceit isthereit will be there for the TTL period. In order to
arrange this an attacker does the following.
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. The attacker launches his/her attack from the authoritative nameserver for hissher network. This gives him/her the chance to send information to
another nameserver which will be trusted.

. The attacker sends aquery for the | P address of the victim host to the victim's default DNS server in order to obtain a DNS query ID. This provides
apoint of reference for guessing i.e. forging the next few query IDs from that server.

. The attacker then sends a query asking for the address of a host which the victim machine trusts, i.e. the host which the attacker would like to
impersonate.

. The attacker hopes that the victim host will soon need to look up the | P address of the host it trusts; he/she sends afake ‘reply’ to suich aDNS
lookup request, forged with the query 1D to look as though it comes from alookup of the trusted host's address. The answer for the | P address of
the trusted host is altered so that it isthe | P address of the attacker's host.

5. Later when the victim host actually sends such a DNS request it finds that it has already received a UDP reply to that request (thisis the nature of

UDP) and it ignores the real reply because it arrives later. Now the victim's DN'S cache has been poisoned.

6. The attacker now attempts to connect directly to the victim host, posing as the trusted host. The victim host tries to verify the | P address of the host

by looking up the addressin its DNS server. This now responds from its cache with the forged address.

7. Theattacker's system is accepted.

A W N P

Thiskind of attack requires the notion of external login based on trust, e.g. with Unix ~ . rhost s* files. This doesn't help with NT because NT doesn't have
trusted hosts in the same way. On the other hand, NT is much easier to gain access to through NULL sessions.

Protecting against attacks

Look out for users with weak passwords. Thisisthe easiest way for attacker to enter the system.

Do not give trusted access to other hosts unless absolutely necessary. Make sure there are no NISwildcards™ + in"/ et c/ hosts. equi v' . Avoid
using . rhosts' filesaltogether.

Disable unused servicesin ™/ et ¢/ i net d. conf' which might contain security leaks, like UUCP, TFTP.

Make sure the router filters all unnecessary traffic. Usually thereis no reason to permit RPC traffic outside of the local domain for instance.

Make sure that the latest security patches are installed on all systems.

Monitor connectionsusing net st at - a to show all listening connections. Use tcpd logging.

Monitor processes running on your system. How many copies of important processes are running? How many should be running. Ofteniitis
possible to see that one is under attack by looking at what processes are running and who is running them. For instance an attempt at port sniffing
or spamming might be seen with a bunch of processeslikethis:

nobody .... /usr/sbin/inetd
nobody .... /usr/sbin/inetd
nobody .... /usr/sbin/inetd
nobody .... /usr/sbin/inetd
nobody .... /usr/sbin/inetd

i net d isamultiplexer which starts internet services on many ports. Normally it is only root who runs this. The above indicates that a user istrying
to use the well-known account nobody to start services, or to overload the system with requests.

e Check filesystems for suspicious looking hidden files. i.e. fileswith nameslike™.. .' These are often used to hide dangerous programs or shells
which users can use to gain root privileges. Cfengine performs this task automatically when it examines filesystems.

e Makesurethat™.' isnotinroot's path. It is possible to inadvertently execute a Trojan horse program.

o Makesurethat fileslike ™/ var/ adm ut np' are not world writable allowing crackersto cover their tracks.

Password sniffing

Many communication protocols (telnet, ftp etc) were introduced before security was a concern amongst those on the internet. So many of these protocols are
very insecure. Passwords are often sent over the network as plain text. This means that a sophisticated cracker could find out passwords simply by listening
to everything happening on the network and waiting for passwords to go by. If a cracker has privileged access to at |east one machine with a network
interface on the same subnet he/she use't cpdunp to capture al network traffic. Normal users do not have this privilege for precisely this reason. These days
however, anyone with alaptop, an ethernet card and a GNU/Linux installation could do this. Switched networks are immune to this problem since traffic is
routed directly from host to host.

Programs which dump all network traffic includet cpdunp, et her fi nd, snoop. Hereis a sample of the output from Solaris snoop program showing the
ethernet traffic on segment of cable. Snoop recognizes common high level protocols (SMTP/FTP/ARP etc) and lists them explicitly. Unknown protocol
types (in this case IPX) are simply listed as ETHER. In the right hand column is the information which an intruder would try to use to sniff passwords.

Usi ng devi ce /dev/hne (prom scuous node)
post.eet.no -> nexus SMIP C port=4552 oJyhnJycoZyhnKCcnGCc
torget.dramensnett.no -> nexus SMIP C port=54621 AGOHRPVWIVT3
nexus -> torget.drammensnett.no SMIP R port=54621
pcl11-75.iu. hiosl 0. no -> nexus FTP C port=1093
nexus -> pclll-75 FTP R port=1093 226 Transfer conpl et
nexus -> post.eet.no SMIP R port=4552

post. eet.no -> nexus SMIP C port=4546 UHAQcBB/ UB9QcBBWHLAQ
nexus -> post.eet.no SMIP R port=4546
post.eet.no -> nexus SMIP C port=4546 H2AQcBBWHLAf YBAQHLAf
fw. nki.no -> nexus SMIP C port=11424 BJIw+XF7cM-CCOne\ r\ nEQ
nexus -> fw nki.no SMIP R port=11424
post.eet.no -> nexus SMIP C port =4552 \ ni YmlgonChontChoaChoK

nexus -> post.eet.no SMIP R port=4546
nexus -> (broadcast) ARP C Wo is 128.39.89.230, takpeh ?
nexus -> post.eet.no SMIP R port=4552

?->F ETHER Type=0000 (LLC/ 802.3), size = 86 bytes
?->F ETHER Type=0000 (LLC/ 802.3), size = 128 bytes
?->F ETHER Type=0000 (LLC/ 802.3), size = 80 bytes
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One way to avoid the problem of password sniffing is to use fullt encrypted links such asssh and SSL (Secure Socket Layer) enabled serviceswhich
replace the standard services. Another isto use a system of one-time passwords. One time passwords are designed to eliminate the need for users to send
their passwords over the network at all. Instead of typing an actua password, one types the remote password for a host into a program on aloca machine, in
order to generate a sequence of throw-away passwords which can be used in place of the actual remote password. The passwords are used only once so,
even if someone getsto overhear them, it will already be too late: the password will have expired. Also the system isingeniously designed so that the actual
remote password (which is used to generate the one-time passwords) never gets sent over the network at al. SKEY issuch asystem. Here is an example of
how it works:

. You want to make a connection from host A to host B.

. You have earlier set apassword on host B.

. You telnet to host B from host A.

. Host B prompts you with a code string: 659 ta55095 and asks for your user name. you type your user name and host B asks you for the one-time
password.

. You now need to find the one-time password by running alocal program on host A with the code string as an argument:

(] AWOWNPE

key 659 ta55095
passwd: *****xx

The key program prompts you for your secret password on host B. When you type this it does not go across the network. The key program returns
aclear text, one-time password valid for one session: "EASE FREY WRY NUN ANTE POT"

6. Youtype"EASE FREY WRY NUN ANTE POT" on host B (sent over the network) and the password is accepted.

7. Next time you follow the same procedure and get a different password.

Port scanning

In order to find back-doors into vulnerable systems many network attackers scan ports on network hosts in order to find out which services are running on
them. Programs for performing such scans can be obtained freely from the network, as can many other intrusion tools, so crackers require little or no
intelligence in order to carry out these simple attacks these days.

In apoorly configured system a cracker might find active services which even the system owner did not realize were running. UUCP and TFTP are typical
examples. These services can often be exploited to install filesinillega places. Known faultsin services can be exploited if one knows about the services
which are running.

Primitive port scanning is detectable if one follows network activity closely. Strings of attempted “connect’ requests to one port after the other are easily

spotted. Recently however the trend has expanded to include “stealth scanning’ in which scans are performed at random over long periods of time to avoid
attracting attention. Port scanning is only dangerous if there are poorly configured hosts on the network.

Social engineering

Network attackersi.e. system crackers are people. We are often so consumed by the world of the network, that we forget that people can just walk into a
building and steal something in the real world . If one can avoid complex technical expertise in order to break in to a system, then why not do it? Thereis
more than one way to crack a system.

The only secure computer is acomputer which islocked into aroom, not connected to a network, shielded from all electromagnetic radiation. In social
studies of large companies, it has been demonstrated that--in spite of expensive firewall software and sophisticated anti-cracking technology--all most
crackers had to do to break into the system was to make a phone call to an unwary employee of the company and ask for their username and password.
Some crackers posed as system administrators trying to fix a bug, others ssimply questioned them asin amarketing survey until they gave away information
which allowed the crackers to guess their passwords. Some crackers will go one step further and visit the building they are trying to break into, going
through the garbage/refuse to look for documents which would give clues about security. Most people do not understand the lengths that people will go to to
break into systemsif they really want to.

Another social phenomenon which motivates break-insis bragging. Crackers who have broken into the system like to tell people that they have been there
and done that. They sometimestry to scare administrators by telling them how much damage they have caused. Here the trick is not to panic and do
something hasty, but to try to verify what the crackers claim. In many casesit is nonsense, empty words.

Thereisafew things which can be done to counteract social threats.

Never disclose information over the telephone, especialy through avoice-mail system. Phone calls can be spoofed.

Examine system logs, check the system regularly, run cfengine to ensure consistency.

Make hard-copies of messages sent with all the headers printed out. Most people don't know how to hide their true identity on the internet.
Make proper backups of the system regularly.

Inform the whole system of attacks so that anyone who knows something can help you.

Do not assume that what crackerstell you istrue. Make a judgment as to whether you want to act or ignore the event.

Have aclear security policy. Death threats, serious or not, should probably be reported to the company responsible for sending the message, and
perhaps even the police, but not the person sending the message.

Current attack profiles

The popular operating systems to attack are

o Windows 9x
o WindowsNT
e GNU/Linux
e Irix (Silicon graphics)
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In the Wheelgroup and NetSolve Security Survey, which includes an analysis of a half-million security alarms, it was found that serious attacks to
companies take place at arate of between 0.5-5.0 per month. Electronic commerce sites (sites which deal with money) are those most at risk. The attack
methods follow standard, well-known bugs

IMAP

BIND
gpopper
DoSSMURF
FTP (Bounce)

I ntrusion detection

In the last year or two the redlity of network intrusion has led to several attempts to build systems which can detect break-ins, either while they arein
progress or afterwards. In order to detect an intrusion in progress, programs like Network Flight Recorder (NFR) and Big Brother (Bro) attempt to
examine every packet on the network in order to look for tell-tale signatures of network break-in activity. Thisis an extremely resource consuming task and
it is best with anumber of problems. One problem isthat of fragmentation . Fragmentation is something which occurs to | P datagrams which pass between
networks with different transmission rates. Larger packets can be broken up into smaller packets in order to optimize transmission. These fragments are
reassembled at the final destination. This presents a problem for intrusion detection systems because the fragmented packets might not contain enough data
to identify them as hostile. Thiswould alow them to get past the detection system. An intruder might be able to generate packets which were fragmented in
such as way as to confound the attempts at detection. In spite of the difficulties network intrusion detection is a hot research topic.

Network forensics iswhat one does after an intrusion. The ideais to examine logs and system auditsin order to name the intruder and determine the

damage. Network forensicsis perhaps most important for the purpose of possible legal action against intruders. The cost of keeping the necessary logs and
auditsis very great and the work required after abreak-inisfar fromtrivial.

User administration
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User registration

One of the most important issues for a system administrator isto issue new accounts for users. Surprisingly thisis an area where vendors provide virtualy
no help. The tools provided by operating systemsfor thistask are at best primitive and amost never suitable for use without some modification.

Many systems provide shell scripts or user interfaces for installing new users, but most of these scripts will be useless to you, because they will have
different ideas about how the system should work than you. Also, you will probably want to use some system for centralizing passwords, so that each user
has the same password on every host on your network.

To add anew user to your local system one needs to

e Find aunique username, user-id (uid number) and password for the new user.

e Update the system database of user accounts, e.g. add alineto thefile / et ¢/ passwd' in Unix (or on the centralized password server of anetwork)
for the new user.

e Createalogin directory (home directory) for the user.

o Choose ashell for the user (if appropriate).

o Copy some configuration fileslike ™. cshrc' or ™. profile' intothe new user'sdirectory, or update the system registry.

Because every siteis different, user registration requires different tools and techniques in almost every case. For example: where should users home
directories be located? GNU/Linux hasan ~ adduser ' script which assumes that the user will be installed on the local machine under ~ / home/ user ', but
many users belong to a network and their disk space lies physically on adifferent host which is mounted by NFS. In NT all users begin in the root directory
by default. It is customary to createa ™\ users' directory for home directories. If one creates an account on one host, what about the other hundred hosts at
the site? Should users be allowed to log on to al of them? Should they have the samefiles on every hogt, or different ones? All of these questions need to be
answered.

Perl scripts are excellent ways of making user installation scripts. Interactive programs are almost useless since users are seldom installed one by one. At
universities hundreds of students are registered at the same time. No system administrator would type in al the names by hand. More likely they would be
input from some administrative list generated by the admissions department. The format of that list is not auniversal standard, so no off-the-shelf software
packageis going to help here.

L ocal and network accounts

Both Unix and NT support the creation of accounts both locally on asingle host, or “globally' within a network domain. With alocal account, a user has
permission to use only the local host. With a network account, the user can use any host which belongs to the network “domain'.

Local accounts are configured on the local host itself. Unix reisterslocal users by added them to thefiles” / et ¢/ passwd' and "/ et ¢/ shadow . In NT the
Security Accounts Manager (SAM) is used to add local accounts to a given workstation.

For network accounts, Unix uses NIS (Network Information Service, formerly called Yellow Pages or smply YP). NT usesits model of domain servers,
which islike aNIS server only much more. A user in the SAM of aprimary domain controller isregistered within that domain and has an account on any
host which subscribes to that domain.

AnNT domain server involves not only shared databases but also shared administrative policies and shared security models. A host can subscribe to one or
more domains and one domain can be associated with one another by atrust relationship. When one NT domain “trusts' another then accounts and groups
defined inthetrusted domain can be used in thetrusting domain.

The DCE (Distributed Computing Environment) can also be used to provide a seamless world-wide distributed network domain. The DCE has been ported
to both Unix and NT and requires a special login after normal login to Unix/NT.
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L ogin environment

When anew user logsin for thefirst time, he or she expects the new account to work straight away. Printing should work, programs should work and there
should be no strange error messages about files not being found or programs not existing. Most users want to start up awindow environment.

Unix is about the ability to customize. Everything in UNIX is configurable and advanced users like to play around and many create their own setups, but
there will also be alot of userswho do not want to do this. As system administrator, it is your job to make sure that everything works properly with
acceptable defaults, right from the start. Hereis a checklist for configuring a user environment

“.cshrc’
If the default shell for usersisaC shell or derivative, then you need to supply a default “read commands file for this shell. This should set a path
and aterminal type and any environment variables which your local system reguires.

“.profile’
If the default shell isaBourne-again shell likebash or ksh, then you will need to supply thisfile to set a PATH variable and terminal type and any
environment variables which your system requires.

. xsession'
Thisfile specifies what windows and window manager will be used when the X-windows system is created. It is ashell script which should begin
by setting up applications in the background (with a™ & symbol after them) and end up exec-ing awindow manager in the foreground. If the
window manager is called as a background process, the script will be able to exit immediately and userswill be logged out immediately. Some ol der
systems use an outdated file called ~ . xi ni trc¢' but thisfileisofficially obsolete. The officia way to start the X11 window system is through the
xdmprogram, which provides alogin prompt window. For some reason, many distributions of GNU/Linux seem to encourage the use of the
obsolete command st ar t x which starts the X windows system from atty-shell. The older st art x systemused the™ . xi nitrc' file, whereasxdm
uses . xsessi on' . Most GNU/Linuxes hack this so that one only needsa" . xsessi on' file.

'
Thisfile configures the default menus etc for the nmmwindow manager.
Sofvmwr !
Thisfile customizes the behaviour of the f vamwindow manager.
T fvwnRre!
Thisfile customizes the behaviour of the f vwn2 window manager.
S fvwB5rc’
Thisfile customizes the behaviour of the f vwnrd5 window manager. Thisisamock windows-95 interface.
TLtkgrc'
If you are running the TkGoodStuff toolbar as a part of f vw2 then you might like to create a default toolbar setup for users.

Controlling user resour ces

Diskspace

Disksfill up at an darming rate. Users amost never throw away files unless they haveto. If oneislucky enough to have only very experienced and
extremely friendly users on the system, then one can try asking them nicely to tidy up their files. Most administrators do not have this luxury however. Most
users never think about the trouble they might cause others by keeping lots of junk around. After all, multiuser systems and network servers are designed to
give every user the impression that they have their own private machine.

To keep hosts working it is necessary to remove files, not just add them. Quotas limit the amount of disk-space users can have access to, but this does not
solve thereal problem. Thereal problem isthat in the course of using a computer many files are created as temporary data but are never deleted afterwards.
The solution isto delete them.

Some files are temporary by definition.
For example the byproducts of compilation, * *. o' files, fileswhich can easily be regenerated from source like TeX ~ *. dvi ' files, cachefilesin
*.netscape/' loaded in by Netscape's browser program, etc.

Some files can be defined as temporary as a matter of policy.
Files which users collect for persona pleasurelike™ *. mp3' , video formats and pornography.

When a Unix program crashes, the kernel dumpsitsimageto disk in afilecaled " core' . Thesefiles crop up al over the place and have no useful purpose.
To most usersthey are just fluff on the upholstery and should be removed. A lot of free disk space can be claimed by deleting these files. Many users will
not delete them themselves however, because they do not even understand why they are there.

Disk quotas mean that users have ahard limit to the number of bytes they are allowed to use on the disk. They are an example of amore general concept
known as system accounting whereby you can control the resources used by any user, whether they be number of printed pages sent to the printer or the
number of bytes written to the disk. Disk quotas have advantages and disadvantages.

e Theadvantageisthat usersrealy cannot exceed their limits. Thereisno way around this.

e Disk quotas are very restrictive and when a user exceeds their limit they do not often understand what has happened. Usually users do not even get a
message unless they are logging in. Quotas aso prevent users from creating large temporary files which can be a problem when compiling
programs. They carry with them a system overhead, which makes everything run alittle slower.

Deciding whether to delete files automatically isa policy decision. It might be deemed totalitarian to delete files without asking. On the other hand, thisis
often the only way to ever clear anything up. Many userswill be happy if they do not have to think about the problem themselves, however one hasto be
careful never to delete file which cannot be regenerated or re-acquired if necessary.

A useful strategy isto delete files oneis not sure about only if they have not be accessed for acertain period of time, say aweek. Thisalows usersto use
filesfreely aslong as they need to, but prevents them from keeping the files around for ever. Cfengine can be used to perform this task, See section Using
cfengine For example:

control:

actionsequence = ( tidy )
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#

# 3 days mninmum renmenber weekends

#

tidy
hone pattern=core recurse=inf age=0
hone pattern=a.out recurse=inf age=3
hone pattern=*% recurse=i nf age=3
hone pattern=*~ recurse=i nf age=3
hone pattern=*.o0 recurse=i nf age=1
hone pattern=*.aux recurse=inf age=3
hone pattern=*.np3 recurse=i nf age=14
hone/ Deskt op/ Tr ash pattern=* recurse=i nf age=14
hone/ . net scape/ cache pattern=* recurse=i nf age=0

Killing old processes

Cfengine can also be used to clean up old processes. Processes sometimes do not get terminated when they should. There are several reasons for this.
Sometimes users forget to log out, sometimes poorly written terminal software does not properly kill its processes when a user logs out. Sometimes
background programs simply crash or go into loops from which they never return. One way to clean up processesin awork environment isto look for user
processes which have run for more than aday. (Note that the assumption here isthat everyone is supposed to log out each day and then log in again the next
day--that is not always the case.) Cfengine's processes commands are used to match processes in the process table (which can be seen by running ps  ax).
Hereisan example:

control
actionsequence = ( processes )
processes:
"Jan| Feb| Mar | Apr | May| Jun| Jul | Aug| Sep| Cct | Nov| Dec"
si gnal =ki |

ncl ude=t csh

ncl ude=xt er m
ncl ude=net scape
ncl ude=ftp

ncl ude=t kr at

ncl ude=pi ne

ncl ude=irc

ncl ude=kf m

ncl ude=j ava

This rule works by noticing that, when processes are more than aday old, the date (i.e. the name of the month) appears in the process listing. Thusto find
processes which are more than aday old we only need to search for any line containing the name of a month and then pick out a subset of those which
contain the strings “tcsh’, “xterm' etc. Thisis an extremely useful way of cleaning up old processes which poor terminal software leave behind, or which
forgetful users leave behind when they forget to log out. In the latter case, user security is aso protected by this clean up operation.

PART I1: PRACTICE

Practice

Network orientation
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This chapter assumes that you have a reasonably functional network already. It is about how to understand how a network works. We begin from the
per spective of someone who has just moved to a new job where the network is unfamiliar.

Thefirst step in familiarizing onesalf with acomputer network isto find out about the local domain, all the hosts connected to it and who is responsible for
what. Then one needs an overview of where the cables run and what operating systems are running.

Knowing the domain

The familiarization process begins by analysing the network and all of itsinter-relationships. It is especially important to know who is responsible for
maintaining different parts of the network. It might be you or it might be someone else. Who runs the DNS domain above yours? Who do you cdll if the
internet connection is broken? What service contracts might exist on hardware, what upgrade possibilities are there on software? What system isin use for
making backups? How does one obtain a backup should the need arise? In short, it is essential to know where to begin in solving any problem which might
arises, and who to cdll if the responsibility for a problem lies with someone else.

After these organizationa points, one needs an overview of the hosts. A host list can probably be obtained from the DNS using ns| ookup. If there are Unix
systems, one can start by logging onto each machine and using the uname command to find out what OS is being used:

nexus% unane -a
SunCS nexus 5.5 Generic sundm
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bor g% unane -a
Li nux borg 1.3.62 #2 Mn Feb 12 11:06: 19 MET 1996 i 586

Thistells usthat host nexus isa SunOS kernel version 5.5 (colloquially known as Solaris 2.5) system with a sundm series processor, and that host bor g is
aGNU/Linux system kernel version 1.3.62.

If theuname command doesn't exist, you know that your operating system is an old dinosaur from BSD 4.3 days and you will have to find out what it is by
different means. Try the following commands: ar ch and mach.

o How much memory does a host have? (Most systems print this when they boot. Sometimes the information can be coaxed out of the system in
other ways.) What disks and other devices are in use?

Usel ocat e andfi nd and whi ch and wher ei s to find important directories and software. How is the software layed out?

What binary directoriesexist?” /usr' , /usr/bin' ?

Where are the important files? For example, isyour filesystem tablecalled /et c/ fstab' ," /et c/ vistab', /et c/ checklist' etc.. or something
else?

e Do Unix systems have a C compiler and a C++ compiler installed? Thisis often needed for installing software.

Using nslookup

ns| ookup isaprogram for querying the Domain Name Service (DNS). The name service provides amapping or relationship between internet numbers and
internet names, and contains useful information about domains: both your own and others. The first thing you need to know is your domain name. Thisis
the suffix part of the internet names for your network. For instance, our domain at Oslo College, Faculty of Engineering has the domainname

“iu. hioslo.no' . Hostsin thisdomain have nameslike ™ host nane. i u. hi osl 0. no' .

If you don't know your DNS domain name, you can probably find out by looking at thefile"/ et ¢/ resol v. conf ' . For instance:

borg% nore /etc/resol v. conf
domai n iu. hioslo.no
nameserver 128.39.89. 10
nameserver 158. 36.85. 10
nameserver 129.241.1.99

Most UNIX systems have acommand called domai nnane. This prints the name of the local Network Information Service (NIS) domain which is not the
same thing as the DN'S domainname (though, in practice, most people would use the same name for both). Do not confuse the output of this command with
the DNS domain name.

Once you know your domainname, you can find out the hosts which are registered in your domain by running the program ns! ookup, or the name service
lookup program. Type the command and you should see something like this:

bor g% nsl ookup

Default Server: nexus.iu. hioslo.no
Address: 128.39.89. 10

>

ns| ookup aways prints the name and the address of the server from which it obtains itsinformation. Then you get anew prompt * >' at which you can type
commands. Typing hel p provides you with alist of commands which ns| ookup supports.

hostname/I P lookup

Type the name of a host or internet (1P) address and nsl ookup returns the equivaent trandation. Example:

dax% nsl ookup
Default Server: nexus.iu. hioslo.no
Address: 128.39.89. 10

> \WWW. ghu. or g

Server: nexus.iu.hioslo.no
Address: 128.39.89. 10
Nare: WWW. ghu. or g
Address: 206.126. 32. 23

> 128.39.89. 238

Server: nexus.iu. hioslo.no

Address: 128.39.89.10

Nane: dax. i u. hi osl 0. no

Address: 128.39. 89. 238
In this example we look up the internet address of the host called ww. gnu. or g and the name of the host which hasinternet address 128. 39. 89. 238. In
both cases the default server isthe name server nexus. i u. hi osl 0. no which hasinternet address 128. 39. 89. 10.

Note that the default server isthefirst server listed in thefile / et ¢/ resol v. conf' which answers for queries when you start nsl ookup.

Special information
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The Domain name service identified certain specia hosts which perform services like the name service itself and mail-handlers (called mail exchangers).
These servers are identified by special records so that people outside of a given domain can find out about them. After all, the mail servicein one domain
needs to know how to send mail to a neighbouring domain. It also needs to know how to find out the names and addresses of hosts for which it does not
keep information personally.

We can usensl ookup to extract thisinformation by setting the *query type' of arequest. For instance, to find out about the mail exchangersin a domain we
write

> set g=nx
> domain name

For example

> set g=nx

> hiosl 0. no

Server: nexus.iu.hioslo.no
Address: 128.39.89. 10

Non-aut horitative answer:
hi osl 0. no preference = 0, mail exchanger = sanson. hioslo.no

Aut horitative answers can be found from

hi osl 0. no naneserver = sanson. hi osl 0. no
hi osl 0. no naneserver = aun.uninett.no
sanson. hi osl 0. no internet address = 158. 36.85. 10

aun. uninett.no internet address = 129.241.1.99

Here we see that the only mail server for hi osl 0. no iSsanmson. hi osl 0. no.

Another example, isto abtain information about the nameserversin adomain. Thiswill alow usto find out information about hosts which is not contained
in our local database See section Listing hosts belonging to a domain. To get this, we set the query-typeto " ns' .

> set g=ns

> hiosl 0. no

Server: nexus.iu.hioslo.no
Address: 128.39.89. 10

Non- aut horitative answer:
hi osl 0. no naneserver
hi osl 0. no naneserver

aun. uni nett. no
sanson. hi osl 0. no

Aut horitative answers can be found from

aun. uninett.no internet address = 129.241.1.99

sanson. hi osl 0. no internet address = 158. 36.85. 10
>

Here we see that there are two authoritative nameservers for thisdomain called aun. uni net t . no and sanson. hi osl o. no.

Finaly, if we set the query type to “any', we get asummary of al thisinformation.

Listing hosts belonging to a domain

To list every registered internet address and hostname for a given domain you use thel s command inside nsl ookup. For instance

> |s iu. hioslo.no
[ nexus. i u. hi osl 0. no]j

i u. hioslo.no. server = sanson. osl 0. uninett.no
i u. hioslo.no. server = nexus.iu.hioslo.no
i u. hioslo.no. server = sanson. hi osl 0. no
pc6l- 74 128.39.74.61
pc59- 74 128. 39.74.59
pc59- 75 128. 39. 75. 59
pcl96- 73 128. 39. 73.196
etc...

First the nameservers are listed and then the host names and corresponding | P addresses are listed.

If you try to look up hostsin adomain for which your default name server has no information, you will get an error message. For example, suppose we try
to list the names of the hosts in the domain over ours:

> |'s hioslo.no

[ nexus. i u. hi osl 0. no]j
*** Can't list domain hioslo.no: Query refused
>

This does not mean that you cannot find out information about other domains, only that you cannot find out information about other domains from your
default server See section Changing to a different server.

Changing to a different server
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If you know the name of a server which contains authoritative information for adomain, you can tell nsl ookup to use that server instead. That way you can
list the hosts in aremote domain and find out detailed information about that domain, See section Listing hosts belonging to adomain. You always get
more information from an authoritative server than you do froma remote server.  To change the server you simply type

> server new-server

or

> | server new-server

Thereisasubtle difference between these two commands. If you use the first command to change the server to another host which is not running ananed
daemon (the DNS daemon), you will find yourself in a situation where you can no longer lookup hostnames or | P addresses because the host you have
specified is not aserver. In this case, you can use the second form which always uses the default (the first) server to look up the names you use. Thisisonly
relevant if you use internet names on the command line and not | P addresses (which are always recognized).

We can use thisnow to list al of the data for aremote domain. First we change server; then oncethisis donewe usel s to list the names.

> server sanson. hi osl 0. no
Default Server: sanson. hioslo.no
Address: 158. 36. 85. 10

> |s hioslo.no
(listing ..)

Another advantage with using the server which is directly responsible for the DNS deta, is that we obtain extra information about the domain, namely a
contact address for the person responsible for administrating the domain. For example:

> server sanson. hiosl 0. no
Default Server: sanson. hioslo.no
Address: 158. 36. 85. 10

> hiosl 0. no
Server: sanson. hiosl 0. no
Address: 158. 36. 85. 10

hi osl 0. no naneserver = aun.uninett.no

hi osl 0. no preference = 0, mail exchanger = sanson. hioslo. no
hi osl 0. no naneserver = sanson. hi osl 0. no

hi osl 0. no

origin = sanson. hiosl 0. no
mai | addr = post nast er. sanson. hi osl 0. no
serial = 1996120503

refresh = 3600 (1 hour)
retry = 900 (15 m ns)
expire = 604800 (7 days)
mninumttl = 86400 (1 day)
hi osl 0. no naneserver = aun.uninett.no
hi osl 0. no naneserver = sanson. hi osl 0. no
aun. uninett.no internet address = 129.241.1.99
sanson. hi osl 0. no internet address = 158. 36.85. 10

Thisis probably more information than you are interested in, but it doestell you that you can address queries and problems concerning this domain to
post mast er @anson. hi osl 0. no. (Note that DNS does not use the @ symbol for “at' in these data.)

Contacting other domains

Sometimes you will need to contact other domains, perhaps because you believe there is a problem with their system, or perhaps because an unpleasant user
from another domain is being a nuisance and you want to ask the administrators there to put that person to along and painful death. Y ou now know how to
obtain one contact address using ns| ookup. Another good bet is to mail the one address which every domain must have: postmaster@domain . Any domain
which does not define this mail address deservesto have its wires cut(4).

Various unofficial standards also encourage sites to have the following mail addresses which you might try:

webmast er
WA

ftp

abuse
info
security
host mast er

Apart from these sources, thereislittle one can do to determine who is responsible for adomain. A limited number of domainsin the USA register with
another network database service called thewhois service. In some casesit is possible to obtain information this way. For example:

whoi s nmoneywor | d. com

Fi nanci al Connections, |nc ( MONEYWORLD- DOV
2508 5th Ave, #104
Seattle, WA 98121

Donai n Nane: MONEYWORLD. COM
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Admi ni strative Contact, Technical Contact, Zone Contact:
Wllianms, Bob (BW47) willie@/ONEYWORLD. COM
206 269 0846

Record | ast updated on 13-Cct-96.
Record created on 26-Cct-95.

Domai n servers in |listed order:

NSH. WORLDHELP. NET 206. 81. 217. 6
NSS. MONEYWORLD. COM 205.227.174.9

The InterNI C Registration Services Host contains ONLY Internet Info
(Networ ks, ASN s, Dommins, and POC s).
Pl ease use the whois server at nic.ddn.m| for MLNET |Infornation.

NVRAM settings

Some hosts come with a basic *monitor’ panel which isa ROM based program which can be used to set the configuration of Non Volatile RAM variables
even before the system has booted up atrue operating system. Y ou should probably familiarize yourself with the kinds of variables which can be set in
NVRAM for your system, if any. These could control basic choices about how your machine works, like which network interface isto be used: thick
ethernet or twisted pair, etc. On a PC system running GNU/Linux, this corresponds to the BIOS settings.

On solaris hosts there is a program called eepr omwhich can be used to set valuesin NVRAM.

Har dwar e awar eness

To be asystem administrator one does not usually need to know very much about hardware, but it is very useful to have a basic appreciation of how to install
hardware and how to trest it. If you do not feel comfortable handling hardware, then don't do it!

Read instructions
When dedling with hardware, always ook for and read instructionsin a manual. Do not assume that you know what you are doing. Instructions
aretherefor areason.

Interfaces and connectors
Hardware is often connected to an interface or connector. Make sure that you have the correct kind of cable. Modem cablesin particular can damage
your computer or modem if they are incorrectly wired. Some computers supply power to certain pins which can damage equipment which does not
expect to find a power supply coming across the cable. Network interfaces are often built in. Some interfaces are for thin ethernet, some for thick
ethernet and others are for twisted pair connectors. If your computer has the wrong type of interface, you will need to buy atransceiver which
convertsthe signal and connection to the right type.

Handling components
Modern day CMOS chipswork at low voltages (typically 5 volts). Standing on the floor with insulating shoes, you can pick up a static electric
charge of several thousand volts. Such a charge can instantly destroy computer chips. Before touching any computer components, earth yourself by
touching the metal casing of the computer. If you are installing equipment inside a computer, wear a conductive wrist strap.

Disks Themost common disk types are IDE (integrated drive electronics) and SCSI (small computer software interface). IDE disks are usualy cheaper
than SCSI disks, but SCSI disks are more efficient at handling multiple accesses, and are therefore better in multitasking systems. SCS| comesin
severd varieties, SCSI 1, SCSI 2, wide SCSI, fast-wide etc etc. The difference has to do with the width of the data-bus and the number of disks
which can be attached to each controller. Each disk has its own address (or number) which must be set by changing a setting on the disk-cabinet or
by changing jumper settings inside the cabinet. Disk chains must be terminated with a proper terminating connector.

Memory
Memory chips are sold on small circuit boards called SIMMs. These SIMMs are sold in different sizes and with different speeds. Y our computer
has a number of dots where SIMMs can be installed. When buying and installing RAM, remember @itemize @bullet @item The physical size of
SIMMsisimportant. Most have 72 pins and some older SIMMs have 30 pins. @item SIMMs are sold in IMB, 4MB, 16MB, 64MB sizes etc.
Find out what size you can use in your system. In most cases you are not allowed to mix different sizes. @item Do not buy dower RAM than that
which is recommended for your computer, or it will not work. @item On some computers you need fill up RAM dlotsin aparticular order,
otherwise the system will not be able to find them. @end itemize

Physical network issues

There are two common styles of network:

Thin ethernet
In the thin ethernet scheme, hosts are chained together by stretches of cable. Each host taps into the main cable at suitable locations. The ends of the
cable must be terminated by a 50-ohm resistance. Any break in the cable disables the cable, potentially for al machines. Finding cable breaks
requires specia tools. Most signal |osses are caused through ignorance by users who break the cable integrity. Thin ethernet cable lengths are
limited to 30m per segment (between machines) but signal amplifiers (called repeaters) or signal splitters (called multi-port repeaters) can be used to
increase this length. A maximum of three repeaters can be used. A total maximum length of 300m cannot be exceeded. To make alonger network,
one needs to join to separate networks together by arouter or repeater.

Sar net/twisted pair (xBaseT)
This scheme isfar less susceptible to cable problems. Each twisted pair (ISDN) telephone style socket is connected by an independent cableto a
central HUB. A twisted pair network uses a cable directly from computer to HUB, so the cable is automatically terminated. A connection board is
used to wire each computer into a HUB which acts as an exchange, routing packets internally between the legs of the star.

Other network devicesinclude bridges which are small-scale routers which separate two segments of a network. Bridges do no forward packets which do
not need to cross the bridge, so they may be used to isolate busy segments of a network, thereby reducing traffic in another segment.

See the pictures at
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http://ww. i u. hi osl 0. no/ ~mar k/ sysadni pi ct ur es. ht n
Using cfengine

@hrule @vskip 0.3cm

Many of the routine maintenance jobs you are required to do to keep your system running smoothly can be automated by a configuration robot called
cfengine. Cfengine, or the configuration-engine, can set up your system from scratch and can watch over the system as time goes on, reporting about and
even fixing errors.

What is cfengine?

System maintenance involves alot of jobs which are repetitive and menial. There are half a dozen languages and tools for writing programs which will
automatically check the state of your system and perform alimited amount of routine maintenance automatically. Cfengine is one such tool which has
acquired wide acceptance on the net. It isavery high level language (much higher level than shell or Perl) and arobot for interpreting your programs and
implementing them. Cfengineisageneral tool for structuring, organizing and maintaining information system on a network. Because it is general, it does not
try to solve every little problem you might come across, instead it provides you with aframework for solving al problemsin a consistent and organized way.
Cfengine's strength is that it encourages organization and consistency of practice--also that it may easily be combined with other languages.

Cfengineis about (i) defining the way you want all hosts on your network to be set up (configured), (i) writing thisin asingle “program’ which is read by
every host on the network, (iii) running this program on every host in order to check and possibly fix the setup of the host. Cfengine programs make it easy
to specify genera rulesfor large groups of host and special rules for exceptional hosts. Here is a summary of cfengine's capabilities.

Check and configure the network interface on network hosts.

Edit textfiles for the system or for all users.

Make and maintain symbolic links, including multiple links from a single command.
Check and set the permissions and ownership of files.

Tidy (delete) junk fileswhich clutter the system.

Systematic, automated (static) mounting of NFS filesystems.

Checking for the presence or absence of important files and filesystems.

Controlled execution of user scripts and shell commands.

Process management.

By automating these procedures, you will save alot of time and irritation, and make yourself available to do more interesting work.

A cfengine program is probably not like other programming languages you are used to. It is more like a Makefile. Instead of using low-level logic, it uses
high-level classesto make decisions. Actionsto be carried out are not written in the order in which they are to be carried out, but listed in bulk. The order in
which commands are executed is specified in aspecia list called the action-sequence . A cfengine program is afree-format text file, usualy called

> cf engi ne. conf' and consisting of declarations of the form.

action-type:
classes::

list of actions

The action type tells cfengine what the commands which follow do. The action type can be from the following list.

bi nservers
br oadcast
contro

copy

defaul troute
directories
di sabl e
editfiles
files
groups
honeservers
ignore

i mport

i nks

mai | server
m scnount s
nount abl es
processes
required
resol ve
shel | commands
tidy
unnount

Y ou may run cfengine scripts/programs as often as you like. Each time you run a script, the engine determines whether anything needs to be done -- if
nothing needs to be done, nothing is done! If you use it to monitor and configure your entire network from a central file-base, then the natural thing isto run
cfengine daily with the help of cr on.

Cfengine configurations can save you an enormous amount of time by freeing you from repetitive tasks. Finally you run your system chauffeur driven with
your own programmable dog. Totally excellent.
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The simplest way to use cfengine

The simplest cfengine configuration you can have consists of a control section and a shellcommands section, in which you collect together scripts and
programs which should run on different hosts or host-types. Cfengine allows you to collect them all together in one file and label them in such away that the
right programs will be run on the right machines.
control
domain = ( mydomain )
actionsequence = ( shell commands )
shel | coomands:
# Al GNU Li nux nachines

linux::
"/ usr/bin/updat edb"

# Just one host
nyhost : :
"/bin/echo H there"

While this script does not make use of cfengine's specid features, it shows you how you can control many machines from asingle file. Cfengine reads the
samefile on every host and picks out only the commands which apply.

A simplefile for one host

Although cfengineis designed to organize al hosts on a network, you can also useit just on a single stand-alone host. In this case you don't need to know
about classifying commands.

Let'swriteasimple file for checking the setup of your system. Here are some key points:

e Every cfenginemust haveacont r ol : section with anact i onsequence list, which tellsit what to do, and in which order.
e You need to declare basic information about the way your system is set up. Try to keep thissimple.

#! /usr/ | ocal / gnu/ bi n/ cf engi ne -f

#
# Sinple cfengine configuration file
#
control
actionsequence = ( checktinmezone netconfig resolve files shell commands )
domai n = ( iu.hioslo.no)
net mask = ( 255.255.255.0)
timezone = ( MET)
br oadcast
ones
defaul troute
cadel er 30- gw
resol ve
#
# Add these nane servers to the /etc/resolv.conf file
#

128.39.89.10 # nexus
158. 36.85.10 # sanson. hi osl 0. no
129.241.1.99

files:

/ etc/ passwd node=644 owner =r oot acti on=fi xal
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shel | commands:
Wednesday| | Sunday:

"/usr/1ocal/bin/DoBackupScript"

A filefor multiple hosts

If you want to have just asingle file which describes all the hosts on your network, then you need to tell cfengine which commands are intended for which
hosts. Having to mention every host explicitly would be a tedious business. Usually though, we are trying to make hosts on a network basically the same as
one another so we can make generic rules which cover many hosts at atime. Nonetheless there will still be afew obvious differences which need to be
accounted for.

For example, the Solaris operating system is quite different from the GNU/Linux operating system, so some ruleswill apply to al hosts which run Solaris,
whereas others will only apply to GNU/Linux. Cfengine uses classes like sol ari s:: andl i nux: : tolabel commands which apply only to these systems.

We might also want to make other differences, based not on operating system differences but on groups of hosts belonging to certain people, or with a
specia significance. We can therefore create classes using groups of hosts.

Classes

Theidea of classesis central to the operation of cfengine. Saying that cfengineis “class oriented' means that it doesn't make decisionsusingi f ...t hen...el se
constructions the way other languages do, but only carries out an action if the host running the program isin the same class as the action itself. To
understand what this means, imagine sorting through alist of all the hosts at your site. Imagine also that you are looking for the class of hosts which
belong to the computing department, which run GNU/Linux operating system and which have yellow spots! To figure out whether a particular host satisfies
all of these criteriayou first delete dl of the hosts which are not GNU/Linux, then you delete all of the remaining ones which don't belong to the computing
department, then you delete all the remaining ones which don't have yellow spots. If you are on the remaining list, then you are in the class of all
computer-science-Linux-yellow-spotted hosts and you can carry out the action.

Cfengine worksin this way, narrowing things down by asking if ahost isin several classes at the same time. Although some information (like the kind of
operating system you are running) can be obtained directly, clearly, to make this work we need to have lists of which hosts belong to the computer
department and which ones have yellow spots.

So how does thiswork in a cfengine program? A program or configuration script consists of a set of declarations for what we refer to asactions which are
to be carried out only for certain classes of host. Any host can execute a particular program, but only certain action are extracted -- namely those which refer
to that particular host. This happens automatically because cfengine builds up alist of the classesto which it belongs asit goes along, so it avoids having to
make many decisions over and over again.

By defining classes which classify the hosts on your network in some easy to understand way, you can make a single action apply to many hostsin one go
-- i.e. just the hosts you need. Y ou can make generic rules for specific type of operating system, you can group together clusters of workstations according
to who will be using them and you can paint yellow spots on them -- what ever works for you.

A cfengineaction lookslikethis:

action-type :
compound-class : :
declaration

A single class can be one of severa things:

The name of an operating system architecture e.g. ul tri x, sun4 etc. Thisisreferred to henceforth asahard class .
The (unqualified) name of a particular host. If your system returns afully qualified domain name for your host, cfengine truncatesit so asto
unqualify the name.

The name of a user-defined group of hosts.

A day of theweek (intheform Monday Tuesday Wednesday. . ).

An hour of theday (in the form Hr00, HrO1 ... Hr23).

Minutes in the hour (in the form Min00, Minl17 ... Min45).

A five minute interval in the hour (in the form Min00_05, Min05_10 ... Min55_00)

A day of the month (in the form Day1 ... Day31).

A month (in the form January, February, ... December).

A year (intheform Yr1997, Yr2001).

An arbitrary user-defined string.

A compound class is a sequence of simple classes connected by dots or “pipe’ symbols (vertical bars). For example:

nycl ass. sun4. Monday:

sund|ul trix|osf::

A compound class evaluates to “tru€' if all of theindividual classes are separately true, thusin the above example the actions which follow
conpound_cl ass: : areonly carried out if the host concerned isin nycl ass, is of type sun4 and the day is Monday! In the second example, the host

parsing the file must be either of typesun4 or ultrix or osf.Inother words, compound classes support two operators: AND and OR, written™." and
| respectively. Cfengine doesn't care how many of these operators you use (since it skips over blank class names), so you could write either
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solaris|irix:
or
solaris||irix::

depending on your taste. On the other hand, the order in which cfengine evaluates AND and OR operationsdoes matter, and the rule isthat AND takes
priority over OR, sothat * . binds classes together tightly and all AND operations are evaluated before ORing the final results together. Thisis the usual
behaviour in programming languages. Y ou can use round parentheses in cfengine classes to override these preferences.

Cfengine allows you to define switch on and off dummy classes so that you can use them to select certain subsets of action. In particular, note that by
defining your own classes, using them to make compound rules of thistype, and then switching them on and off, you can a so switch on and off the
corresponding actions in a controlled way. The command line options - D and - N can be used for this purpose.

A logical NOT operator has been added to allow you to exclude certain specific hostsin amore flexible way. Thelogical NOT operator is(asin C and
C++) 1" . For instance, the following example would alow al hosts except for nyhost :

action :
I'nyhost : :
command
and similarly, so allow all hostsin a user-defined group nygr oup, except  for speci al host , you would write
action :
nygroup. ! nyhost : :
command

which reads “mygroup AND NOT myhost'. The NOT operator can also be combined with OR. For instance

classl | ! class2

would select hosts which were either in class 1, or those which were not in class 2.

Finally, there is anumber of reserved classes. The following are hard classes for various operating system architectures. They do not need to be defined
because each host knows what operating system it is running. Thus the appropriate one of these will always be defined on each host. Similarly the day of the
week is clearly not open to definition, unless you are running cfengine from outer space. The reserved classes are:

ultrix, sun4, sun3, hpux, hpux10, aix, solaris, osf, irix4, irix, irix64
freebsd, netbsd, openbsd, bsd4_3, newsos, solarisx86, aos
next st ep, bsdos, |inux, debian, cray, unix_sv, GiU

If these classes are not sufficient to distinguish the hosts on your network, cfengine provides more specific classes which contain the name and release of the
operating system. To find out what these look like for your systems you can run cfengine in “parse-only-verbose' mode:

cfengine -p -v

and these will be displayed. For example, solaris 2.4 systems generate the additional classessunos_5_4 and sunos_sun4m sunos_sun4m 5_4.

Cfengine uses both the unqualified and fully host names as classes. Some sites and operating systems use fully qualified names for their hosts. i.e. unanme

- n returnsto full domain qualified hostname. This spoils the class matching algorithms for cfengine, so cfengine automatically truncates names which
contain adot "." at thefirst "." it encounters. If your hostnames contain dots (which do not refer to adomain name, then cfengine will be confused. The moral

is: don't have dots in your host names! NOTE: in order to ensure that the fully qualified name of the host becomes a class you must define the domain
variable. Thedotsin this string will be replaced by underscores.

In summary, the operator ordering in cfengine classesis as follows:
*()'  Parentheses override everything.

NN The NOT operator binds tightest.

: The AND operator binds more tightly than OR.

B OR is the weakest operator.

We may now label actions by these classesto restrict their scope:

editfiles:
sol aris:
{ /etc/notd

Prependl f NoSuchLine "Plan 9 was a better novie and a better OS!'"
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Ri val s:
{ /etc/notd

AppendlI f NoSuchLi ne "Your rpc.spray is so |ast nonth"

Seriously_Uncool _Losers:
{ /etc/notd

Appendl f NoSuchLi ne "Pl ease keep your finger commands to yoursel f!"

Actions or commands which work under a class operator likesol ari s: : are only executed on hosts which belong to the given class. Thisisthe way one
makes decisionsin cfengine: by class assignment rather than by i . . t hen. . el se clauses.

Using cfengine as a front end for cron

One of cfengine's strengthsisits use of classes to identify systems from asinglefile or set of files. Many administrators think that it would be niceif the
cron daemon also worked in this way. One possible way of setting up cron from aglobal configuration would be to use the cfengineedi t i | es facility to
edit each cron file separately. A much better way isto use cfengine'stime classes to work like auser interface for cron. Thisallowsyou to have asingle,
central cfengine file which contains all the cron jobs on your system without losing any of the fine control which cron affords you. All of the usual
advantages apply:

e |tiseasierto keep track of what cron jobs are running on the system when you have everything in one place.
e You canuseal of your carefully crafted groups and user-defined classes to identify which host should run which programs.

The central idea behind this schemeisto set up aregular cron job on every system which executes cfengine at frequent intervals. Each time cfengineis
started, it evaluates time classes and executes the shell commands defined in its configuration file. In thisway we use cfengine as awrapper for the cron
scripts, so that we can use cfengine's classes to control jobs for multiple hosts. Cfengine's time classes are at least as powerful ascr on'stime specification
possibilities, so this does not restrict you in any way. The only priceisthe overhead of parsing the cfengine configuration file.

To be more concrete, imagine installing the following ~ cr ont ab' file onto every host on your network:

#

# dobal Cron file

#

0, 15,30,45 * * * * [usr/local/cfengine/inputs/run-cfengine

Thisfile contains just asingle cron job, namely a script which calls cfengine. Here we are assuming that you will not want to execute any cron script more
often than every fifteen minutes. If thisistoo restrictive, the above can be changed. We refer to the time interval between runs of the script * r un- cf engi ne
asthe “scheduling interval' and discuss itsimplications in more detail below.

The script” run- cf engi ne' would replaceany * cfdaily' or " cf hourly' scriptswhich you might have, and can as smple asthis

#!'/ bi n/ sh
#
# Script run-cfengine

export CFlI NPUTS=/usr /| ocal / cf engi ne/inputs
/usr/ 1 ocal / gnu/ bi n/ cf engi ne
#

# Should we pipe mail to a special user?
#

or it could be more fancy. Y ou could also usethe ™ cf wrap' script, if you have perl on al your systems, to pipe mail to the mail address described in the
cfenginefile.

#

# G obal Cron file

#

0, 15, 30,45 * * * * path /cfwap path /run-cfengine

Y ou might not want to run your entire system configuration * cf engi ne. conf ' every time cron fires up cfengine. An dternative would be to keep a separate
filefor cronjobscalled, say, * cf . cron' . You would then replace the " r un- cf engi ne' file by

#!'/ bi n/ sh

#

# Script run-cfengine

export CFlI NPUTS=/usr /| ocal / cf engi ne/inputs

/usr/local /gnu/ bin/cfengine -f cf.cron

#

# Should we pipe mail to a special user?
#
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Thereisno particular advantage to doing this unless you are running cfengine on some very slow hardware. A better way to approach the problem isto think

of the" cf. cron' file asamodule which can beimported into the main configuration file. This gives you the maximum amount of flexibility, since it allows
you to decide exactly what you want to happen any any given time from the central file.

Building flexible time classes

Each time cfengine isrun, it reads the system clock and defines the following classes based on the time and date:

Yrxx ::
The current year, e.g.~ Yr 1997' ,” Yr2001' . Thisclassis probably not useful very often, but it might help you to turn on the new-year lights, or
shine up your systems for the new millennium!

Month : :
The current month can be used for defining very long term variations in the system configuration, e.g. * January' ,” February' . These classes
could be used to determine when students have their summer vacation, for instance, in order to perform extratidying, or to specialy maintain some
administrative policy for the duration of a conference.

Day :: Theday of the week may be used asaclass, eg. * Monday' ,” Sunday' .

Dayxx ::

A day in the month (date) may be used to single out by date, e.g. the first day of each month defines" Day1' , the 21t~ Day21' etc.
Hr xx ::

An hour of the day, in 24-hour clock notation: * Hr 00" ..." Hr 23" .
M nxx ::

The precise minute awhich cfengine was started: * M n0' ...~ M n59' . Thisis probably not useful alone, but these values may be combined to define
arbitrary intervals of time.

M nxx _Xxx ::
Thefive-minute interval in the hour at which cfengine was executed, intheform™ M n0_5',” M n5_10' .. M n55_0" .

Time classes based on the precise minute at which cfengine started are unlikely to be useful, since it isimprobable that you will want to ask cron to run
cfengine every single minute of every day: there would be no time for anything to complete before it was started again. Moreover, many things could
conspire to delay the precise time at which cfengine were started. The real purpose in being able to detect the precise start time is to define composite classes
which refer to arbitrary intervals of time. To do this, we use the gr oup or cl asses action to create an aias for agroup of time values. Here are some cregtive
examples:

cl asses: # synonym gr oups:

LunchAndTeaBreaks = ( H 12 H 10 Hr 15 )

Ni ght Shi ft = ( H22 H23 HO00 H 01 H 02 H 03 H 04 H 05 Hr 06 )
Conf er enceDays = ( Day26 Day27 Day29 Day30 )

QuarterHours = ( Mn00 Mnl15 M n30 M n45 )

Ti meSlices =( Mn01 Mn02 Mn03 Mn33 Mn34 M n35)

In these examples, the left hand sides of the assignments are effectively the OR-ed result of the right hand side. Thisif any classesin the parentheses are
defined, the left hand side class will become defined. This provides an excellent and readable way of pinpointing intervals of time within a program, without
havingtouse™|' and"."' operatorseverywhere.

Choosing a scheduling interval

How often should you call your global cron script? There are several things to think about:

e How much fine control do you need? Running cron jobs once each hour is usually enough for most tasks, but you might need to exercise finer
control for afew special tasks.

e Areyou going to run the entire cfengine configuration file or a special light-weight file?

e System latency. How long will it take to load, parse and run the cfengine script?

Cfengine has an intelligent locking and timeout policy which should be sufficient to handle hanging shell commands from previous crons so that no overlap
can take place.

General guidelinesfor using cfengine

Setting up a network configuration takes along time. Even with atool like cfengine, you will be changing things all the time. The main strength of cfengine
isthat it allows you to make changes without losing sight of what you have done. Here are some tips to bear in mind while putting together your
configuration.

e Get hold of the cfengine manual and read it. See http://www.iu.hiodo.no/cfengine

e Start writing your configuration from the earliest stages of setting up your network. A configuration file takes along time to develop and it is best to
doalittleat atime.

e Addtoyour filealittle at atime so that you always understand and remember what is in your configuration.

e Begin with network services and configuration, then add file checking and symbolic links. Uset i dy and di sabl e only when you know that
cfengineisworking the way it should.

e Avoid mounting filesystems from host A onto host B and filesystems from host B onto host A. This can lead to NFS deadlocks.

e |f you arethinking of linking fileslikethe "/ et c/ passwd' file to another disk where you keep al of your site data-- don't! When a host boots, it
normally has access only to the root file system (no other disks), so if you link acritical file to disk which isn't available booting will fail and you
might have to reinstall the system! Do not expect all disks to be mounted during the whole boot process.

We do not have the space in this introduction to go into cfengine in great detail. Y ou should look at the manual yoursdlf if you find yourself in charge of a
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network.

Key systems and services

@hrule @vskip 0.3cm

Summoning daemons

Network services are run by daemons. Once you have done the deed of configuring a network service, See section Installing anew service, by editing some
textfiles and chanting some dark rites and maybe sacrificing afew doughnuts, you reach the point where you have to actualy start the daemon in order to see
the fruits of those labours. There are two ways to start network daemons:

o When the system boots, by adding an appropriate shellcommand to one of the system's startup scripts. When you use this method, the daemon
hangs around in the background all the time waiting for connections.

o Ondemand: that is, only when a network request arrives. Y ou usethei net d daemon to monitor requests for your new service and it startsthe
daemon to handle requests on a one-off basis. Not all services should be started in thisway. Y ou should normally follow the guidelinesin the
documentation for the service that you are running

The behaviour of unix systems at boot-time is very far from being standard. Older unix systems use a series of scriptscalled */ et ¢/ rc** (short for “read
commands). On such system one normally findsafilecaled/etc/rc. 1 ocal * whereitispossibleto add your own commands. Newer unix varieties use
aprogram caledi ni t and aseries of run-levelsto control what happens when the machine boots, See section Booting unix.

System 5 init

The SVR4 version of thei ni t program is attaining some popularity and is used by several GNU/Linux distributions, such as Debian and Redhat. Theidea
with this program isto start the system in one of anumber of run-levels. Runs levels decide how many services will be started when the system boots. The
minimum level of operation is single user mode, or run level °s. Full operation is usualy runlevel 2 or 3, depending on the system you are using. (NB: be
sure to check this!) When entering arun level, init looksin adirectory called "/ et ¢/ rc?. d' and executes scriptsin this directory. For instance, if we are
entering run-level 2, init would look in the directory * / et ¢/ rc2. d* and execute scripts lying there in order to start necessary servicesfor thisrun-level. All
you have to do to add a new serviceisto make anew file here which conformsto init's simple rules. Thefilesin these directories are usually labelled
according to the following pattern:

Snumber - function
Knumber - function

Files beginning with S are for starting services and files beginning with K are for killing them again when the system is halted. The number is used to
determine the order in which the scripts are read. It does not matter if two scripts have the same number. Finally the function tells us what the script does.

Each script is supposed to accept a single argument, the word “start' or the word “stop'. Let's consider an example of how we might start the ht t pd daemon
using init. Hereis achecklist:

1. Determine the correct run-level for the service. Let us supposethat it isrun level 2.
2. Choose an unused filename, say * S99http' .
3. Create a script accepting asingle argument:
#!/bin/ sh
case $1 in
start) /usr/local/bin/httpd -d /usr/local/lib/httpd ;
stop) kill “cat /usr/local/lib/httpd/logs/httpd.pid ;;
*) echo Syntax error starting http
esac

The advantage of this system is that software packages can be added and removed transparently just by adding or removing afile. No special editing is
required asisthe case for BSD unix.

BSD init

The BSD stylei ni t program israther smple. It starts executing a shell script called " / et ¢/ r ¢' which then generally calls other child-scripts. These scripts
start important daemons and configure the system.

To add your own local modifications, you have to edit thefile /et c/rc. 1 ocal * . ThisisaBourne shell script.

The BSD approach has asimpler structure than the system 5 inittab directories, but it is harder to manipulate package-wise.

inetd configuration

Theinternet daemon is aservice demultiplexer . In English, that meansthat it is adaemon which listens on the network for messagesto several services
simultaneously. When it receives a message intended for a specific port, it starts the relevant daemon to handle the request just long enough to handle one
request. i net d saves the system some resources by starting daemons only when they are required, rather than having the clutter up the processtable al the
time.

The format thisfile can differ dlightly on older systems. The best way to gleaning its format isto look at the entrieswhich are already there. Hereisa

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999 Principles of system administration Page: 40

common example for the format.

#

# Service|type| protocol | wait|user|daenon-fil el command |ine

#

# NB wu-ftpd needs -a now

#

ftp streamtcp nowait root /usr/sbin/in.ftpd inftpd -a
telnet streamtcp nowait root /usr/sbin/in.tel netd in telnetd

finger streamtcp nowait nobody /local/etc/in.fingerd in.fingerd
cfinger streamtcp nowait nobody /local/etc/in.cfingerd in.cfingerd

Thefirst column isthe name of the service from "/ et ¢/ ser vi ces' . The next column isthe type of connection (stream or dgram or tli), then comes the
protocol type (tcp/udp etc). The wait column indicates whether the service isto be single or multithreaded, i.e. whether new requests should wait for an
existing request to complete or whether a new daemon should be started in parallel. Thelast two columns contain the location of the program which should
handle the request and the actual command line (including options) which should be executed.

To add anew service, you haveto edit thefile™ 7 et c/i net d. conf' and then send thei net d process the HUP signal. To do this, you find the processid:
ps aux | grep inetd

Then you type:

kill -HUP process-id

TCP wrapper security

One of the problemswith i net d isthat it accepts connections from any host and passes them to to services registered in its configuration file without
question. In todays network climate thisis adangerous step and it is usually desirable to limit the availability of certain services. For instance, services which
are purely local (like RPC) should never be left open so that outside users could try to exploit them. In short, services should only be made available to those
who need them. If they are left open to those who do not need them, you invite attacks on your system.

TCP wrappersis asolution to this problem. In short it gives you the possibility of adding Access Control Lists (ACLS) to your network services.
TCP wrapper expectsto find daemonsin a specia directory.

# hosts. al | ow

in fingerd: .iu.hioslo.no .hioslo.no LOCAL
in.cfingerd: .iu.hioslo.no LOCAL

sendmai | : ALL

cfd: .iu.hioslo.no LOCAL

in.rlogin: ALL

in telnetd: ALL

sshd: ALL

sshdf wd- X11: .iu. hioslo.no

All other services are denied access:

ALL: ALL

Planning for an efficient network

The efficiency of your network can be improved greatly by planning carefully how you run networks services particularly NFS, NIS and DNS. Y ou should
think about:

Which hosts should have disks and which host(s) should be the NFS disk server.

Separate users home directories over several disks and keep problem disk-users on a partition for themselves, away from honest users.

Which services will you provide. Which hosts should be servers and for which services?

Y ou will need abinary server (for software) for each operating system type you maintain, since a Sun machine cannot run software compiled on a
GNU/Linux host etc.

e Do you want to centralize your services on one host, or distribute them across many? The first possibility is easier to administrate, but the second
might be more efficient and less prone to host crashes.

Try not to create disk-deadl ocks whereby host A needs to mount host B and host B needs to mount host A.

Will one server be enough? Do you need a backup server?

Normally you want to use your most powerful system as the server, but perhaps you want to reserve this for running some especially heavy
software, and use aless powerful host as server.

Setting up a nameser ver

File structure

The Domain Name Service (DNS) isthat internet service which converts fully qualified hostnames (FQHN) like nexus. i u. hi osl o. no into | P addresses
like128. 39. 89. 10 and vice versa. A FQHN always includes the full name of the host and the domain in which isit registered. The service consists of a
database for your local domain together with adaemon named or i n. named which handles lookups in the database.

Recently, the BIND software has been rewritten to solve a number of pressing problems. The resulting version is called BIND 8. Most vendor releases do
not incorporate this new BIND as of 1998, but you would do well to get the bind software and install it yourself, if you intend running a nameserver.

Since the mapping of (even fully qualified) hostnames to | P addresses is not one-to-one (a host can have severa aliases and network interfaces), the DNS
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database needs information about conversion both from FQHN to IP address and the other way around. To set up a primary name server, you will need to
complete the following checklist.

e Makeadirectory in your site-dependent files (don't mix it up with your OSfiles) called * dns' or “ named' and changeto this directory.

e Make subdirectories” pz' and " sz' for primary and secondary data. We shall only be using the primary data at this stage. Secondary dataare
cached files from a different primary nameserver, which act as mirror for backup purposes.

e Find out your domain name (let's supposed it's called domain.country ) and cregte afile" pz/ domain.country ' . We shall worry about its
contents shortly. Thisfile will contain data for converting names into addresses.

e Find out your network numbers and create files for them. The domaini u. hi osl o. no, for instance, has four networks: 128. 39. 89. 0,

128. 39. 73. 0,128. 39. 74. 0 and 128. 38. 75. 0. DNS does not use the trailing zero for the network addresses, so create files ™ pz/ 128. 39. 89",

“pz/128.39. 73' €ic., onefor each network. These fileswill contain data for converting addresses into “canonical’ names, or officia hostnames (as

opposed to aliases). We shall call the network files™ pz/ network *

Create afile for theloopback network (everyone needs one of these) * pz/ 127. 0. 0'

Create acachefile™ named. cache' which will contain the names of the Internet's primary (root) name servers.

(Old BIND v 4.x) Cresate aboot configuration file for the name-service daemon * naned. boot ' . We shall later link thisfileto " / et ¢/ named. boot *

where the daemon expectsto find it. We place it here, however, so that it doesn't get lost or destroyed if we should choose to upgrade the operating

system.

o (New BIND v 8.x) Create aconfiguration file* named. conf ' . We shdl later link thisfileto " / et ¢/ named. conf' where the daemon expectsto
find it. We place it here, however, so that it doesn't get lost or destroyed if we should choose to upgrade the operating system.

e Link the boot/conf filetothe™ /et ¢c' directory, so that it appearsto be at the location * / et ¢/ named. boot ' . Start the name-service daemon by
typingi n. naned.

At this stage you should have the following directory structure in your site dependent files.

Nanes Exanpl e
named/named . boot naned/ naned. boot (ol d Bl ND)
named/named.conf naned/ naned. conf (new Bl ND)
named/named.cache named/ named. cache
named/pz/domain.country naned/ pz/i u. hi osl 0. no
named/pz/network naned/ pz/ 128. 39. 73

naned/ pz/ 128. 39. 74
naned/ pz/ 128. 39. 75
naned/ pz/ 128. 39. 89

The DNStables also tell E-mail services how to deliver mail. Y ou will need to have a so-called “mail-exchanger' record in the DNS tables in order to tell
E-mail which host handles E-mail for the domain. An entry of the form

domain-name MX priority mailhost

tells E-mail servicesthat mail sent to name @lomain-name should be routed to the host mailhost . For instance,

iu.hioslo.no. MX 10 nexus

tells our server that mail addresses of the form name @ u. hi osl o. no should be handled by host nexus. The priority number 10 is chosen at random.
Several records can be added with backup serversif the first server does not respond.

Mail records are also possible on a per-host basis. If you want mail sent to host xxx handled by host Yy, you would add a record,

XXX MX 10 YYY

Thiswould mean that mail sent to name @XX.domain-name would be handled by YYY. For instance, name @xXX. i u. hi osl 0. no would be handled by
@YY.iu. hioslo.no

~Sample named.boot* for BIND v 4.x

The boot file tells the name-service daemon which files provide information for which networks. The syntax of thisfile is somewhat bizarre and has its roots
in history. It begins with the name of the directory in which you have chosen to store your data. Next it contains aline telling the daemon the name of the
cachefile. Finally we list all primary and secondary domains and networks. In our case we have only primary data, no mirrored data from other servers.
Sufficeit to say that the network addresses have to be written backwards for reverse lookup (i.e. IP addressto FQHN resolution) and the string

i n-addr . ar pa is appended(5). Hereis an example file from the primary server at i u. hi osl o. no.

: Boot file for primary nane server

; Note that there should be one primary entry for each SOA record

: type domai n source file or host

airectory /usr/local/iuldns ; running directory for naned

; cache (mandatory). Needed to "prine" nane server with startup info so it
; can reach the root nane servers

cache . naned. cache

; Primary and secondary nane/ address zone files follow
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primry 0.0.127.in-addr. arpa
primry 73.39.128.in-addr. arpa
primry 74.39.128.in-addr. arpa
primry 75.39.128.in-addr. arpa
primry 89. 39.128. i n-addr. ar pa
primry 121. 39.128.i n-addr. ar pa
primry iu.hioslo.no

Principles of system administration

pz/127.0.0
pz/128.39.73
pz/128.39. 74
pz/128.39. 75
pz/128. 39. 89
pz/128. 39. 121
pz/iu. hioslo.no

Note that comments are written after a semi-colon in DNSfiles.

Sample ~named.conf" for BIND v 8.x

If you are going to use the new BIND software (recommended if you run a nameserver) then you need to replace the * naned. boot * filewith anew format
filecalled " named. conf' . Theinformation contained in thisfile isthe same asthat for * named. boot ', but many more options can be set in the new file,
particularly in connection with logging. Hereis atrandation of the above " naned. boot ' fileinto the new format:

options

directory "/local/iu/dns"
check-nanes master ignore
check- nanmes response ignore
check- nanes sl ave warn

naned- xfer "/local/iu/bind/bin"; /* Location of daenon */

fake-iquery no; /* security */
notify yes
zone "."
{
type hint
file "naned.cache"
b

11

/1 Primary and secondary nane/ address zone files follow.

/1
zone "0.0.127.in-addr. arpa"

type master
file "pz/127.0.0"

zone "73.39.128.in-addr. arpa"”

type naster
file "pz/128.39.73";

zone "74.39.128.in-addr. arpa"

type naster
file "pz/128.39.74"

zone "75.39.128.in-addr. arpa"

type naster
file "pz/128.39.75";

zone "89.39.128.in-addr. arpa"”

type naster
file "pz/128.39.89";

zone "iu. hioslo.no

type master
file "pz/iu.hioslo.no"

/1 dns.iu.hioslo.no server options
server 192.16.202.11

transfer-format many-answers

| oggi ng
channel adm n_st uff

file "/local/iu/logs/adm n" versions

7
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severity debug;
print-tinme yes;
print-category yes;
print-severity yes;

channel xfers

file "/local/iul/logs/xfer" versions 7;
severity debug;

print-tinme yes;

print-category yes;

print-severity yes;

channel updates

file "/local/iul/logs/updates" versions 10;
severity debug;

print-tinme yes;

print-category yes;

print-severity yes;

channel security

file "/local/iul/logs/security" versions 7;
severity debug;

print-tinme yes;

print-category yes;

print-severity yes;

category config

adm n_stuff;

category parser

adm n_stuff;

category update

updat es;

category | oad

updat es;

category security

security;

category xfer-in

xfers;

cat egory xfer-out

xfers;

category db

updat es;

category | ane-servers

nul | ;

b
cat egory cnane
nul | ;

}s
}s

Sample ~named.cache*"
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Thedatain the cache file can be retrieved by anonymous ftp from the most illustrious repository of internet information ni c. ddn. ni | . Thelist of internet
root servers (which bind together al internet domains) arelisted in afilecalled * neti nf o/ r oot - servers. t xt* Theretrieved data have to be written in the

following form

; Fromnic.ddn.ml's netinfo/root-servers.txt

A. ROOT- SERVERS.
B. ROOT- SERVERS.
C. ROOT- SERVERS.
D. ROOT- SERVERS.
E. ROOT- SERVERS.
F. ROOT- SERVERS.
G. ROOT- SERVERS.
H. ROOT- SERVERS.
| . ROOT- SERVERS.

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

999999
999999
999999
999999
999999
999999
999999
999999
999999

z2z2zzzz2zz2zzZ22

999999
999999
999999
999999
999999
999999
999999
999999
999999

z2z2zzzz2zz2zzZ2z2

Sample ~pz/domain.country *

The main domain file contains data identifying the I P addresses of hostsin your domain, it defines possible aliases for those names and it also identifies
specia servers such as mail-exchangers which mail-relay programs use to learn where to send electronic mail to your domain.

666666666

>>>>>>>>>

Principles of system administration

as of Decenber 96 (mark)

A. ROOT- SERVERS. NET.

B. ROOT- SERVERS. NET.

C. ROOT- SERVERS. NET.

D. ROOT- SERVERS. NET.

E. ROOT- SERVERS. NET.

F. ROOT- SERVERS. NET.

G. ROOT- SERVERS. NET.

H. ROOT- SERVERS. NET.

| . ROOT- SERVERS. NET.
198.41.0.4
128.9.0. 107
192.33.4.12
128.8.10. 90
192. 203. 230. 10
192.5.5.241
192.112.36. 4
128.63.2.53

192. 36. 148. 17

Page: 44

Each host has acanonical name or CNAME which isits official name. One may then define any number of aliases to this canonical name. For instance, it

is common to create aliases to hosts which provide well known services, like ww. domai n. count ry andft p. domai n. count ry So that no one needs to
remember a special host name in order to access these servicesin your domain. Here is an abbreviated examplefile. There are several kind of records here

SOA  Indicates authority for thisdomain (referredtoas” @).

NS Lists anameserver for this domain.
MX Listsamail exchanger for this domain (with priority).
A Create an A record, i.e. define the canonical name of ahost with agiven |P address.

CNAME Associate an aliaswith a canonical name.
H NFO Host information.

$ORI G N i u. hiosl o.no

@ IN
;. Nane servers:
IN
IN
IN
; Mail exchangers
@ MX
; Domai n data
HI NFO
W CNAME
ftp CNAMVE
mai | host CNAMVE
; Router
ca30- gw A
A
A
HI NFO
iu-gw CNAMVE
| ocal host A
;89 net
nexus A

; @is an alias for this

SOA nexus. i u. hi osl 0. no
(
1996111300 ; Seri al nunber
3600 ;. Refresh, 1 hr
600 ; Retry, 10 min
604800 ; Expire 1 week
86400 ; M ninmum TTL, 1 day

)

666

10 nexus

Sun4 Sol ari s

2

nexus ; aliases

nexus
nexus

128.39.89.1
128.39.73.129
158. 36. 84. 18
Ci sco-4700
ca30- gw

127.0.0.1

128. 39. 89. 10

108
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t hi st| edown
voyager
nost r ono
daystrom
borg

dax

axi s

;73 net
pc78-73

pc79-73
pc80- 73

Principles of system administration

128. 39. 89. 233
128. 39. 89. 234
128. 39. 89. 235
128. 39. 89. 236
128. 39. 89. 237
128. 39. 89. 238
128. 39. 89. 239

>>>>>>>

128.39.73.78
128.39.73.79
128.39.73.80

>>>

Sample ~pz/network *

The network files are responsible for producing afully qualified domain name given an | P address. Thisis accomplished with so-called PTR records. The

reverse lookup-file looks like this:

$ORI G N 89. 39. 128. i n- addr. ar pa.

; Nane servers:

; A ue records:

N SOA nexus. i u. hi osl 0. no. drift.nexus.iu.hioslo.no.

(

1996111300 ; Seri al nunber
3600 ;. Refresh, 1 hr

600 ; Retry, 10 min
604800 ; Expire 1 week
86400 ) ; Mnimum TTL, 1 day

nexus. i u. hi osl 0. no.
sanson. hi osl 0. no.
sanson. osl 0. uni nett. no.

zzz
666

; Mail exchangers:

Donmai n dat a:

1 PTR
4 PTR
5 PTR
6 PTR
7 PTR
8 PTR
9 PTR
10 PTR
11 PTR
12 PTR
15 PTR
38 PTR
41 PTR

Note carefully how the names end with afull-stop. If you forget this, the name server appends the domain name to the end, resulting in something like

ca30-gw. i u. hi osl 0. no.
charon. i u. hi osl o. no.

I ore.iu. hioslo.no.

baj or. i u. hi osl 0. no.

gal ron.iu. hiosl 0. no.
ds9. i u. hi osl 0. no.

nova. i u. hi osl o. no.
nexus. i u. hi osl o. no.
pc.iu. hioslo.no.
pc-georgm i u. hi osl 0. no.
pc-hil deh.iu. hiosl o. no.
pc-torejo.iu. hioslo.no.
pc-steinarj.iu. hioslo.no.

lore.iu. hioslo.no.iu.hioslo.no.

Sample “pz/127.0.0"

; Zone file for

$ORIG N 0. 0. 127.
@ IN

d ue

(none needed,

Domai n dat a

e e

.0.127.i n-addr.
.0.127.i n-addr.

[eNe]

"l ocal host" entry.

| N- ADDR. ARPA.
SOA nexus. i u. hi osl 0. no. drift.nexus. hioslo.no. (
1995070300 ; Seri al nunber
3600 ;. Refresh
300 ; Retry
3600000 ; Expire
14400 ) ; M ninum
NS nexus. i u. hi osl 0. no.

no nane servers in this donmain)

IN PTR | ocal host.
arpa. | N NS nexus.iu.hioslo.no.
arpa | N NS sanson. hi osl 0. no.

1.0.0.127.in-addr.arpa. |IN PTR | ocal host.
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Getting and compiling BIND v 8.x

The new BIND software can be collected from the Internet Software Consortium * ww. i sc. or g' . This software contains everything you need to build
replacement name-daemon software and ns! ookup. It also allows you to build resolver libraries for system lookup. Unless you really know what you are
doing, | don't recommend replacing the resolver libraries on systems with shared-libraries (Solaris, for instance). If you are running Solaris 2.6 or better, you
can make do without these. The most important element is the name server daemon naned.

Hereisabrief checklist for building and installing the nameserver:

o Make anew directory somewhere, called " bi nd' . Collect the gzipped tar file from the WWW site above. The tar file unpacksinto a sub-directory
cdled src', sinceit ispart of alarger tree of code, so make sure that you unpack in afresh directory.

e Decide on adirectory where the compiled code will reside. For instance "/ si t e/ host / bi nd' .

e Youwill needtober oot in order to follow the build procedure. (Silly!)

e Change directory to the sources and follow the instructions there:

host# cd src

host# make DST=/site/host/bind SRC="pwd" |inks
host# cd /site/host/bind

host # make cl ean

host # nake depend

host # nake

e Theinstallation requires that you have byacc installed on your system. If you do not have this, you need to edit one of the Makefiles and replace it
with yacc or bison. Note that, if you use bison, you should use the command bi son -y -d for compatibility. Once the sources are build, you can
move them to a permanent location. For instance

host# nv bi n/ naned/ naned /| ocal / shi n/ naned

and so on for the other programs. Remember to set appropriate permissions on the files. None of them need to be setuid root! Remember to set the
correct path to the compiled xfer-daemon in the file ™ naned. conf' . Remove any startup code you have on the system for older naned versions.
Add code to start up the new daemon.

Setting up a WWW server

The World Wide Web (or W3) service is mediated by the http-daemon. There are several publicly available daemons which mediate the WWW service.
Thistext is based on the freely available Apache daemon which iswidely regarded as the best and most up-to-date. you can get it from

http://ww. apache. org

At the practical level, the web service is just another daemon which you have to start on some server. To start a WWW service you need some html-files
containing web data and a server which is configured with the filenames and locations of these data. Y ou then need to set some configuration files which tell
the daemon where to find the web pages it will be publishing, and to tell it what you do not  want it to tell the outside world. The security of your system
depends on which files and directories outsiders should have accessto. It is up to you to decide this. Here is your checklist:

e Create adirectory in your site-dependent files called * www , where you will keep your web pages. In particular you will need your master file
“www' i ndex. ht m ' which isthe root of your web site.

e Createadirectory in your site dependent filescalled " ht t pd' where the web server program will beingtalled. Thisis collected as a package, so you
should keep the files together in this directory. Unpack thefilesinto this directory.

e Editthefile httpd/ conf/access. conf' with your favourite text editor. Set up the directories to point to your data, See section Sample
access. conf' file

e Editthefile httpd/ conf/srm conf' and set the pathsto point to your data, See section > srm conf ' file This can also be used to specify any
specia error handling, such as customized error pages.

The samplefilesfor in which the root files for WWW are attached to a special user called “www'. The daemon will run with the accessrights of this user for
all operations. The UserDir directive tells the daemon that all users' personal WWW pages will be kept in a subdirectory of their home directories called
“www'. Thus using this arrangement (user wwwy, with subdir www) the DocumentRoot for the main WWW pages becomes

(hone) / ww/ i ndex. ht m

which, using the file scheme /site/host/contents  becomes

/sitel server/ww ww i ndex. ht ni

Having installed the WWW server, you might want to provide a connection with a database engine, such as an MSQL database. Thisis covered briefly in the
last section.

Sample ~access.conf*" file

# access.conf: G obal access configuration
# Online docs at http://ww. apache. org/

<Directory /local/site/httpd/cgi-bin>
Options | ndexes Fol | owSynii nks

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999 Principles of system administration

</Directory>

<Directory /sitelserver/home/ ww/ ww>
Options | ndexes Fol |l owSynii nks | ncl udes
</Directory>

<Directory /sitelserver/home/ ww ww cgi - bi n-public>
Options | ndexes Fol |l owSynii nks | ncl udes

Al l owOverride All

<Limt GET>

order all ow, deny

allow fromall

</Limt>

</Directory>

“srm.conf" file

#

HitH

## srmconf -- Apache HTTP server configuration file

#i#

# Wth this docunent, you define the name space that users see of your http
# server. This file also defines server settings which affect how requests are
# serviced, and how results should be formatted.

# See the tutorials at http://ww. apache.org/ for

# nmore information.

# Originally by Rob McCool ; Adapted for Apache

# Docunent Root: The directory out of which you will serve your

# docunments. By default, all requests are taken fromthis directory,

# synbolic links and aliases may be used to point to other |ocations.

Docunent Root /i u/ nexus/ ua/ ww/ ww

but

# UserDir: The nanme of the directory which is appended onto a user's hone

# directory if a ~user request is recieved.

UserDir ww

# Directorylndex: Nanme of the file or files to use as a pre-witten HTM

# directory index. Separate nultiple entries with spaces.

Di rectoryl ndex index. htm

# Fancyl ndexing is whether you want fancy directory indexing or standard

Fancyl ndexi ng on

# Addlcon tells the server which icon to show for different files or filenane

# extensions

Addl conByEncodi ng (CMP, /i cons/ conpressed. gi f) x-conpress x-gzip

Addl conByType (TXT,/icons/text.gif) text/*
Addl conByType (I MG /icons/image2.gif) imagel*
Addl conByType (SND, /i cons/sound2.gif) audio/*
Addl conByType (VID,/icons/ novie.gif) videol*

Addl con /icons/binary.gif .bin .exe

Addl con /i cons/ bi nhex. gif .hgx

Addl con /icons/tar.gif .tar

Addl con /icons/world2.gif .wl .wl.gz .vrml .vrm.iv
Addl con /icons/conpressed.gif .Z .z .tgz .gz .zip
Addl con /icons/a.gif .ps .ai .eps

Addl con /icons/layout.gif .html .shtnml .htm.pdf
Addl con /icons/text.gif .txt

Addl con /icons/c.gif .c

Addl con /icons/p.gif .pl .py

Addlcon /icons/f.gif .for

Addl con /icons/dvi.gif .dvi

Addl con /icons/uuencoded. gi f .uu

Addl con /icons/script.gif .conf .sh .shar .csh .ksh
Addl con /icons/tex.gif .tex

Addl con /icons/bonb. gif core

Addl con /icons/back.gif ..

Addl con /icons/ hand.right.gif README
Addl con /icons/fol der.gif ~"DI RECTORY "
Addl con /icons/ bl ank. gi f ~“BLANKI CON**

# Defaultlcon is which icon to show for files which do not have an icon

# explicitly set.
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Def aul t1 con /i cons/unknown. gi f

AddDescription allows you to place a short description after a file in
server - generat ed i ndexes.
Format : AddDescri ption "description" filenane

ReadneNane is the nane of the README file the server will |ook for by
default. Format: ReadneNane nane

The server will first look for name.htm, include it if found, and it wll
then l ook for name and include it as plaintext if found.

Header Nane is the nane of a file which should be prepended to
directory indexes.

HHFHHHHHR H* HH

ReadneNane READVE
Header Nane HEADER

# Indexlgnore is a set of filenames which directory indexing should ignore
# Format: |ndexlgnore nanel nane2...

| ndex| gnore .??* *~ *# HEADER* README* RCS

# AccessFil eNanme: The nanme of the file to look for in each directory
# for access control information.

AccessFi | eNane . htaccess

# Defaul t Type is the default M ME type for docunments which the server
# cannot find the type of fromfil enane extensions.

Def aul t Type text/plain

# AddEncoding all ows you to have certain browsers (Msaic/X 2.1+) unconpress
# information on the fly. Note: Not all browsers support this.

AddEncodi ng x-conpress Z
AddEncodi ng x-gzip gz

AddLanguage all ows you to specify the | anguage of a docunent. You can
then use content negotiation to give a browser a file in a | anguage
it can understand. Note that the suffix does not have to be the sanme
as the | anguage keyword -- those wi th docunents in Polish (whose

net - st andard | anguage code is pl) may wi sh to use "AddLanguage pl .po
to avoid the anbiguity with the common suffix for perl scripts.

HHHHHHH

AddLanguage en .en
AddLanguage fr .fr
AddLanguage de .de
AddLanguage da .da
AddLanguage el .el
AddLanguage it .it

# LanguagePriority allows you to give precedence to sone |anguages
# in case of a tie during content negotiation.
# Just list the languages in decreasing order of preference.

LanguagePriority en fr de

Redirect allows you to tell clients about docunents which used to exist in
your server's nanespace, but do not anynore. This allows you to tell the
clients where to l ook for the rel ocated docunent.

Format: Redirect fakenane url

Ali as fakenane real nane

#
#
#
#
# Aliases: Add here as many aliases as you need (with no limt). The format is
#
# Note that if you include a trailing / on fakenane then the server will

# require it to be present in the URL. So "/icons" isn't aliased in this

# exanpl e.

Alias /icons/ /local/iulsharel/apache/icons/

# ScriptAlias: This controls which directories contain server scripts.
# Format: ScriptAlias fakenane real nane

ScriptAlias /cgi-bin/ /sitelserver/home/ ww ww cgi - bi n-public/

If you want to use server side includes, or CAd outside
ScriptAliased directories, uncoment the follow ng |ines.

#
#
# AddType allows you to tweak mine.types without actually editing it, or to
# make certain files to be certain types.

# Format: AddType type/ subtype extl

#

#

For exanpl e, the PHP3 nodul e (not part of the Apache distribution)
will typically use:
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AddType application/x-httpd-php3 . phtni
AddType application/ x- httpd-php3-source .phps
AddType application/ x-httpd-php3 . php3 . php

AddHandl er allows you to map certain file extensions to "handlers",

#
#
# or added with the Action command (see bel ow)
# Format: AddHandl er action-nane extl

# To use CA scripts:

#AddHandl er cgi-script .cgi

# To use server-parsed HTM. files
AddType text/html .shtnl
AddHandl er server-parsed .shtnl

# Uncomment the following line to enable Apache's send-asis HITP file
# feature

#AddHandl er send-as-is asis

# If you wish to use server-parsed i magemap files, use
AddHandl er imap-file map

# To enabl e type maps, you might want to use
#AddHandl er type-map var

# Action lets you define nedia types that will execute a script whenever
# a matching file is called. This elimnates the need for repeated URL
# pathnanmes for oft-used CA file processors.

# Format: Action nedial/type /cgi-script/location

# Format: Action handl er-nanme /cgi-script/location
#
#
#

MetaDir: specifies the nane of the directory in which Apache can find
neta information files. These files contain additional HTTP headers
to include when sending the docunent

#MetaDir . web

# MetaSuffix: specifies the file name suffix for the file containing the
# meta information.

#MetaSuffix .neta

# Custom zabl e error response (Apache style)
# these cone in three flavors

#

# 1) plain text

#Error Docunent 500 "The server made a boo boo.
# n.b. the (") marks it as text, it does not get output
#

# 2) local redirects

#Err or Docunent 404 / m ssing. htnl

# toredirect to local url /mssing.htnl
#Err or Docunent 404 /cgi - bi n/ m ssi ng_handl er. pl

# n.b. can redirect to a script or a docunment using server-side-includes.

#

# 3) external redirects

#Error Docunent 402 http://sone. ot her _server.com subscription_info.htnl
#

Err or Docunent 404 /400. ht m
Error Docunent 401 /400. ht m
Er r or Docunent 500 /500. ht m

# mod_m me_magic allows the server to use various hints fromthe file itself

# to determine its type.
#M meMagi cFil e /1 ocal /iuletc/apache/ magi c

# The followi ng directives disable keepalives and HTTP header flushes.
# The first directive disables it for Netscape 2.x and browsers which
# spoof it. There are known problens with these.

# The second directive is for Mcrosoft Internet Explorer 4.0b2

# which has a broken HTTP/ 1.1 inplenentation and does not properly

# support keepalive when it is used on 301 or 302 (redirect) responses.
Browser Mat ch " Mzill a/ 2" nokeepalive

Browser Mat ch "MSI E 4. 0b2; " nokeepal i ve downgrade-1.0 force-response-1.0

# The following directive disables HTTP/ 1.1 responses to browsers which
# are in violation of the HTTP/ 1.0 spec by not being able to grok a
# basic 1.1 response.

Browser Mat ch " Real Pl ayer 4.0" force-response-1.0
Browser Mat ch "Java/ 1. 0" force-response-1.0
Browser Mat ch "JDK/ 1. 0" force-response-1.0
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ScriptAlias /cgi-bin-public /iu/nexus/ua/ www ww/ cgi-bin-public
# More script aliases here...

Notice that thisfile can be used to create customized error messages, tailored to your own special environment, perhaps with personal logo etc. The
Er r or Docunent directive isused for this. It traps error numbers and maps them to special pages. For example, to map to a standard local filein the root of
the server's pages one would add

Er r or Docunent 500 /errorpage. ht m
Error Docunent 401 /errorpage. ht m
Err or Docunent 402 /errorpage. ht m

Perl script for generating script aliases

A convenient way of generating script aliases for all usersisto write ashort Perl script which rewritesthe™ srm conf ' file by looking through the password
file and adding an entry for every user. In addition, ageneral cgi-bin directory is often desirable, where it is possible to place scripts which anyone can use.
In the example below we call thisaliascgi - bi n- publ i ¢. Each user hasa script alias called cgi - bi n- username .

#! /1 ocal / bi n/ per|

#

# Build script aliases frompassword file
#

# Path to the srmconf file

"/l ocal / httpd/ conf/srmconf";
"/local/iullib/apache/srmconf";

$srnconf
$srnbase

open (QUT,">$srntonf") || die;
open (BASE,"$srm') || die;
whi | e (<BASE>) # Copy base file to output

print OUT $_;

cl ose (BASE);

set pwent () ;

whil e (($nane, $pw, $ui d, $gi d, $qu, $com $ful |, $dir) = get pwent)
j# SKi p system accounts
next if ($uid < 100);
print OUT "ScriptAlias /cgi-bin-$name $dir/ww cgi-bin\n";

last if ($nanme eq "");

cl ose QUT;

“mime.types” file

Thisfiletells the server how to respond to file requests containing special data. It consists of alist of protocol names followed by alist of file extensions.
Unrecognized files are displayed in your browser as text/ascii files. If you see graphicsfiles (like vrml files) displayed as text, then you need to add aline
here to inform the server about the existence of such files. Hereis a brief excerpt:

vi deo/ npeg npeg npg npe
vi deo/ qui ckti me gt nov

vi deo/ x- msvi deo avi

vi deo/ x- sgi - novi e novi e

x-wor | d/ x-vrm wr |

Private directories

In some cases you will want certain information to be made available to local users of your domain but not to general outside users. This can be
accomplished by usinga . ht access' fileto override the default access rights set in the server configuration files. The assumes that you have set
Al lowOverride All.

Creating adirectory that is only available from the local domain isasimple matter of creating the directory and creatinga . ht access' file owned by the
“www' user (i.e. the user running the daemon) with read permission for “www', containing the lines:

order deny, al | ow
deny from all
all ow from .local .domain
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SQL/PHP

For many sites the possibility to combine a database of information with its web pages is a powerful one. The language PHP is designed for this purpose. In
order to use PHP it has to be coupled to alocal WWW server and to a specific database. The order in which these three componentsis configured is
important. Here is an example usng MySQL, PHP and the Apache web server. Thisis a powerful and popular combination of free components.

For some of its graphical functions, PHP uses alibrary called gd. This can be obtained from http://www.boutell.com/gd/ and added with a configuration
option as secribed below.

Thefirst step isto compile the database engine. Note that the source tree has to be remain on the system, so it should be unpacked in its final location. The
other software packages expect to find the msgl server inthe directory “/ usr/ 1 ocal / nysql ' . Y ou should make a special user for the mysgl daemon so that
it does not need to run asroot.

cd /usr/loca
tar zxf nysqgl-xxx.tar.gz

cd /1 ocal / mysql - xxx

configure --w th-pthread --w th-uni x-socket - pat h=/ hone/ nysqgl . socket --wi th-nysql d-user=nysqgl --prefix=/usr/local/nysq
neke

neke instal

# After check that the daenon really is started as nysql user!!!

Next it is necessary to make atemporary build of the WWW server. After thisis done, PHP can be compiled and installed. Then one must go back and
make a proper build of the WWW server. These can bekeptin®/usr/1 ocal * orinsitedependent files™ /1 ocal / si te' , asyou seefit. Again, the source
trees have to remain on the system.

cd /local/site
tar zxf apache_1.3.3.tar.gz
cd /local/sitelapache_1.3.3

./lconfigure --prefix=/local/site

cd /local/site
tar zxf php3.tar.gz

cd /1l ocal/sitel/ php3
./configure --prefix=/local/site --with-apache=/1ocal/site/apache_1.3.3 --with-nysqgl=/local/nysqgl --with-zlib --with-gd=/usr/l
neke instal

cd /local/sitelapache_1.3.3

./configure --prefix=/local/site --activate-nodul e=src/nodul es/ php3/1i bphp3. a
neke instal

There arelots of things which can go wrong with options here. These options work for building a php interpreter into the apache server. Y ou might also want
to use php as a CGl scripting language. In that case you need to build a binary separately. To do this you configure as follows:

cd /1l ocal/sitel/ php3
./configure --prefix=/local/site --with-nysqgl=/1ocal/nysql --with-zlib --with-gd=/usr/local/lib --enable-discard-path
neke instal

E-mail configuration

Nightmares on ELM street!

Electronic mail configuration is something which you do not want to change very often. Once you have aworking system, it iswell worth leaving it alone.
Configuration of E-mail is one of the most complex issues for the system administrator.

Why should it be so complex? Part of the trouble is that, in the past, there were many different kinds of networks, many different ways of connecting up to
different hosts. This made it quite a complex issue to relay messages all over the world. Today things are much simpler: most sites use the internet protocols
and mail configuration can be smplified quite alot.

If you are lucky, and you are using an operating system like GNU/Linux, then a program will automatically help you set up E-mail, but you will still need
some information about the way mail is handled at your site. There are two main models for handling electronic mail a adomain. Oneisthat every host
receives mail independently. This method is abit old-fashioned since, usualy, al users have the same password and account on all of the hosts on a network.
Hence the second method.

The second approach isto have amail “hub', or central mail processor. In thismodel, al incoming mail is diverted to the hub and all outgoing mail is sent via
the hub. With this approach, you put all of your hard work into fixing mail on the hub, and all other machines have a simple configuration to pass al mail
onto the hub.

In order for mail to be diverted to a hub, one has to arrange for the mail exchanger datain DNS to point to the hub, for every system. i.e. for every hostin
DNS one should have an MX record accompanying the A record:
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hostnane A XXX.yyy.zzX.nmm
MX  mai | hub. domai n

Without such an M X record, mail which is addressed to user@hostname.domain will be sent directly to hostname. With such arecord the mail for hostname
is sent to mailhub.domain instead. It can later be forwarded to hostname if desired using amailertable. This has several advantages: first of all it meansthat
mail configuration can be centralized, spam filtering can be performed even for dumb hosts and aliases can be expanded here without the need for a
distributed alias database like NIS. The second advantage concerns security. |f al mail isforced to pass through this hub then a secure set-up here will
prevent SNM P attacks on weaker hosts, thus this simplifies the security administration of mail also. One may concentrate most of one's effort on securing
this hub, knowing that nothing very bad will happen. A further precaution isthen to configure the site router to accept SNMP traffic only for the mailhub
sinceit is supposed to go there anyway. That way, if one forgets an MX record in DNS there will be no back-doors for would-be attackers.

In this section we shall look only at the mail agent called Berkeley sendmail . Thisisthe most up to date version of sendmail. If you are using non-free

software from a vendor, you should strongly consider collecting Berkeley sendmail from the network and compiling it in place of your vendors version.
Sendmail isvery susceptible to attack from the network, and only the Berkeley version iswell enough equipped with deal with this threat.

Collecting sendmail

Y ou can find out about sendmail and also collect the latest version from the web site.
http://ww. sendnai |l . org

Compiling and installing sendmail

Once you have unpacked the distribution, you need to run make to compile it. Before doing this, you should make sure that you have al of the libraries you
need to compile. Sendmail uses BIND and TCP-wrappers libraries. Y ou should consider searching for the latest versions of these libraries on the internet
before compiling. BIND isthe resolver library. The official placeto get BIND is™ ftp: //ftp. vi x. com pub/ bi nd/ r el ease' . Thisalso containsalibrary
|'i b44bsd. a which you should make available. Y ou can pick up the latest version of TCP wrappers from

“http://ciac.llnl.gov/ciac/Tool sUni xNet Sec. ht m ' . Many of the database |ookup features require the Berkeley ~ db' package. Y ou should get this
from™ftp://ftp.cs. berkel ey. edu/ uch/ 4bsd/ db. tar. Z' and compileit.

Hereis an example for sendmail-8.9.1:

host# cd sendmail-8.9.1

host# |I's

FAQ READ_ME cf.tar mail.local praliases src
KNOWNBUGS RELEASE_NOTES contrib mailstats rnail test
Makefile cf doc makenmap snr sh

host# cd src

host# sh nakesendnai |

Configuration: os=SunCS, rel=5.5.1, rbase=5, rroot=5.5,
arch=sun4, sfx=

Maki ng in obj.SunCs.5.5. 1. sun4

The script” makesendmai | * selects your operating system type and compiles the program. In the processiit creates a directory for the compilation. In the
example above, it creates” obj . SunCsS. 5. 5. 1. suné' .

Y ou might still have to edit the Makefile in this new directory, so do aCTRL- Cto stop the compilation and edit the file which corresponds to
*obj . SunGs. 5. 5. 1. sun4/ Makef i | ' inthe example above. Y ou will have to choose the exact Makefile based on your own operating system.

In the Makefile, you can switch on several features. The first thing you should switch off is NIS alias lookups. The best way to do alias lookupsisto use
only the Berkeley db database. That means editing out the line beginning DBMDEF= asin the example below. Use of NIS, NIS+ or other databasesis not
recommended for several reasons. The main reason isthat it not required as long as mail passes through a central hub, which is a good approach to mail
configuration for small to medium sized sites.

Y ou must also decide where you want your distribution to be placed. A good placeis™ / usr/ 1 ocal /mail' or /usr/local /1ib/ mail" . Creaethis
directory now and make a subdirectory " bi n' where you will keep your executablefile.

Hereis an example Makefile:

This Makefile is designed to work on the old "make" program It does
not use the obj subdirectory. It also does not install docunentation
automatically -- think of it as a quick start for sites that have the
ol d make program (I recommend that you get and port the new make if you
are going to be doing any significant work on sendmail).

@ #) Makefile.SunCS. 5.5 8.10 (Berkel ey) 4/13/97

use O=-0O (usual) or O=-g (debuggi ng)
war ni ng: do not use -Owith versions of gcc prior to 2.6

#
#
#
#
#
#
#
# This has been tested on Solaris 2.5.
#
#
#
#
#
o= -0
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CC= gce
DESTDI R = /| ocal / mai |

# define the database nmechani smused for alias |ookups:

# -DNDBM - - use new DBM
# -DNEWDB - - use new Berkel ey DB
# -DNI'S -- include NI'S support

# The really old (V7) DBMlibrary is no | onger supported.

# See READ ME for a description of how these flags interact.
#

#DBNVDEF= - DNDBM - DNI' S - DNI SPLUS

DBMDEF= - DNEVWDB

# environnment definitions (e.g., -D_AlX3)
ENVDEF= - DSOLARI S=20500

# see also conf.h for additional conpilation flags

# include directories
I NCDI RS=- 1/ usr/ sww/ i ncl ude

# library directories
LI BDI RS=-L/usr/sww/ lib -L/local/lib

# libraries required on your system

# delete -144bsd if you are not running BIND 4. 9. x

# add -ldb if you add - DNEWDB above (i n DBMDEF)

#LIBS= -lresolv -1|44bsd -1socket -Insl -Ilkstat

LI BS= -lwrap -lresolv -144bsd -1socket -lnsl -lkstat -1db

# location of sendmail binary (usually /usr/sbin or /usr/lib)
BINDI R= ${DESTDI R}/l i b

# location of sendmail.st file (usually /var/log or /usr/lib)
STDIR= ${DESTDI R}/ og

# location of sendmail.hf file (usually /usr/share/msc or /usr/lib)
HFDI R= ${DESTDI R}/ etc

When you have compiled the program successfully, the finished executable files must be installed. Store these executables in your loca files, by copying
them like this:

cp obj.SunCS.5.5. 1. sun4/sendmai | /usr/local/mail/bin/sendmail
cp obj.SunCS.5.5. 1. sun4/ makemap /usr/|ocal /mail/bin/ makemap

Y our operating system most likely expects to find the sendmail executablefilein either the™ /usr/1i b/* directory, or the™ / usr/ sbi n' directory on newer
systems. Y ou should replace the old executable in these directories by making alink to the new executable. For example:

nmv /usr/lib/sendmail /usr/lib/sendnail.org
In -s /usr/local/mail/bin/sendmail /usr/lib/sendmail

Configuring sendmail

To finish of the installation, you need to create configuration files for your mail domain. Begin by going back to the sendmail distribution and copying the
“cf ' directory to your own directory, like this:

cp -r sendmail-8.9.1/cf /usr/local/mail
Next makea™1ib' directory.
nkdir /usr/local/mil/lib

Tocreatea sendmi | . cf' file, you need to create aso-called macrofile™ / usr/ 1 ocal / mai | /1i b/ domai n. nc' . Hereis an examplefile for domain
“i u. hi osl 0. no' . You should only need to change the domain name and the OS name of your mailhost in the first trhee lines. Using thisfile you will be
able to build the sendmail configuration more or less automatically. This exampleisfor sendmail 8.9.1 for amail hub:

divert(-1)
include( /local/iu/mail/cf/mi/cf.mi")

VERSI ONI D( " $I d: nexus.nt,v 1.1 1997/04/08 08:52:28 nroot Exp nroot $')
OSTYPE( sol ari s2) dnl
DOMAI N(i u. hi osl 0. no) dnl

MASQUERADE_AS(i u. hi osl 0. no)
MASQUERADE_DOMAI N( pc. i u. hi osl 0. no)
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MASQUERADE_DOMAI N( ca30s. i u. hi osl 0. no)

FEATURE(use_cw fil e)

FEATURE(use_ct _file)

FEATURE(r edi r ect)

FEATURE(r el ay_ent i re_donai n)

FEATURE( al ways_add_donai n)

FEATURE( al | masquer ade)

FEATURE( masquer ade_envel ope)

FEATURE( domai nt abl e, “hash -o /local/iu/mail/lib/domaintable")
FEATURE( nai | ertabl e, “hash -o /local/iu/mail/lib/milertable")
FEATURE( access_db, “hash -o /local/iu/mail/lib/access_db")
FEATURE( generi cstabl e, “hash -o /local/iu/mail/lib/genericstable")
FEATURE(virtusertable, “hash -o /local/iu/mail/lib/virtusertable')

FEATURE(| ocal _procnail, /1 ocal /bi n/ procmail ")
GENERI CS_DOMAI N_FI LE(/1 ocal /iu/mail/lib/sendmail.cG
EXPOSED_USER( r oot )

define( ALIAS FILE , /local/iu/mail/lib/aliases)dnl
define( HELP_FILE , /local/iu/mail/lib/sendmail.hf)dnl
define(  STATUS FILE , /local/iu/mil/etc/sendmail.st)dnl
define(" QEEUE_ DI R, /var/spool/mueue)

define(” LOCAL_MAI LER CHARSET', i so-8859-1)dnl

define(” SMIP_MAI L_CHARSET', i so-8859-1)dnl

define(” SMIP_MAI L_MAX' , *2000000' )

def i ne(" conf MAX_MESSAGE_SI ZE', " 20000000' )

define(” conf HOST_STATUS DI RECTORY', . hoststat')

define(  conf PRI VACY_FLAGS , °authwarni ngs, noexpn, novrfy')
define( confME_ TOO, "True')

define(  conf M ME_FORMAT_ERRORS', "Fal se')

define( confTIME_ZONE' , ~MET-1METDST')

define( conf DEF_CHAR SET', "is0-8859-1")

define( confElI GHT_BI T_HANDLING , "m)

define( confCWFILE , “/local/iu/mil/lib/sendmail.cw)
define( confCT_FILE , “/local/iu/mil/lib/sendmil.ct’
define( conf USERDB_SPEC , “/local/iu/mail/lib/userdb.db")
define( conf SMTIP_MAI LER , “esntp')

define( LOCAL_SHELL_PATH , /1l ocal /iu/ mail/bin/snrsh')

MAI LER(| ocal )
MAI LER( snt p)

FEATURE(rbl) dnl vixie's black hol e database for spammers

Next create” / usr /| ocal / mai | / Makef i | e’ which will build the configuration for you:

MAKEMAP= bi n/ makemap

SENDMA| L= bi n/ sendmai |

PI DFI LE= /etc/ mail/sendmail . pid

MCFI LE= i b/ domai n. nc

ALI ASES= lib/aliases

USERDB= i b/ userdb

ACCESSDB= l'i b/ accessdb

CF_DI R= cf/

all: sendmai | . cf $(ALI ASES). db $(USERDB).db .restart

$(ALI ASES) . db: $( ALI ASES)
$( SENDMAI L) - bi

$( USERDB) . db: $( USERDB)
$( MAKEMAP) btree $(USERDB) < $( USERDB)

$( ACCESSDB) . db: $( ACCESSDB)
$( MAKEMAP) hash $( ACCESSDB) < $( ACCESSDB)

#sendmai | . cf: $(MCFILE) cf/hack/rewite_fromm
sendmai | . cf: $(MCFI LE)
mt -D CF_ DR =$(CF_DIR) cf/m4/cf.mt $(MCFILE) > sendmail.cf

.restart: sendmail.cf lib/sendmail.cw

kill -1 “head -1 $(PlIDFI LE)
touch .restart

Thisisashorter example for a system attached to amail hub, whose only function isto send the mail to the hub for processing.

divert(0)

OSTYPE( sol ari s) dnl
FEATURE(nul I cl i ent, mail host. i u. hi osl 0. no)dnl
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MASQUERADE_AS(i u. hi osl 0. no) dnl
define( MAIL_HUB' , "mail host.iu.hioslo.no")
define(” SMART_HOST', "mai | host.iu. hioslo.no")

Typing make inthe /usr/1 ocal / mai | directory should now result in aconfiguration file/ usr /1 ocal / mai | / sendmai | . cf . Y ou should wait until you
have read the next section before doing this.

Youwill needto createafile™ I i b/ sendmai | . cw which containsalist of possible machines or domains for which the sendmail program will accept mail. It
is, amongst other things, this file which allows you to send mail of the form mar k@ u. hi osl o. no, i.e. to an entire domain, without specifying a particular
machine. Thisfile should contain alist of all the valid addresses, like this:

iu.hioslo.no

mai | host . i u. hi osl 0. no
www. i u. hi osl 0. no
nexus. i u. hi osl 0. no
dax. i u. hioslo.no
borg.iu. hioslo.no

wor f . i u. hi osl 0. no
daystrom i u. hi osl 0. no
regul a.iu. hioslo.no
ferengi.iu. hioslo.no
lore.iu. hioslo.no

Finally, you will need to make the key files readable for normal users. Thereisno harm in giving everyone read accessto dl the files and directories.

Rewriting outgoing addr esses

The lib/userdb' fileand 1ib/aliases' fileareused by sendmail for resolving aiases. It is common for sitesto create mail aliasesfor all their users,
by taking the full name of each user and joining the pieces with dots. For example, user * mar k' with fullname "Mark Burgess would map to an dias
* Mar k. Bur gess'

Aliases of thiskind look nice and are user friendly to outsiders, but they do not work unless you set up the system yourself. To do this you need to create
files i b/aliases' and’lib/userdb

For each user, the * user db' file should contain aline of the form.

Mar k. Bur gess@ u. hi osl 0. no: mai | drop mar k@i | host . i u. hi osl 0. no

which tells sendmail where to deliver incoming mail which is sent to the user alias "Mark.Burgess' at the mail hub.

Outgoing messages are processed if you have aline of the form:

mar k: mai | nane Mar k. Bur gess@ u. hi osl 0. no

This means that mail messages which originate from “mark’ will be rewritten so that they look as though they orginate from “Mark.Burgess@iu.hiodo.no'.
Thisform usualy only applies to mail which originates from the local mail host, since that is the only case where your outgoing name isjust your short
user-name “mark’. Mail which is sent from other hosts to the mail-hub for outgoing processing generally produces from-information in the form
‘mark@iu.hioslo.no'. In order for thisto be rewritten, you need aline of the form aswell.

mar k@ u. hi osl 0. no: mai | nane Mar k. Bur gess@ u. hi osl 0. no

The  al i ases' fileisset up asinthe earlier section, See section Mail aliases.

smrsh

The sendmail remote shell is a security measure to prevent system crackers from executing an arbitrary program on your system. Thesnr sh program is
contained in the sendmail distribution and is configured by using the FEATURE

Spam and junk mail

Spam mail is E-mail which is sent repetetively as awould-be denial of service attack. The word comes from the Monty Python spam song sketch. Junk mail
is unwanted mail, often advertisements about financial opportunities or pornography, sometimes hoaxes. Often these two kinds of unwanted mail are lumped
together and called collectively “spam'.

Spam has become amajor problem since it is very easy to send E-mail and very hard to pick out what it useful from what is useless. There are two
approaches to the filtering of spam, both of which are needed together:

e Siterulesfor rejecting mail (ACLS).
e Private user-rulesfor rejecting mail.

The reason why both of these is needed is that what one user wants to reject, another user might be glad to receive. Users prospecting for finanica
opportunities or collecting the latest “artwork' might live for the messages which most of us get annoyed with.

Sendmail hasrulesfor filtering mail at the site level. These include the ability to deny access to connecting mailers from certain domains.

At the user level, usersof procmai | can usej unkfil ter tocreatetheir own rulesfor rejecting spam. See http://www.pobox.com/~gsutter/junkfilter/ for
details.

Policy decisions
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In order to protect your site from E-mail attacks, even ones made in innocence you might want to restrict mail by other criteria. For example, multimedia
attachments can now allow usersto sent huge files by email. Thisisavery inefficient way of sending large amounts of data and it causes problems for
mailbox storage space. A possibility isto limit the size of mail messages handled by sendmail so that mail which istoo large will be rejected with an error

message. For example, the following rules limit E-mail to approximately 20M B. Even with such alarge reject size a handful of messages per month are
rejected on the basis of thisrule.

def i ne(® SMIP_MAI L_MAX',  2000000' )
def i ne(" conf MAX_NMESSAGE_SI ZE', 20000000 )

Again, this must be apolicy decision like garbage collection of users files. It is never desirable to restrict the personal freedom of users, but it becomes a
matter of surviva. If one provides an opening, it will be exploited either through ignorance or malice.

PART I11: UNIX

Unix

Overview of Unix

@hrule @vskip 0.3cm

Useful Unix commands

Typed commands are infinitely more flexible than graphical (GUI) based programs. Y ou can tell the system what you want to do, rather than having to
search through the menus to find out whether or not you are allowed to do what you want. As a system administrator you will find most GUI programs
useless for any real tasks.

Hereisalist of commands which you will find useful during your stint as a system administrator. Always check the manual page on your local system
before trying these commands. Versions, optional and even names differ, especialy on older systems.

Whoam I?
whoam Printsyour user name.
who am i

Prints your real and effective user id, and terminal.
id GNU program which prints all your user ids and groups.

Remote logins

Thet el net command isthe most reliable way of logging onto aremote unix host. Ther | ogi n or r sh commands can be used to this effect, but they will
sometimes hang without reason, wheret el net works without problem.

Ther 1 ogi n command can be used to login without a password using the . r host s' authority file for trusted hosts and users.

Monitoring disk usage

df Display the usage of al mounted disk partitionsif no argument is given. If adirectory is named, the state of the disk partition on which the given
directory residesis displayed. On SV R4 systems the output of this command is hard to understand unlessthe " - k' option is used.

du Show disk usage on a per-file basis. The file sizes are either in kilobytes or in 512 byte blocks. The ™ - k' option forces output to bein kilobytes.
The" -s' option prevents du from outputting information about every file and yields asummary of the named directory instead.

swap -s
System 5 program to show swap space.

pstat BSD program to show swap space.

Disk backups

dunp  Raw dump of adisk partition to afile or to tape.

rdunp Same as dump, but this can be done over the network, remotely without need for physical contact with the host.

uf sdunp
Solaris/SV R4 replaces dunp with this command.

restore
Restores a disk partition from afilesystem dump.

cp -r Copy adirectory and all filesrecursively to anew location. This does not preserve symbolic links but makes multiple copies of the file instead. See
tar below.

tar A smpleway to copy an entire filesystem, preserving symbolic linksis to do the following:

cd source-dir; tar cf - . | (cd destination-dir; tar xf - )

This pipes the output directly to the new directory using the streams interface for standard 10.

M ounting filesystems

mount  Mount alocal or remote disk.
umount Unmount alocal or remote disk. Note the peculiar spelling.
showmount

Show al hosts who are mounting filesystems from this server.
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Packing and unpacking ar chives

tar cf tarfile.tar source-dir
Packs all the files and sub-directoriesin the directory source-dir into asingle “tape-archive file. If the™ - f* argument ismissing, t ar expectsto be
able to write data to a default tape-streamer device and will complain with an error message.
tar zcf tarfile .tar.gz source-dir
Same as above, but piped through gzi p to compress the data. This only workswith GNU tar.
tar xf tarfile .tar
Unpacks the contents of atar-file into the current directory.
tar zxf tarfile .tar.gz
Same as above, but pipes through gzi p to uncompress data. This only works with GNU tar.

Shared libraries
| dd Display the shared libraries used by a compiled executable file (SunOS only?).
I dconfig

Some systems require this command to be run after installing or upgrading shared libraries. It updates symbalic links to the latest version of the
library and in some cases generates a cache file of library names. Esp. GNU/Linux and SunOS prior to Solaris.

Handling binaries

strings

Thiscommand lists al of the stringsin abinary file. It is useful for finding out information which is compiled into software.
file Printsthetype of dataafile contains.
strip Remove debugging information from a compiled program. This can reduce the size of the program substantially.

Files and databases

| ocat e GNU fast-find command, part of the GNUf i nd package. Locates the names of files matching the argument string in part, by reading from a
database. See " updat edb' below.

find Locate by searching through every directory. Slow but powerful search facilities.

whi ch Locate an executable file by searching through directoriesin the PATH or pat h varigblelists.

what i s Givesaone-line summary of acommand from the manual page (see cat man).

catman -M
This program builds the apr opos or man - k “whatis databases.

updat edb
This shell script updatesthel ocat e fast-find database.

Pr ocess management

ps aux Show all processes on the system (BSD).

ps -ef Show all processes on the system (SysV).

kill  Sendasignal to the named process (pid), not necessarily to kill it. The process ID isthe one listed by the ps command. Typica optionsare ™ - HUP'
to send the hangup signal. Thisis used by many system daemonslikei net d and cr on asasignal which tells them to reread their configuration
files. Another optionis™ - 9' which isanon-ignorablekill instruction.

nice Runaprogram with a non-default scheduling priority. This exists both as a shell command and as a C-shell builtin. The two versions use different
syntax. Normal users can only reduce the priority of their processes (make them “nicer'). Only the superuser can increase the priority of a process.
The priority values differ between BSD and SysV systems. Under BSD, the nice values run from -20 (highest priority) to 19 (lowest priority) with
0 being the default. Under SysV, priorities run from 0 to 39, with 20 being the default. The C-shell builtin priorities are always from -20 to 20 for
consistency.

reni ce new-priority -p pid
Resets the scheduling priority of aprocessto anew value. The priority values used by the system (not C shell) apply here.

crontab
Modern releases of Unix use the crontab command to schedule commands or scripts which are to be run at a specified time, or at regular intervals.
Thecrontab -1 command lists currently registered jobs. Thecr ont ab - e command is used to edit the crontab file. Each user has his or her own
crontab file on every host. On older BSD systems, only root could dlter the crontab file, which wastypically asinglefile* / et ¢/ cront ab' or
“lusr/lib/crontab' containing usernames and jobs to be performed.

M ail management

Sometimes mail gets stuck and cannot be delivered for some reason. This might be because the receiving mailhost is down, or because there is insufficient
disk space to transfer the message, or many other reasons. In that case, incoming and outgoing mail gets placed in a queue which usually lies under the unix
directory "/ var/spool / mai | *,” /var/ mai | ' or oneof thesewith " /var' replaced by */usr' .

mai | g Display any messageswaiting in the mail queue. Same assendmai | - bp.
sendmail -q -v
Manualy process the mail queue in verbose mode.

Disk management

format Sun'sinteractive disk formatting and repair tool.

fsck  Thefilesystem check program. A disk doctor. This checks the consistency of the filesystem (superblock consistency etc) and repairs smple
problems.

newfs Createsanew filesystem on adisk partition, erasing any previous data. Thisis analogous to formatting a diskette.

swapon This command causes the system to begin using adisk partition or swap file for system swapping/paging. swapon - a starts swapping on all
devicesregistered in the filesystem table ™ / et ¢/ f st ab' or equivaent.

mkf i | e Creates aspecia file for swapping inside afilesystem. Thefile has afixed size, it cannot grow or shrink, or be edited directly. Normally swapping
should be to araw partition. Swapping to thiskind of fileisinefficient, but is used by (for instance) diskless clients.
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Name service lookups

nsl ookup
An interactive query program for reading domain data from the Domain Name Service (DNS/BIND)

dnsquery
A non-interactive query program for reading domain data from the Domain Name Service (DNS/BIND)

whoi s Displaysinformation about who is responsible for alimited number of domainsin the US. For example, the highly irritating domain
moneyworld.com can be found with whoi s moneywor | d. com

System statistics

i ostat Displays|/O summary from the disks at an interval of time-in-seconds .
vist at Displays virtual-memory summary info at an interval of time-in-seconds .
net st at
Show all current network socket connections.
netstat -i
Show statistics from all network interfaces.
netstat -r
Show the static routing table.
nf sst at
Show NFS statistics. The- ¢ option shows client-side data, while the - s option shows server-side data, where appropriate.

Networks

ping Sendasonar "ping' to seeif ahostisdive. The- s option sends multiple pings on some types of UNIX.

traceroute
Show the route, passing through al gateways to the named host. This command normally has to be made setuid-root in order to open the network
kernel structures. Here is an example:

traceroute to wonbat.gnu.ai.mt.edu (128.52.46.26), 30 hops max
40 byte packets

1 ca30-gw (128.39.89.1) 3 ns 1 ns 2 ns

2 hioslo-gw uninett.no (158.36.84.17) 5 nm 4 nms 5 ns
3 oslo-gw2.uninett.no (158.36.84.1) 15 ns 15 ns 19 ns
4 no-gw2.nordu.net (128.39.0.177) 43 nms 34 ns 32 ns
5 nord-gw nordu. net (192.36.148.57) 40 ns 31 ns 38 ns

6 icmgw nordu.net (192.36.148.193) 37 nms 21 ns 29 ns

7 icmuk-1-H1/0-E3.icp.net (198.67.131.41) 58 ns 57 ns

8 icmpen-1-H2/0-T3.icp.net (198.67.131.25) 162 ns 136 ns
9 icmpen-10-P4/0-0C3C.icp.net (198.67.142.69) 198 ns 134
10 bbnpl anet 1. sprintnap. net (192.157.69.51) 146 ns 297 n®
11 * nyc2-br2. bbnpl anet.net (4.0.1.25) 144 ns 120 ns®
12 nycl-brl. bbnpl anet.net (4.0.1.153) 116 ns 116 ns 123
13 canbridgel-br1l. bbnpl anet.net (4.0.1.122) 131 ns 136 n®
14 canbridgel-br 1. bbnpl anet.net (4.0.1.122) 133 ns 124 ns
15 canbridgel-crl. bbnpl anet.net (206.34.78.23) 138 ns 129
16 canbridge2-cr2. bbnpl anet.net (192.233.149.202) 128 ns

17 ihtfp.mit.edu (192.233.33.3) 129 ns 170 ns 143 ns

18 B24-RTR-FDDI .M T.EDU (18.168.0.6) 129 ns 147 ns 148

19 radole.lcs.mt.edu (18.10.0.1) 149 ns * 130 n®
20 net-chex.ai.mt.edu (18.10.0.2) 134 ns 129 ns 134 ns
21 * ok ok
22 * * % <--- routing problemhere

etherfind
Dump ethernet packet activity to console, showing traffic etc, SunOS.

snoop Newer version of etherfind in Solaris.

ifconfig
Configure or summarize the setup of the anetwork interface. e.g.i f confi g - a showsall interfaces. Used to set the broadcast address, netmask
and internet address of the host.

route Makean entry in the static routing table. Hosts which do not act as routers need only adefault route. e.g.rout e add defaul t XxxX.XXX-XXX . 1
1orinGNU/Linuxroute add default gw Xxx.XxxX.xxx . 1.

I nternet sear ches

These days the simple way to search for software isto use the World Wide Web and a suitable search engine. For |ocating anonymous ftp data try the URL

http://ftpsearch. ntnu. no/ ftpsearch/

Before this, the program ar chi e was used to search the archives.

Strengths and weaknesses of Unix

The main strength of Unix in anetwork environment is its stability and experience. It uses open standards which means that bugs are more quickly found. It
scales well under load.

Amongst the disadvantages: GNU/Linux is an attractive target for hackers. Unix has expensive commercia software. Courses and books on Unix tend to be
ten years out of date.
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| nstallation procedure

@hrule @vskip 0.3cm

Information is the beginning of the system administrators wisdom, but you need to know how to find new information yourself by looking at manuals and
by asking others. Y ou should get used to the fact that you will amost never find exactly what you are looking for, because everybody's needs are different.
Let us state another rule for the record:

We begin therefore by describing some useful information for beginners and certain key procedures. These are things you will be doing quite often so wake
up and pay attention!

I nstalling a new unix host

Ingtalling anew machineis asimple affair these days. The operating system comes on some removable medium (likea CD). You put it in the player and run
aprogram, usualy caled install. Alternatively, you boot amachine directly from the CD and the program is run automatically. Then you simply answer a
few questions and the installation is done for you.

Operating systems are getting big so they are split up into packages. Y ou are expected to choose whether you want to install everything or whether you just
want to install certain packages. Most operating systems provide afancy package installation program which helps you with this. In most cases these
programs are quite stupid, they don't tell you that something will bresk if you don't install certain packages. For that reason it is strongly recommended that
you awaysinstall the complete operating system: every single package. Whether you know it or not, you almost certainly need the whole thing--and the
stuff you don't need probably doesn't take up much space anyway. Disk is cheap, but time spent trying to find out what went wrong with an installation is
expensive.

In order to answer the questions about installing anew host, you need to collect some information and make some choices:

Y ou must decide aname for your machine.

Y ou will need an unused internet address.

Y ou need to decide how much swap space to allocate. A good rule of thumb is at least twice the amount of RAM you have installed.
Y ou need to know the local netmask.

Y ou need to know thelocal timezone.

Y ou need to know the name of your local domain.

Y ou need to know whether you are using the Network Information Service (NIS) and, if so, what the name of the NIS server is.

When you have this information, you are ready to begin. As an example, you can look at the installation instructions for Debian GNU/Linux at

http://ww. debi an. org
Once you have installed your operating system, remember:

When installing alarge group of client machines, the easiest way might be to install one client by hand, and make the other clients a copy of this"client
master”. This savestimein selection, installation and configuration of software packages. Here is an example from our college, which uses the Debian
GNU/Linux operating system.

When all software packages have been ingtalled, and al necessary configuration has been done, make a backup of the machine with something like this
command:

tar --exclude /iu --exclude /proc --exclude /lib/libc.so.5.4.23\
--exclude /etc/hostnane --exclude /etc/hosts -c -v
-f /iul nexus/ud/ds/dunp/ ny-machine.tar /

Note that several files must be excluded from the backup. In this case, al our NFS disks reside in /iu, and we don't want them in our backup. Thefile
Nlib/libc.s0.5.4.23 isthe C library, if wetry to write thisfile back from backup, the destination computer will crash immediately. /etc/hostname and /etc/hosts
contains definitions of the hostname of the destination computer, and must be left unchanged.

On the destination clients, make aminima GNU/Linux installation. Make sure that you install NFS and network support, as the backup will be installed
from an NFS disk. When your new client is finished, mount the NFS disk where the backup resides, and restore the tar archive, for example by this
command:

(cd / ; tar xvfp /mt/ds/dunp/ ny-machine.tar; lilo)

It is essential that the lilo command is run immediately after the tar archive has been restored. If you forget it, your system will not be able to reboot!
Then, remember to check that thefile* /et ¢/ i ni t. d/ network' iscorrect. You aso have to create your NFS directories by hand, for example:

nkdir /iu/borg/loca
nkdir /iu/nexus/|oca
nkdir /iu/nexus/ud
nkdir /iu/nexus/ua
nkdir /iu/nexus/ul
nkdir /iu/nexus/u2
nkdir /iu/nexus/u3
nkdir /iu/ nexus/ u4
nkdir /i u/ nexus/ u5
nkdir /i u/ nexus/ u6

Check that the correct swap partition isdefinedin ™/ et ¢/ f st ab’' . You might also haveto change ™ / et ¢/ X11/ Xserver' and "/ et ¢/ X11/ XF86Confi g' .
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Finally, reboot your system.

Marryingunix and NT

If you areinstalling a PC, you will probably be interested in the idea of being able to choose between operating systems. Y ou might want DOS to play
games, Unix for seriouswork, NT or Windows for its well-known applications and perhaps OS/2. Y ou will want each of these operating systemsto liveon a
different partition of your hard disk(s). The question is: how do we marry these operating systemsin such away that they do not try to kill each other?

A word of warning: because of the wide range of system cracking tools available to users, it can be risky to install dual-boot operating systems on any
important host. NT is particularly vulnerable to password editing on dual boot systems.

The ingtallation programs for NT and GNU/Linux do not always respect each other's independence. Experience says: install NT first, then the OS2 boot
manager, then unix. The OS/2 boot manager isawonderful program which alows you to choose operating system at boot-time. All you need is about 2
megabytes of free space on your bootable hard disk to install it. Y ou get hold of the diskettes for OS/2/Warp and run the install ation program: after a couple
of messages you will end up in thef di sk partition manager. If you select an area of free space, you can choose install-boot-manager from the menu and the
boot manager install itsalf. Once you have come through the f di sk partition program, you do not have to proceed with the rest of the OS2 installation
unless you feel that you want to lend moral support to this historical and much-underrated operating system.

Y ou can then install GNU/Linux or your favourite free-unix, being careful not to chooseto install a “master boot record' as you move through the
installation menus.

If you do not have access to the OS2 boot manager, you can use NT's own bootmanager if you trick it by copying the boot blocks from the unix filesystem
to aDOS filesystem. The command

dd if=/dev/ hdalinux-partition of=/dev/hdaDOS /bootsect.|inux bs=512 count=1

copies the bootsector to ~ c: \ boot sect . I i nux' . It can now be used by the bootmanager, by editing " C: \ boot . i ni

[ boot | oader]

ti meout =30

def aul t=mul ti (0)di sk(0)rdisk(0)partition(NT partition number )\ W NNT
[ operating systens]

c:\boot sect.|inux="Li nux"

mul ti (0)di sk(0)rdisk(0)partition(NT Partition )\W nnt="W ndows Nt"

An alternative method isto copy the program | oadl i n and kernel to the DOS drive so that UNIX can be started from a windows command (which you
might like to put in abatch file)

loadlin vminuz root="/dev/hdaLinux-partition"

Note -- it might not be a good idea to use this method from a multitasking Windows NT machine since it does not give the system a chance to shut down
properly and damage to the NT partition might result. This method was meant for DOS PCs.

Problems have been known to occur with partitions using the GNU/Linux disk formatting tool. Sometimes this tool fails to acknowledge a partition or free
space with amessage "Bad primary partition'. If this occurs, try to use a different formatter to create a partition which uses up the free space and try again.
This seems to make the problem go away in the cases | have seen.

Another problem is that the lilo disk boot information might not get written to the GNU/Linux partition. To fix this problem, boot with the GNU/Linux boot
diskette and edit thefile" /et c/1i1 0. conf' . Make sure that the correct partition is bootable (usef di sk) if you need to see alist of partitions. When you
are done you must type the command 1 i | o and press ENTER. If thelilo boot information is not correctly stored, the boot manager might not recognize the
partitions and claim that the GNU/Linux partition is not formatted.

I nstalling a diskless client

If you plan to run diskless unix workstations, i.e. workstations which have no physical disk attached but use a network server for all disk operations, then
you need to remember afew things.

Generally speaking, diskless workstations are not agood idea. Disks are cheap these days and diskless workstations are expensive in terms of network
bandwidth, time wasted because they run slowly and--not |east--time spent fixing problems with them.

Most vendors will supply ascript for creating a diskless workstation. Y ou should use this script or you will just invite trouble. Here is achecklist of things
to remember:

o A disklessworkstation needs its own root filesystem and its own swap space, but it can share system filesunder ~ / usr* . You need to create disk
areasfor these. Call them something like ™ / expor t / swap/ hostname ' and "/ export/ r oot/ hostname ' . These areas need to be exported to the
clientswith root privileges granted.

® /etc/ethers' ontheserver must contain the ethernet addresses of the clients.

o When adiskless system is switched on for the first time, it has no files and knows nothing about itself except the ethernet address on its network
card. It proceeds by sending a RARP (Reverse address resolution protocol) out onto the subnet in the hope that a RARP server (i n. r ar pd) will
respond by telling it its internet address.

o A subsequent call to the boot par and daemon transfers data about where the diskless station can find its server, and what its swap-area and root
directory are called in thefile tree of this server.

o Diskless workstations swap to files. The command nkf i | e is used to create a fixed-sizefile for swapping.

Cloning systems

We are dmost never interested in installing every machine separately. A real system administrator usually hasto install ten, twenty or even ahundred
machines at atime. She would aso like them to be asfar as possible the same, so that users will always know what to expect. This might sound like a
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straightforward problem, but it is not. There are several approaches.
e Some operating systems provide a solution to this using package templates so that the installation procedure becomes standardized.
e You copy the hard-disks of one machine physically and then change the hostname and address afterwards.
e You can put al your software on one machine and share the disk viaNFS.

Each of these approaches hasiits attractions. The NFS approach is without doubt the least amount of work, since it involvesinstalling the software only once,
but it is also the Slowest in operation for users.

Asan example of thefirst, hereis how Debian GNU/Linux tackles this problem using the Debian package system:

Install one system
dpkg --get-selections > file

On the remaining machines you type
cat file | dpkg --set-selections

before you call dselect After that, just install.

Booting a machine

You should read the whole of this section before attempting to boot or reboot a system. You can cause damage to files and disks by your careless actions.

Booting unix

Normally it is sufficient to switch on the power to boot a UNIX system. Sometimes you might have to type “boot' or "b' to get it going. Unix systems can
boot in several different modes or run levels . The most common modes are called multi-user mode and single-user mode. On different kinds of unix, these
might trandlate into run-levels with different numbers, but there is no consensus. In single-user mode no external logins are permitted. The purpose of
single-user mode is to alow the system administrator access to the system without fear of interference from other users. It is used for installing disks or
when repairing filesystems, where the presence of other users on the system would cause problems.

In the olden days, the unix boot procedure was controlled entirely by afilecalled* / et ¢/ r¢' meaning “run commands and subsidiary fileslike

“rc. local ' . Thesefiles were no more than shell scripts. Newer versions of unix have made the boot processinsufferably complex by introducing a
program caledi ni t . i ni t readsaconfiguration filecalled " /etc/inittab' andadirectory called /etc/rc.d' . /etc/inittab definesanumber of
run-levels, and starts scripts depending on what run-level you choose. Theideabehind i ni t t ab' isto make unix installable in packages, where each
package can be started or configured by a separate script. Which packages get started depends on the run-level you choose.

The default form for booting is to boot in multi-user mode. Y ou should find out how to boot in single-user mode on your system, in case you need to repair
adisk at some point. Here are some examples.

Under the SunOS and Solaris versions of unix, one interrupts the normal booting process by typing st op a, wherest op represents the “stop key' on the left
hand side of the keyboard. If you do this, you should alway give the *sync' command to synchronize disk caches and minimize filesystem damage.

Stop a

ok? sync
ok? boot -s

If the system does not boot right away, you might seetheline
type b) boot, c) continue or n) new command

In this case, you should type

b -s

in order to boot in single-user mode.

Under the GNU/Linux operating system, using the LILO boot system, you need to interrupt the normal boot sequence by pressing the sHI FT key. You
should then see the prompt

Boot :
To boot, you must normally specify the name of akernel filewhichis™ 1i nux' . To boot in single-user mode, you should type

Boot: |inux single

Or at the LILO prompt, you can type ? in order to see alist of kernels. There appears to be abug in some versions of GNU/Linux so that this does not have
the desired effect. In some cases you will be prompted for arun-level. The correct run-level should be determined from thefile* /etc/inittab' . Itis
normally called s or 1 or even 1s.

Once you arein single-user mode, you can return to multi-user mode just by exiting the single-user login.

Shutting down unix

Anyone can start a unix system, but you have to be the superuser to shut one down correctly. Of course, you could just pull the plug, but if you are a
well-informed system administrator, then you will know that this can ruin the disk filesystem. Even when no users are touching a keyboard anywhere, a unix
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system can be writing something to the disk--if you pull the plug, you may interrupt a crucial write-operation which destroys the disk contents.
The correct way to shutdown a unix system isto run one of the following programs.
halt  Stopsthe system immediately and without warning. All processes are killed with the TERMinate signal 15 and disks are synchronized.
;ﬁggg;vﬁs hal t, but the system reboots in the default manner immediately.

This program is the recommended way of shutting down the system. It isjust afriendly user-interface to the other programs, but it warns the users
of the system about the shutdown and allows them to finish what they are doing before the system goes down.

Here are some examples of the shut down command. The first isfrom BSD unix:
shutdown -h +3 "Systemhalting in three mnutes, please |og out"
shutdown -r +4 "Systemrebooting in four mnutes"

The option- h implies that the system will halt and not reboot automatically. The option - r implies that the system will reboot automaticaly. Thetimesare
specified in minutes.

System V unix R4 (e.g. solaris) has a different syntax which is based on its confusing system of run-levels. The shutdown command allows one to switch
run-levelsin avery general way. One of the run-levelsisthe “not running' or “halt' run-level. To halt the system, we haveto cal this.

shutdown -i 5 -g 120 "Powering down os...."

The -i 5' optiontells SYR4to goto run-level 5, which isthe power-off state. Run level 0 would also suffice here. The - g 120' option tellSshut down to
wait for agrace-period of 120 seconds before shutting down.

WARNING! Never assume that the run levels on one system are the same as those on another. This would be abig mistake.

Mounting NFS disks

The sharing of disks over the network is the province of NFS (Network File System). Unix disks on one host may be accessed across the network by other
UNIX hosts, or by PC's running PC-NFS. A disk attached physically to ahost called aserver issaid to bemounted on aclient host. In order to maintain
acertain level of security, the server must give other hosts permission to mount disks. Thisis called exporting or sharing disks.

Server side exporting

In order to mount adisk on aserver you must export the disk to the client (this is done on the server) and you must tell the client to mount the disk.
Permission to mount disksis given on the server in afilewhichiscalled * / et ¢/ exports' or on recent SVR4 hosts™ / et ¢/ df s/ df st ab' . The format for
information in these files differs from system to system so you should always begin by looking at the manual page for these files. Here are two examples.
Thefirst isfrom GNU/Linux

# See exports(5) for a description.
# This file contains a list of all dirs exported to other conputers.
# 1t is used by rpc.nfsd and rpc. nountd.

/iul/borg/local daystrom(rw) worf(rw) nanite(rw) *.iu.hioslo.no(ro)

Inthis example, afile system called " /i u/ bor g/ | ocal * isexported read-write explicitly to the client hostsdayst r omwor f , andnani t e. It is also exported
read-only to any host in the domaini u. hi osl o. no. Thislast featureis not available on most types of UNIX.

On some brands of unix (such as SunOS 4.1.*) one must run acommand after editing thisfile in order to register the changes. The command isexport fs
- a to export al filesystems. The command expor t f s aone shows which filesystems are currently exported and to whom.

Our second example is from Solaris (SVR4). Thefileiscalled "/ et ¢/ df s/ df st ab' . Under Solaris, one can use the shar e command to export filesystems
manually from the shell, using acommand line of the form

share -F nfs -0 rw=hostname filesystem

The /et c/ df s/ df stab' fileisinfact ashell script which simply executes such a command for each filesystem of interest. This has several advantages
over traditional export files, since one may define variables, asin the example below.

pl ace share(1M commands here for automatic execution
on entering init state 3.

#
#
#
# share [-F fstype] [ -o options] [-d "<text>"] <pathname> [resource]
#
#

.e.g,
share -F nfs -0 rweengineering -d "hone dirs" /export/honme2

host | i st =dax: axi s: f erengi : bor g: wor f : dayst rom wor f . i u. hi osl 0. no\

s daystrom i u. hi osl 0. no: nost r ono: voyager : aud4: aud4. i u. hi osl 0. no\
raudl: audl. i u. hi osl 0. no: aud2: baj or: nost r ono: gal ron: ds9: t hi st edown\
‘rama

share -F nfs -0 rw=$hostlist /iu/nexus/local
share -F nfs -o rw=$hostlist, root=dax /i u/nexus/ul
share -F nfs -o rw=$hostlist, root=dax /i u/ nexus/u2
share -F nfs -o rw=$hostlist, root=dax /i u/nexus/u3
share -F nfs -o rw=$hostlist, root=dax /i u/nexus/u4
share -F nfs -o rw=$hostlist /var/nail
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This script exports the six named filesystems, read-write to the entire list of hosts named in the variable host I i st . The command shar eal | runsthis script,
or it can be run manually by typing sh / et ¢/ df s/ df st ab. The command shar e without arguments shows the currently exported filesystems. Notice that
the hostname pc- t or ej o isrepested, once unquaified and again with afully qualified hostname. Thisis sometimes necessary in order to make the entry
recognized. The mount daemon is not particularly intelligent when it verifies hostnames. Some systems send the fully qualified name to verify and others
send the unqualified name. If in doubt, list both like this.

Client side mounting

Clients may mount any subdirectory of the exported directory onto any local directory by becoming r oot and either executing a shell command of the form

nount server : remote-directory local-directory

or by adding aline to the filesystem tablefile, usually called "/ et ¢/ f st ab' . On some brands of unix, thisfile has been renamed as " / et ¢/ checkl i st* or
“letc/filesystenms' .OnSolarissystemsitiscalled /et c/ vfstab' . The advantage of writing the disksin the filesystem table is that the mount
commands will not be lost when you reboot your system. The filesystems in the filesystem table file are mounted automatically when the system is booted.
Y ou can also mount al file systemsin this file with the smple command mount - a.

Y ou should begin by looking at the manual page on the appropriate file for your system, or better still looking at examples which are aready in thefile. The
form of atypical filesystem table is as below(6) .

/ dev/ sda2 swap swap rw, bg 1 1
/ dev/ sdal / ext 2 rw, bg 1 1
/ dev/ sda3 /iul/borg/local ext2 rw, bg 1 1
nexus: /i u/ nexus/ul /i ul nexus/ul nfs rw, bg
nexus: /i u/ nexus/ u2 /i ul nexus/ u2 nfs rw, bg
nexus: /i u/ nexus/ u3 /i ul/ nexus/ u3 nfs rw, bg
nexus: /i u/ nexus/ | ocal /iul nexus/local nfs rw, bg

This exampleisfrom GNU/Linux. Notice the left hand column. These are disks which are to be mounted. The first disks which begin with " / dev' areloca
disks, physically attached to the host concerned. Those which begin with a hostname followed by a colon (in this case host nexus) are NFS filesystems
which lie physically on the named host. The second column in thistable is the name of a directory on which the disk or remote filesystem is to be mounted
on ---i.e. where thefiles are to appear in the local host's file-tree. The remaining columns are options and filesystem types: r w means mount for read and
write access, bg means “background' which tellsmount to continue trying to mount a filesystem in the background if it fails on afirst attempt.

Editingthe /et c/ f st ab' (or equivalent) fileisaprocess which can be automated very nicely with the help of the system administration tool cfengine. We
shall discussthisin the next chapter.

Trouble-shooting

If you get amessage telling you *"Permission denied' when you try to mount a remote filesystem, you may like to check the following:

e Did you remember to add the name of the client to the ~ export* or ~df st ab' file on the server?

e Some systems require afully qualified hostname (i.e. hostname with domainname appended) in the export file. Try using this.

e Did you mis-spell the name of the client or the server?

e Arethe correct network daemons running which support nfs? On the server side, you must be running mount d or r pc. nount d. Thisisan
authentication daemon. The actual transfer of datais performed by nf sd or r pc. nf sd. On older systems there should be at least four of these
daemons running to handle multiple requests. Modern systems use a multi-threaded version of the program, so that only one daemon is required.
On the client side, some systems use the binary input/output daemon to make transfers more efficient. Thisis not strictly necessary to get NFS
working. This daemon is called bi od on older systems andnf si od on hewer systems like FreeBSD. Solaris no longer makes use of this daemon,
its activities are now integrated into akernel thread.

Installing a new disk

Adding anew disk or device to aunix machine generally involves alittle planning. Thefirst thing you should know about your system iswhat kind of
hard-disks you use aready, and what kind you intend to use in the future. If you do not know much about hard-disks, it might be agood ideato talk to
someone who can advise you.

Thefirst concern iswhat type hard-disk. There are several types of disk interface used for communicating with hard-disks. Some are cheap and cheerful
(IDE), while others are more expensive and reliable (SCSl).

IDE  You can use amaximum of 2 disks and the size of the disks may be limited to less than a megabyte, but these disks are cheap and cheerful.

EIDE An extended version of the IDE interface. Allows 4 disks.

SCS (Small computer systems interface)
Most small Unix systems use SCS| disks. Thisinterface can be used for devices other than diskstoo. It is better than IDE at multitasking. The
original SCSI interface was limited to 7 devicesin total per interface. Wide SCS| can deal with 14 disks. SCSI interfaces are developing rapidly and
can befoundin SCSI | and SCSI 11 flavours, with fast, wide, differential. Talk to adealer about the possibilities.

On some PC's IDE disks boot before SCSI disks because of the way the BIOS is configured. Y ou can get problems with a PC with a SCSI disk and IDE if
you want to boot from the SCSI device.

Hereisatypical checklist for adding a SCSI disk to a Unix system.

e Connect disk and terminate SCS| chain with proper terminator.

e Setthe SCSI id of the disk so that it does not coincide with any other disks.

o On SUN machines you could now use the ROM command pr obe- scsi to check that the systemisableto find al your disks.
e Partition and label the disk. Update the defect list.

e Editthe /etc/fstab' filesystem table, or equivalent to mount the disk. See also next section.
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“mount® and ~umount*®

To make adisk partition appear as part of the file tree it has to be "mounted". We say that a particular filesystem ismounted on adirectory. The command
“mount ' mounts filesystems and disks defined in the filesystem table file. Thisisafile which holds data for mount to read.

The filesystem table has different names on different implementations of UNIX.
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Solaris 1 (SunOS)

letc/fstab
Solaris 2

letcivistab
HPUX

Jetc/checklist
AIX  [etc/filesystems
IRIX  /etc/fstab
ULTRIX

letc/fstab
OSF1 /etclfstab
LINUX

letc/fstab

Thesefiles aso have different syntax on different machines. The eventua standard which most systems comply with (SunOS, HPUX, OSF1) is

#

# SunCS 4* /| Solaris 1

#

/ dev/ sd0a / 4.2 rw 11
/ dev/ sdOg / usr 4.2 rw 12
# NFS

gl ui no: / m/ gl ui no/ pc / nm/ gl ui no/ pc nfs rw, bg, hard,intr 00
fidibus:/var/spool/mail /var/spool/mail nfs rw, bg, hard,intr 00
fidibus:/m/fidibus/ul / m/ fidi bus/ul nfs rw, bg, hard,intr 00
fidibus:/m/fidibus/u2 / nm/ fidi bus/u2 nfs rw, bg, hard,intr 00

In HPUX:

#

# HPUX

#

/ dev/ dsk/ c201d6s0

/ dev/ dsk/ c201d5s0
fidibus:/m/fidibus/fys
fidi bus:/usr/spool/ mai
fidibus:/m/fidibus/ul
fidibus:/m/fidibus/u2
hassel : / m/ hassel / ul

/

/ rm/ hope/ di sk
/rm/ fidibus/fys
[ usr/ mai

/ i/ fi di bus/ul
/ nm/ fi di bus/ u2
/ m/ hassel / ul

hfs defaults

hfs defaults

nfs rw, nosuid
nfs rw,suid 0
nfs rw,suid 0
nfs rw,suid 0
nfs rw,suid 0

[ejeololojoNoNo)
OoON

The syntax of the command is

nmount filesystemdirectory type (options)

There are two main types of filesystem -- adisk filesystem (ufs, hfs) (which means aphysical disk) and the NFS network filesystem. If we mount a4.2
filesystem it meansthat it is, by definition, alocal disk on our system and is described by some logica device namelike* / dev/ sonet hi ng' . If we mount an
NFS filesystem, we must specify the name of the filesystem and the name of the host to which the physical disk is attached.

Here are some examples, using the SunOS filesystem list above:

nount -a # mount all in fstab

nount -at nfs # mount all in fstab which are type nfs

nount -at 4.2 # mount all in fstab which are type 4.2

nount /var/spool /mail # nount only this fs with options given in fstab

(The" -t option does not work on al UNIX implementations.) Of course, we can type the commands manually too, if there is no entry in the filesystem
table. For example, to mount an nfs filesystem on machine "gandalf' called * / si t e/ gandal f /1 ocal * so that it appearsin our filesystem at
* / mount ed/ gandal ', wewould write

nount gandal f:/site/gandal f/l ocal /nounted/ gandal f

Thedirectory " / mount ed/ gandal f' must exist for thisto work. If it containsfiles, then these fileswill no longer be visible when the filesystem is mounted
ontop of it, but they are not destroyed. Indeed, if we then unmount using

unmount / nmount ed/ gandal f

(the spelling is correct) then the fileswill resppear again. Some implementations of NFS allow filesystemsto be merged at the same mount point, so that the
user sees amixture of all the filesystems mounted at the same point.

Disk device names

The convention for naming disk devicesin BSD and system 5 unix differs. Let ustake SCSI disks as an example. Under BSD, the SCSI disks have names
according to the following scheme
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/dev/sdOa
First partition of disk O of the standard disk controller. Thisisnormally th root file system ™/ .
/dev/sdOb
Second partition of disk 0 on the standard disk controller. Thisisnormally used for the swap area.
/dev/sdlc
Third partition of disk 1 on the standard disk controller. Note that this partition is usualy reserved to span the entire disk, as aareminder of how
largethedisk is.

System 5 unix employs amore complex, but also more general naming scheme. Here is an example from solaris 2:
/dev/dski/cOt3d0sO

Disk controller O, target (disk) 3, device 0, segment (partition) O
/dev/dskic1t1d0s4

Disk controller 1, target (disk) 1, device O, segment (partition) 4

Not all systems distinguish between target and device. On many systems you will find only t or d but not both.

Registering a printer

The way in which you register a printer depends (i) on what kind of UNIX you are using, and (ii) on whether you are running any specia network printer
software. The main difference is between BSD-like systems and System V.

There are also two types of printer which you might want to register: (i) a printer which is connected physically to a UNIX host by acable attached to its
printer port, and (ii) a stand-alone printer which is simply coupled to the network with its own | P address.

In order to use a printer, you need to do the following:
e Think of aname for your printer.
e Decide whether it is going to be connected directly to ahost or stand a one on the network.
e Makea spool' directory for its queue files. This should probably lie under * var/ spool * or */ usr/ spool ' .

nkdi r /var/spool / printer-name

e Register the printer with the printing system so that the daemons which provide the print service know how to talk to it. 'Y ou will need to decide
whether you will be sending al datato acommon central server, or whether you will be attaching printerslocally to several machines, each running
their own print-server.

Most unix systems assume the existence of adefault printer which isreferred to by the name "Ip'. If you do not specify a particular printer when printing,
your data are sent to the default printer. It is up to you to name or alias one of your printers Ip'. Each printer may have several names or aliases.

BSD printer with Ipd

Thefile /et c/printcap' isusedto register aprinter with aBSD system. If you are lucky, there might be a script or a user-interface for helping you to
register aprinter, if not you will haveto follow the recipe below.

Theformat of the /et ¢/ pri nt cap' file can be quite smplein most cases. The manual pagefor pri nt cap contains adescription of the file format. This
file consist of alist of entries (each on asingleline, or split over several lines using the continuation character *\* ). A simple template entry looks like this:

printer-name-1 | printer-alias-1 | printer-alias-2 :\

: sd=spool-directory :\
:rneremote machine or IP address of printer :\
:rp=name of remote printer on remote machine :

Thisfile should be installed on al hosts which need to access the printer, regardless of whether the printer is physically attached to them or not. Hereisan
example which registers two printers. Thefirst is caled ‘myprinter' and is connected physically to the remote host nexus. The second is a stand-alone
printer which we have named “diff-engine’ and has | P address 128. 39. 89. 99(7).

#
# /etc/printcap

#
nyprinter|| p|defaul t| SPARCprinter, a Sun SPARCprinter printer:\
lp=i\

:If=}var/adn1l pd-errs:\
:sd=/ var/ spool / Vi rtual Li ght :\
i renexus: \

Irp=nyprinter:

di ff-engine] HP | aser stand-al one:\
lp=:\
1 f=/var/adm | pd-errs:\
:sd=/ var/ spool / ot herprint:\
1 rme128. 39. 89. 99:\
:rp=(none):

Note that ther p field existsin case agiven printer has a different name on the remote host to the one you have given it locally on your machine. On a
stand-alone printer thisnameisirrelevant.

SysV
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Thel padmi n command isused to install printers under system 5. This commmand is complex and has many command line optionsto add and remove
printers. If you have system 5 systems, consult the manual page on your system.

Sun Microsystems provide a script front end to help smplify this procedure called Admi nTool .

L PRng

A recent and welcome addition to the printer debate is the Next Generation L PR package by Patrick Powell. LPRng isadrop in replacement for both BSD
and system 5 print systems. It is configured quite simply in a manner very similar to (but not identical to) the Berkeley printcap system. LPRng can be
obtained from @uref{ http://www.astart.com/lprng/L PRng.html} and it isareal god send if you have system 5 (e.g. Solaris) hosts to grapple with. The
software uses a printcap file and two other optional filescalled " | pd. conf' and " | pd. per ms' . The printcap fileislike aregular printcap file but without the
backslash continuation characters.

LPRng provides effectively both ~ I pr' ,~ I pd' , I pq' and | prmi commands from Berkeley and "I p', I pstat' and " cancel ' commands from system
5. The daemon reads the three configuration files an handles spooling. The configuration is challenging but straightforward and there is extensive
documentation. Here is asimple example for anetwork printer (with its own IP address) which allows logged on usersto start and delete their own
printjobs:

# /etc/printcap (Il prng)

nyprinter|lp
1if=/1ocal/bin/l pf # LF/CR filter
:af =/ var/ spool /| pd/ acct fi
;1 f=/var/spool /| pd/printlog
1 sd=/ var/ spool / nypri nt er
1 p=xxx. yyy. zzz. nmm#9100
rw

;sh

The IP address of the printer isxxx.yyy.zzzmmm and it must be written in numerical form. The percent symbol marks the standard port 9100. The

*1 pd. conf' fileisdlightly mysterious but has a number of useful options. Mogt, if not al of these can be set in the printcap file also, but options set here
apply for all printers. One nice feature for instance is the ability to regject printouts of binary (non-printable) files. This can save afew rain forests if someone
iskind enough to dump™ / bi n/1's' tothe printer.

#
# | pd. conf
#

# Purpose: nanme of accounting file (see also la, ar)
af =/ var/ spool /| pd/ acctfi

# Purpose: accounting at start (see also af, la, ar)
as=jobstart $H $n $P $k $b $t

# Purpose: check for nonprintable file
check_for_nonprintabl e

# Purpose: default printer
defaul t _printer=loca

# Purpose: error log file (servers, filters and prefilters)
| f=/var/adn printlog

# Purpose: |Ipd lock file
| ockfil e=/var/spool /| pd/lpd. | ock. %

# Purpose: Ipd log file
| ogfil e=/var/spool /| pd/lpd.|og. %

# Purpose: /etc/printcap files
printcap_path=/etc/printcap

# Purpose: suppress headers and/or banner page
s

The I pd. pernms' file setslimits on who can access the printers and from where, unlike the traditiona services which are open to everyone.

#
# | pd. per s
#

# allow root on server to control jobs

ACCEPT SERVI CE=C SERVER REMOTEUSER=r oot

# all ow anybody to get status

ACCEPT SERVI CE=S

# reject all others, including | pc commands permitted by user_| pc
REJECT SERVI CE=CSU

#

# all ow same user on originating host to renove a job
ACCEPT SERVI CE=M SAMEHOST SAMEUSER

# allow root on server to renove a job

ACCEPT SERVI CE=M SERVER REMOTEUSER=r oot

REJECT SERVI CE=M
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# Al other operations disallowed
DEFAULT REJECT # or ACCEPT

Environment variable PRINTER

The BSD print command and some application programs read the environment variable PRI NTER to determine which printer destination to send datato. The
System V print command | p does not.

Setting up an X-terminal

An X-terminal isacomputer without a CPU. It cannot execute programs, but it has just enough power to display an X-windows graphical desktop.
X-terminals have no disk, but they need to run software called an X-server. They need to download this program from the network. Each X-terminal
manufacturer provides software for its X-terminals. As a system administrator you must decide on aboot-server for X-terminas: i.e. a system which will
transfer X-terminals software to them when they boot and tell them what their internet addresses are.

Most X-terminals boot using a protocol called boot p in which the X-terminal sends a broadcast signal to the subnet asking for aboot server. A unix
machine which runs the boot pd daemon boot pd daemon looks at the ethernet address of the X-terminal sending the request and uses a configurable table to
determine an internet address for it. It returns thisinformation to the X-terminal, together with the filename of the software it needs to download. Most
X-terminals then download their software using thet f t p (trivial file transfer program) protocol, which isaway of downloading files without a password
from arestricted area of the server's disk.

The server keep al the X-terminalsfilesin adirectory which isusually called "/t f t pboot ' (8). In order to make the chosen server work for the X-terminal,
it must be configured to run thet f t p and boot p services. Thisis done as follows:

e Editthefile /etc/services' ontheserver and add the protocol linesfor these servicesif they do not already exist, See section Installing a new

sarvice.
boot p 67/ udp bootps # boot program server
tftp 69/ udp

o Check to see whether you have an up to date boot pd. The version supplied by some vendorsis old. Y ou can collect a modern version by
anonymous ftp from the internet, See section Internet searches. Compile and install this program.

e Theboot p configuration tableiscalled "/ et ¢/ boot pt ab' . Remember that keeping configuration filesin asafe place is aways agood idea. Store
thisfilein your site-dependent files and make asymbolic link to " / et ¢/ boot pt ab' S0 that you don't lose thefileif you re-install the OS. The
format of thisfileislikethis:

# Legend: (see boot pt ab. 5)

# first field -- hostnanme (not indented)
# bf -- bootfile

# bs -- bootfile size in 512-octet bl ocks
# cs -- cookie servers

# df -- dunp file nanme

# dn -- donmin nane

# ds -- donmin nane servers

# ef -- extension file

# gw -- gateways

# ha -- hardware address

# hd -- hone directory for boot-files

# hn -- host nane set for client

# ht -- hardware type

# im-- inpress servers

# ip -- host |IP address

# lg -- log servers

# Ip -- LPR servers

# ns -- IEN-116 nane servers

# ra -- reply address

# rl -- resource |location protocol servers
# rp -- root path

# sa -- boot server address

# sm -- subnet mask

# Sw -- swap server

# tc -- tenplate host (points to simlar host entry)
# td -- TFTP directory

# to -- tinme offset (seconds)

# ts -- time servers

# vm -- vendor magi c nunber

# Tn -- generic option tag n

# Define two vari abl es/ macros

.defaul t:\
> hn: dn=i u. hi osl 0. no: \
:td=/iu/nexus/|ocal /tftpboot:\
chd=/:\
1 ds=128. 39. 89. 10: \
1 sme255. 255. 255. 0:\
1 gw=128. 39. 89. 1:\
t o=aut o

Liu 1 sme255. 255. 255. 0: gw=128.39.89. 1 :tc=.defaul t

#nanme : ha=et her net - addr ess: i p=i nt er net - addr ess: bf =boot fil e: t c=dat a
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xt er mL: ha=080006030ED4: i p=128. 39. 89. 254: bf =/ td/ servers/ Xtd. 5. 1:tc=.iu
xt er m2: ha=080006030ECO: i p=128. 39. 89. 248: bf =/ td/ servers/ XtdF. 5. 1:tc=.iu
xt er m8: ha=080006030FB7: i p=128. 39. 89. 253: bf =/ td/ servers/ XtdF. 5. 1:tc=.iu

e Finaly you must edit thefile™ /et c/i net d. conf' which isused to start the daemons for the bootp and tftp services. Make sure that you have lines
of the following forms (BSD style)

tftp dgramudp wait root /usr/sbin/in.tftpd in.tftpd -s /path/tftpboot
bootp dgram udp wait root /local/bin/bootpd bootpd -i -

Note that the path names above should be atered to fit in with your local configuration. Y ou should use the true path-names here, not use symbolic
links. Security issues prevent t f t pd from reading through symbolic links. When you are finished editing the file you must restart thei net d
daemon, or send it the hang-up signd usingki | | - HUP pid .

If you have trouble setting up X-terminals, here is atroubleshooting list.

e X-terminal does not find a bootp server: check that the configurationin /et ¢/ i net d. conf " iscorrect for the bootp-daemon. If your bootp setup
isworking, you should be ableto typet el net server boot p and obtain aresponse.

e Error message permission denied on X-terminal while downloading software or fonts: Could be that the pathnameto "t f t pboot ' directory was
incorrect or was only asymbolic link to the real directory. Y ou must use thereal directory name here. Check that the software files are readable to
everyone.

PPP internet over serial lines

PPP stands for the Point to Point Protocal. It isaway of using acomputer whose only link to the outside world isa serial line (amodem coupled to the
telephone, for instance). Other protocols exist for this purpose: SLIP, for instance or Serial Line Internet Protocol, but PPP is generally regarded as better.

To run PPP, say from your portable or home computer using a modem, you need a program which talks PPP. On unix systems this program is called pppd.
This daemon provides the backbone of the PPP service. It opens alogical network interface, analogous to the ethernet interface et ho, caled ppp0. When
PPPis configured, you can see thisinterface just like a standard network interface by typingi f confi g -a. Thepppd program is an ungraceful workhorse
which requires an enormously long command line. It requires the assistance of another program called chat to communicate with the modem. Both pppd
and chat need to be available and in your command path.

PPP setup depends on several things: the kind of unix you are starting from, the kind of system you are logging on to and the kind of modem that you have.
Obviously, you do not want PPP to be using your telephone continuously, so you need to write a script which will switch the service on when needed and off
when not needed. Let'stake alook at such a script.

#!'/ bi n/ sh
# set path to pppd and chat if necessary

pppd connect 'chat -v ABORT BUSY ABORT "NO CARRI ER' \

" ATDTteleph-num CONNECT "" ">" username ">" passwd' \
-detach debug defaul troute net mask 255.255.254.0 noi pdefaul t \
1 129. 240. 254. 11 i pcp- accept -1 ocal ipcp-accept-rennte -vj \
proxyarp /dev/ttyS0O 38400

The above script is supposed to be typed in on asingle line. The backslash characters at the ends of the lines above are shell continuation characters which
mean that the following lines are to be treated as one.

e Thisscript isjust an example, it isunlikely that you will be able to useit directly. Instead, you should obtain instructions from the local service you
arediading.

e Inthechat part, double quoted strings such as" >" are text which the modem can expect to receive and should be waited for. These are generdly
prompts. On other systems they might be stringslike ™ User name: * and " Password: ' .

e Theusername, password and telephone number and netmask val ues relate to the remote system.

e Thedevice /dev/ttyS0' isthe serial device. On some systemsthisiscalled * / dev/ nodeni , on othersit will be called something else. Y ou will
need to find out.

e Thefina number isthe modem speed at which the connection isto be tried. Thereis no harm in setting an optimistic transfer rate here, since
modems negotiate their own transfer rates according to what is possible at the time of connection. Thisisthe value they start at, and if it does not
succeed the modems will try successively slower rates until aworking connection is established.

M aintenance pr ocedur es

@hrule @vskip 0.3cm

One of your main jobs as a system administrator isto maintain the system. This includes adding new information to databases, upgrading and installing
software, adding users and tidying up when disks get full...to name just afew things. In the next chapter welll look at atool which will help you to automate
some of these procedures. here we describe what you need to know before you can do that. Remember that, when ever you wield the power of the system
administrator, you can cause great damage. Work carefully and test your changes: do not just assume that they will work. Even small changes are often
followed by hundreds of mail messages from angry users because of something you broke while doing your job.

Configuring DNS/BIND

The name service must be configured in order for a system to be able to look up hostnames and internet addresses. The most important filein this
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connectionis” /et ¢/ resol v. conf' . Ancient IRIX systems seem to have placed thisfilein ™/ usr/ et c/resol v. conf' . Thisold location is extremely
obsolete. Without the resolver configuration file, ahost will probably stop dead whilst trying hopelesdy to look up internet addresses. The most important
features of thisfile are the definition of the domain-name and alist of nameservers which can perform the address trand ation service. These nameservers
must be listed as |P numerical addresses (since DNS can't look up any names until it knows the name of a server to look them up on, and that's what we're
trying to do, nez pah?). The format of thefileis as shown in the box below.

domai n iu. hioslo.no

nameserver 128.39.89. 10
nameserver 158. 36.85. 10
nameserver 129.241.1.99

Asyou should know, DNS has several competing services. A mapping of hostnamesto |P addressesis also performed by the "/ et ¢/ host s' database.
Moreover, network version of thisfile can aso be shared using NIS or NISPLUS. Asaresult, most Unix variants allow you to choose the order in which
these competing services are given priority when looking up hostname data. Unfortunately there is no standard way of configuring this. GNU/Linux and
public domain resolver packages for old SUunOS (r esol v+), useafilecalled "/ et ¢/ host s. conf ' . Theformat of thisfileis

order hosts, bind, nis
multi on

This example tells the lookup routinesto look inthe " / et ¢/ host s* filefirst, then to query DNS/BIND and then finally look at NIS. The resolver routines
quit after the first match they find, they do not query all three databases every time.

Solarisuses afilecalled "/ et c/ nsswi t ch. conf' whichisagenera configuration for all database services, not just the hostname service.

#

# letc/nsswitch.files:

#

# An exanple file that could be copied over to /etc/nsswitch.conf; it
# does not use any nami ng service

#

# "hosts:" and "services:" in this file are used only if the

# /etc/netconfig file has a "-" for nanetoaddr_libs of "inet" transports
passwd: files

group: files

host s: files dns

net wor ks: files

protocols: files

rpc: files

et hers: files

net masks: files

boot parans: files

Theprint queue

BSD print queue

“lpr -p printer “file''
Send file to named print queue.
“1pg. Show the printer queue for the default printer, or the printer specified in the environment variable PRI NTERif thisis set. Thislists the queue-ids.
“| prm queue-id "’
Remove ajob from the print queue. Get the queueid using | pg.
“lpd Start the print service. (Must be killed to stop again)
“1pct  Anincredibly stupid user interface for print administration. This program tellslies.

SysV print queue

“lp -d printer file'
Send afile to the named print queue.
“lpstat -0 all’
Show the printer queue for the default printer. Thislists the queue-ids.
“lpstat -a
Tellslies about when the print service was started.
“| psched
Start the print service
| pshut
Stop the print service.
“cancel queue-id’
Remove ajob from the print queue. Get the queueid using | pst at .

The solaris operating system has an optiona printing system called Newsprint in addition to the SV R4 printing commands.

Building a kernel

In the past it was necessary to recompile the operating system kernel for every new device you wanted to add to a unix system The kernel was an enormous
statically linked program.
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In modern unix systems, the kernel is divided up into modules which can be loaded and rel oaded as needed. Under system 5 (SVR4) unix, you can
reconfigure some aspects of the kernel online without having to stop the system.

Solaris (SVR4)
Edit thefile" /et ¢/ syst em to change kernel parameters. Reboot if hecessary with the command

reboot -- -r

which reconfigures the system automatically.

GNU/Linux
The linux kerndl is subject to more frequent revision than other systems. It must be recompiled when new changes are to be included, or when an
optimized kernel isrequired. Change directory to "/ usr/src/ 1i nux' . The command make confi g can be used to set kernel parameters. A more
user friendly windows based program make xconfi g isalso available.

These daysit is often unnecessary to build custom kernels. The default kernels supplied with many OSes are good enough. Still, performance enhancements
are obtainable, particularly on busy servers.

| nstalling software

Unlike many other systems, UNIX has grown up around people who write their own software rather than relying on off-the-shelf products. The internet
contains gigabytes of software for UNIX systems which is completely free. Large companies like the oil industry and newspapers can afford off-the-shelf
software for UNIX but most people can't.

There are therefore two kinds of software installation: the installation of commercial software and the installation of freeware. Commercial softwareis
usually installed from a CD by running a simple script and by following the instructions carefully; the only decision you need to make is where you want to
install the software. Freeware usualy comesin an uncompiled form and must therefore be compiled. UNIX programmers have gone to great lengths to make
this process as simple as possible for system administrators.

Structuring software

Thefirst step in installing software is to decide where you want to keep it. Y ou could put the software anywhere you like, but you should bear in mind the
following:

e You should keep installed software separate from the operating system installed files, so that the OS can be reinstalled or upgraded without ruining
your software installation.

o Compiled software should be grouped together, with a™ bi n' directory anda’ I'i b' directory so that binaries and libraries conform to the usual
UNIX conventions. This makes the system more consistent and easier to understand and it also makes it easier to administer the PATH for
user-commands is programs are collected in only afew places.

e You should try to keep files and programs which are special to your site separate from files which could be used anywhere.

The directory traditionally chosen for installed softwareiscalled " / usr/ 1 ocal * . One then makes sub-directories™ / usr/ | ocal / bi n' and
“/usr/local/lib andsoon.

UNIX has ade-facto naming standard for directories which you should try to stick to, so that others will understand how your system is built up.

“bin'  Binariesor executablesfor normal user programs.

*sbi n' Binaries or executables for programs which only system administrators require. Those filesin "/ sbi n' are often statically linked to avoid problems
with libraries which lie on umounted disks during system booting.

“lib'  Librariesand support filesfor special software.

“etc'  Configuration files.

“share'
Files which might be shared by several programs or hosts. For instance, databases or help-information; other common resources.

Here is one suggestion for structuring installed software.

/usr/| ocal
| |
bi n/ gnu/ bin site/bin
i b/ gnu/lib sitellib
etc/ gnu/ etc siteletc
shi n/ gnu/ sbin site/shin
shar e/ gnu/ share sitel/ share

We divide these into three categories: regular installed software, GNU software and site-software. The reason for thisis asfollows:

® “/usr/local ' isthetraditional placefor software which does not belong to the OS. Y ou could keep everything here, but you will end up installing
alot of software after awhile, so you might like to create two other sub-categories.

o GNU software, which iswritten by the Free Software Foundation, forms a self-contained set of tools which replace many of the older UNIX
equivalents, likel s and cp. GNU software has its own system of installation and set of standards. GNU will also eventually become an operating
system in its own right, and should therefore be kept separate.

e Site specific software includes programs and data which you build locally to replace the software or data which follows with your operating system.
It also includes special datalike the database of ~ al i ases' for e-mail and the DNStables for your site. Since it is special to your site, you should
keep it separate so that you can back it up separately and you always know where to find site-specific stuff.

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999 Principles of system administration Page: 71
When you are installing software, you are expected to give the name of aprefix for installing the package. The prefix in the above casesis™ / usr/ | ocal '
for ordinary software, */ usr/1 ocal / gnu' for GNU softwareand ™/ usr/1 ocal / si te' for site specific software. Most software installation scripts place
filesunder bin' and i b' automaticaly.

To begin compiling software, you should always start by looking for afile called * README' or I NSTALL' . Thiswill tell you what you have to do to compile
and ingtdl the software. In most cases, you will only have to type a couple of commands, like in the following example.

GNU softwar e example

Let us now illustrate the GNU method of installing software which most others have since copied. The steps are as follows

Collect the software package by f t p from asitelikef t p. uu. net or ftp. funet. fi.Useaprogram likencft p for painless anonymous login.
Unpack thefileusingt ar zxf software .tar.gz

Enter the directory which isunpacked, cd software .

Type:configure --prefix=/usr/local/gnu

Type: make

If al goeswell, typemake i nstal | . Thisshould be enough to install the software.

Some installation scripts leave files with the wrong permissions so that ordinary users cannot access thefiles. Y ou might have to check that the files
have amode like 755 so that normal users can access them.

This procedure should be more or less the same for just about any software pick up. Older software packages sometimes provide only Makefiles which you
must customize yourself. Some X 11 based windowing software requires you to use the xmknf X-make-makefiles command instead of configure. Y ou
should aways |ook at the README file.

Installing shared libraries

Systems which use shared libraries or shared objects sometimes need to be reconfigured when new libraries are added to the system. Thisis because the
names of the libraries are cached to fast access. The system will not look for alibrary if it isnot in the cachefile.

SUNOS (not solaris)
After adding anew library, you must run the command | dconfi g lib-directory . Thefile /etc/1d. so. cache' isupdated.
GNU/Linux
Y ou can add new library directoriesto thefile* /et ¢/ 1 d. so. conf' . Then run the command | dconfi g. Thefile /et c/1 d. so. cache' isupdated.

How often should | upgrade?

Some software (especially free software) gets updated very often. Y ou could easily spend your entirelife just chasing the latest versions of your favourite
software packages. Don't!

e Itisawaste of your time.

e Sometimes new versions contain more bugs than the old one, and an even-newer-version isjust around the corner.
o Userswill not thank you for changing things al the time. Stability isavirtue. Everyone likestime to get used to the system before you changeit!

I nstalling a new service

Sooner or later you will find yoursalf installing software which requires it's own network service to be set up. Y ou need to configure the system to accept a
new service by editing thefile™ / et c/ ser vi ces' . Thisfile contains the names of services and their protocol types and port numbers.

Theformat of entriesislikethis:

service portnumber/protocol aliases
pop3 110/ tcp postoffice
boot p 67/ udp

cfinger 2003/ tcp

There are two ways in which a service can run under unix: one isthat a daemon runs al the time in the background, handling connections. This method is
used for services which are used often. Another way isto start the daemon only when an outside connection wishes to use it; this method is used for less
frequently used services. In the second case, amaster “internet’ daemon is used, which listens for connections for several services at once and startsthe
correct daemon only long enough to handle one connection. The aim is to save the overhead of running many daemons.

If you want to run a daemon all the time, then you just need to make sure that you start the daemon in the appropriate " r¢' start-up files for the system. To
add the service to the internet daemon, on the other hand, you need to add aline of the following form the the configuration file™ / et ¢/ i net d. conf ' .

# service type protocol threading user-id server-program server-command

pop3 streamtcp nowait root /local/etc/pop3d pop3d
cfengine streamtcp nowait root /local/iu/bin/cfpush cfpush -x -c

The software installation instructions will tell you what you should add to thisfile.

Once you have configured anew service, you must start it by running the appropriate daemon, See section Summoning daemons

Mail queue

When mail cannot be delivered immediately it is placed in the mail queue. To see what mail iswaiting in the mail-queue, you must log into the mailserver (i.e.
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the host which handles outgoing mail) on your network. Y ou can see what is in the queue by typing
nexus% mai | q
or
nexus% sendnmai | - bp
These two forms are equivalent. Y ou can force sendmail to process the mail queue by typing:

nexus% sendmail -q -v
Mail aliases

One of the first things you should locate on your system isthe sendmai | diasfile. Thisisafile which contains e-mail aliases for users and system services.
Common locationsfor thisfileare™ /et c/ al i ases' and/etc/ mai |/ al i ases' . On some systems, the mail aliases are in the NIS network database.

If thisfile actualy liesinthe /et ¢' directory, or some other place amongst the system files, then you should move it to your special areafor site-dependent
filesand makeasymbolic linkto" /et c/ al i ases' instead. Y our mail aliases are valuable and you want to make sure that nothing happens to them if you
reinstall the OS.

Theformat of the mail diasesfileisasfollows:

# Alias for mailer daenon; returned nessages from our MAI LER- DAEMON
# shoul d be routed to our |ocal Postmaster.

postmaster: mark, toreo
MAI LER- DAEMON:  post mast er
nobody: /dev/null

#

# alias: list of addresses

#

drift:mark@ u. hioslo.no,toreo@u. hioslo. no
root : mar k@ u. hi osl 0. no, t oreo@ u. hi osl 0. no

#

# Alias for distribution list, nmenbers specified el sewhere:
# alias : :include: file of names

#

I sk: :include:/iu/nexus/u2/wikl/ww/|sk/millist/millist
#

# Dunp mail to a file

#

ace: /iul/nexus/local/iularchivel/ ACEmailinglist

Setting clocks

Y ou need to keep your system clock synchronized. A time-server isused for this purpose. The network time protocol daemon nt pd is used to synchronize
clocksfrom areliable time server.

Another option for BSD-like systemsisther dat e command, which sets the local clock according to the clock of another UNIX host. Some systems (like
GNU/Linux) do not have this command, but it can be emulated with a script like this one, provided remote-shell accessis permitted by the server.

#!'/ bi n/ sh

#

# Fake rdate script for linux - requires rsh access on server
#

echo Trying tinme server

DATE="/bin/su -c '/usr/bin/rsh time-server date' remote-user

echo Setting date string...

/bin/date --set="$DATE"

Another more reliable way of keeping clocks synchronized in the long run isthe use the NTP protocol, or network time protocol. The daemon xnt pd can be

used to synchronize hosts against a master host. Two configuration files are needed to set up thisservice: “/etc/ntp. conf' and /etc/ntp.drift'.
“letc/ntp. conf' lookssomething like this, where the |P address is that of the master time server, whose clock you trust.

driftfile /etc/ntp.drift
aut hdel ay 0.000047
server 128.39.89.10
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The /etc/ntp.drift' filemust exist, but its contents are undetermined. you should touch thisfile.

Posix ACLs

ACLs, or access control lists are as modern replacement for file modes and permissions. With access control lists you can specify precisely the accessrights
to filesfor each user individually. Earlier in Unix systems, it was necessary to make a group if you wanted to open afile for severa users, but not for
everyone.

ACLswereintroduced in the DOMAIN OS by Apollo, and were then copied by Novell, HP and other vendors. A POSIX standard for ACL s has been
drafted, but as of today thereis no standard for ACLs and each vendor has a different set of incompatible commands and datastructures. Sun Microsystem's
solaris (NFS3) implementation is based on the POSI X draft. We shall follow Solaris ACLs in this section. Not al Unix systems have ACLs. GNU/Linux
does not have them. If you grant accessto afile which is shared on the network to a machine which doesn't support them, they will be ignored.

ACLsareliteraly lists of accessrights. Each file hasalist of data structures with pairs of names and permissions:

“Fil enanme
Who Permission

(user| group| everyone) (read|wite|execute)

Y ou specify an ACL by saying what permissions you would like to grant and which user or group of users the permissions apply to. An ACL can grant
access or deny access to a specific user. Because of the amount of time required to check all the permissionsin an ACL, ACLs dow down file search
operations.

Under solaris, the commands to read and write ACL s have the horrible names

getfacl file

Examine the ACLsfor afile
setfacl file -s permission

Set ACL entriesfor afile, replacing the entirelist.
setfacl file -m permission

Set ACL entriesfor afile, adding to an existing list.

For example. If we create anew file, it ends up with adefault ACL which is based upon the unix umask value. Suppose umask is 077, giving minimal rights
to others.

dax% touch testfile
dax% getfacl testfile

# file: testfile

# owner: mark

# group: iu

user::rw

group::--- #effective:---
mask: - - -

other:---

Thistellsusthat anew fileis created with read/write permission for the user (owner) of thefile, and no other rights are granted. To open thefilefor a
specific user, one writes

dax% setfacl -muser:ds:rw testfile
dax% getfacl testfile

# file: testfile

# owner: mark

# group: iu

user::rw

user: ds:rw #effective:---
group::--- #effective:---
mask: - - -

other:---

To open afilefor reading by agroupi u, except for one user caled r obot , one would write:
dax% setfacl -mgroup:iu:r--,user:robot:--- testfile
dax% getfacl testfile

# file: testfile
# owner: mark
# group: iu
user::rw
user:robot:--- #effective:---
http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999 Principles of system administration Page: 74

user: ds:rw #effective:---
group::--- #effective:---
group:iu:r-- #effective:---
mask: - - -
other:---

Notice that this is accomplished by saying that the group has read permission whilst the specific user should have no permissions.

PART IV: NT

NT

NT Overview

@hrule @vskip 0.3cm

NT isamultitasking operating system from Microsoft which allows one user at atimeto log in to a console. The consoles may be joined together in a
network with common resources shared by a “domain’. An NT host is either a network domain server or a personal workstation. NT is quite new, at least in
terms of age, and Microsoft has reinvented many well known systems rather than use tried and tested solutions. This hasled to a history of bugs and
security issues and some disillusionment in the popular press. Together with GNU/Linux and IRIX, NT isthe most popular target for network attacks. NT
has along way to go before it becomes mature, so significant changes can be expected in the next few years. The pace of development is aready rapid and
NT is getting steadily closer to Unix. Here we present a provisional overview as a point of reference and comparison.

The basic NT distribution contains few tools which can be used for network administration. The NT Resource Kit is an extra package which, for atidy sum
of money, provides many essential tools. Other tools can be obtained free of charge.

NT can be both easier and harder to administrate than Unix. It can be easier because the centralized model of having one domain server running the network
services meansthat all configuration information can be left in one place (on the server), and that each workstation can be made (at least to alimited degree)
to configure itself from the server'sfiles.

It is harder to administrate because the only tools provided for system administration tasks work by the GUI (graphical user interface ) and thisis not a
suitable tool for addressing the issues of hundreds of hosts. The Resource Kit and free tools go some way to helping with this problem, but the Resource kit
adds a substantial sum to the cost of running NT. It provides tools analogous to cr on and script languages for automating tasks.

NT does not have aremote shell login feature like Unix, so the administrative job cannot be handled remotely, unlessthe PC istied specifically to acentral
server for dl of its maintenance. Fortunately the free Perl Win32 package and related tools provides tools for solving a number of problemswith NT from a
script viewpoint.

Loggingin

In order tolog on to NT the user must type CTRL-ALT-DEL. Thisisa ‘feature’ which isintended to serve a security purpose. Any login screen which one
might see prior to pressing this key combination islikely to be a Trojan horse program. Windows NT is not a multiuser operating system, only one user
may be logged in at any time. The superuser account is called the Administrator account. In fact any account which isamember of the group Administrators
has the same privileges. These accounts have the power to do anything with the system, just asin Unix. However it is possible to remove access rights to the
Administrator as a precautionary measure; the Administrator then has to grant him/herself access before continuing.

System layout

Thefirst thing to learn about a new operating system iswhere dl the important files live on the disk, where new software should be installed and where new
users should have home directories.

The layout of the NT filesystem has changed through the different versions, in an effort to improve the structure. This description relatesto NT 4.0. The
system root isusually in> C:\ W nNT' and isreferred to in the system environment variable %SystemRoot% .

*1386' Thisdirectory contains binary code and data for the NT operating system. This should normally be left alone.
“Program Fi |l es’
ThisisNT's officid location for new software. Program packages which you buy should install themselves in subdirectories of this directory. More
often than not they choose their own locations however, often with adistressing lack of discipline.
*Tenp' Temporary scratch space, like Unix's™ / t np' .
“Wnnt'
Thisisthe root directory for the NT system. Thisismainly for operating system files, so you should not place new files under this directory
yourself unlessyou really know what you are doing. Some software packages might install themselves here.
"W nnt\config'
Configuration information for programs. These are generally binary files so the contents of NT configuration filesis not very interesting.
"W nnt\ syst en82'
Thisisthe so-called system root. Thisiswhere most system applications and datafiles are kept.

Theregistry

In addition to these files and directories, thereis a set of fileswhich isnormally invisible called the systemregistry . The system registry is a place where
configuration information, preferences, boot info and options are kept. These files contain the analogue of Unix dot-filesand * / et ¢' setup files, aswell as
the kind of information which dmesg provides. They replacethe . I NI * files of earlier windows systems. The hive

There are advantages and disadvantages to the registry approach to host configuration. A nice feature is that the database liesin one well-defined place. A
disadvantage isthat it liesin the system workspace--meaning that it is not a distributed database. If users want special preferencestheir registry data have to
be installed manually on each host. This can be contrasted with Unix, say, where configuration files exist per-host and per-user. Thus what one gainsin
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tidiness, islost in convenience.

Theregistry has a hierarchical structure made from “keys'. Keys are analogous to directories: they may hold values or sub-keys. The values of keys are
protected by ACLs. Theregistry filesare called hives and liein the directory * C: \ W NNT\ syst en82\ conf i g' . The default ACLs on the registry allow
everyone to read them.

These files can only be viewed by starting the registry editor program " r egedt 32' . There are six base keys which cannot be changed

* HKEY_CLASSES_ROOT*
Contains file associations and OLE (Object Linking and Embedding) data (Link to HKEY _LOCAL_MACHINE\SOFTWARE\Classes)

* HKEY_CURRENT_USER
Contains data about the user who is currently logged in on the console. It islinked to HKEY _USERS.

* HKEY_LOCAL_MACHI NE'
Contains configuration data for the local machine. This containsinformation about installed software, analogous to GNU/Linux's" Packages. gz'
file, so that new software can be downloaded or upgraded from a server. It also contains setup information concerning running services, hardware
and applications.

* HKEY_USERS'
This subtree contains user ID's (security ID's) for users who are known to the machine. Thisis analogousto the "/ et ¢/ passwd' and
*letc/shadow fileson unix. It does not contain info about the SAM (security access manager).

* HKEY_CURRENT_CONFI G
Data about the local machine configuration which might change in the future.

* HKEY_DYN_DATA'
Sub tree containing dynamically created performance data. For NT's private use only.

Theinformation in the registry is updated mainly by application programs, but can also be edited using the Registry editor mentioned above. Perl for
WIN32 can also manipulate the registry data, and as of service pack 4 and NT 5.0, the registry can be managed remotely.

It is hazardous to change the registry without considerable care since ordinary users can lose control of the machineif the ACLs are changed.

User login directories

NT has no specified place for user directories, so you may place them where-ever you like. A naming scheme, such as the one described earlier for Unix
disk partitions can still be used even though NT cannot mount disks at arbitrary placesin afile system.

Starting and stopping under NT

Like Unix, processes under NT can live in the foreground or in the background. A background process can be started with
start /B

In order to kill the processit is necessary to purchase the Resource kit which contains aki | I command. A background process detachesitself from alogin
session and can continue to run even when the user islogged out.

The shutdown of the whole system must be performed from the Windows menu. Any logged on user can shut down the ahost. Thisisnot amajor problem
since only one user can use the system at atime. However, background processes die when this happens, including other users background processes. A
shut down command also exists for shutting down local or remote systems.

Mounting disks

Network disks and local disks must be mounted in NT just asin UNIX, but this occurs more transparently. Network disks become visible when you join an
appropriate NT domain. Thisisanice feature, but thereis a price for the smplification. It is not possible to add a remote (network) disk to your file tree at
an arbitrary point, as one can with Unix file systems. Each new device is assigned a drive number, a hang over from the old DOS ways. Disks may be
assigned A:, B:, C:, D: etc. Moreover, you don't have any control over what designation a device gets. Two machines might assign different drive namesto
the same device, so be careful. Users home directories are attached to H: if possible. Although only afew yearsold NT has nearly as many historical quirks
as Unix.

It isrumoured that NT 5.0 will have support form transparent mounting at an arbitrary point within adirectory structure as is the case with Unix file
systems.

Samba

Windows NT uses a system of network file sharing based on their own SMB (Server message block) protocol. Sanba isaunix daemon based service which
makes unix disks visible to Windows NT.

Samba maps usernames, so you need an account with the same name on the NT server and the unix server. It maps username textualy, without any fancy
Ssecurity.

Samba configuration isin true unix style, by editing the text-file " / et ¢/ smb. conf' . Hereisan examplefile.

Note carefully the “hosts allow' line which restricts access to disks to specific | P addresses. Without this option, anyone could fake packets and mess with
your disks.

[ gl obal ]
printing = bsd

printcap nanme /etc/printcap

| oad printers = yes
guest account = nobody
invalid users = root
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wor kgroup = UNI X
hosts all ow = 128. 39.

[ hones]
coment = Honme Directories
browseabl e = no
read only = no
create node = 0644

[printers]
comrent = All Printers
browseabl e = no
path = /tnp
printable = yes
public = no
witable = no
create node = 0644

ACLsand ACEs

Access control lists, or Access control entries are set and checked with either the ™ Expl orer program (File/Properties/Security/Permissions menu) or the
cacl s command. This command worksin more or less the same way as the POSIX set f acl command, but with different switches. Also the lists apply to
usernames not groups. The switches are

/G Grant access to user.

IE Edit ACE instead of replacing.

IT Act on all filesand subdirectories

IR Revoke (remove) accessrightsto auser.
/D Deny access rights to a given user.

The accessrights are not read, write, execute asin Unix, but N (no rights, R (read), C (changefwrite), F (full).

hybri d> CACLS testfile

C:\home\mark\testfile BU LTI N Adm nistrators: F
Everyone: C
MI' AUTHORI TY\ SYSTEM F

hybrid> CACLS testfile /G ds:F
wait for 30 seconds..
Are you sure(Y/' N ?

hybri d> CACLS testfile
C\home\mark\testfile HYBRI D\ds: F

In this example the original ACL consisted of three entries. We then replace it with asingle entry for user ds on thelocal machine HYBRI D, granting full
rights. Theresult isshown in thelast line. If, instead of replacing the ACE, we want to supplement it, we write

hybrid> CACLS testfile /E /G mark: R
wait for 30 seconds
Are you sure(Y/' N ?

hybri d> CACLS testfile
C\home\mark\testfile HYBRI D\ds: F
HYBRI D\ mar k: R

Unix/NT correspondence

AsNT improvesit has been steadily converging on Unix. It isnot only interesting, but useful to compare the Unix and NT software interfaces.

Strangely it does not seem to be possible to rename directories under NT. Instead one has to cut and paste them using the explorer program! If you have
collected the Unix shell programs, you can use the usua mv command.

Hereisalist of some Unix commands and their NT equivalents.

alias doskey Createashell alias.
at Theat and soon commands in the resource pack for scheduling background batch tasks
cat type to print afileor copy a+b+c to concatenate
cd cd Change directory
chgrp None: files don't have group attributes.
chnod cacl s Change accessrightson afile.
un/ conpr ess
conpact lexpand Compress and uncompress files. Also gzi p
cp copy Copy afile
cp -r xcopy Copy directoriesrecursively
cp -p scopy Copy preserving attributes
cron at Periodic task scheduler
df Show disk usage. Must be simulated with script or free software additions.
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exportfs
net shar e Make disks available to other hosts via network.
fsck  chkdsk Check disk filesystem integrity.

ifconfig
i pconfig /all Ethernetinterface configuration.
kill  Akill commandisin the Resource Kit.

I'n -s None. Short cuts are similar to symbolic links.
mkdi r  mkdi r Make anew directory.
nmount net use Add aremote disk to theloca host.
net st at
net st at Show network connections and statistics.
nsl ookup
ns| ookup Query the DNS/BIND service.
passwd net user Change password.
ps pst at , pvi ewin the Resource Kit show active processes.
rsh A version of r sh is provided for login to Unix systems.
tar GNU tar, andpax available for packing/unpacking tape archives.
traceroute
tracert Traceroute through TCP/IP network.
uptime net statistics Show system statistics.

UNIX toolson NT

@hrule @vskip 0.3cm
GNU toolsfor NT

The Unix GNU tools from Cygnus software are obtainable free of charge. To obtain them, log on as Administrator.

o Makedirectory " C:\usr\l ocal ' wherethe unix commandswill beinstalled. (New software should really go into the" Progr am Fi | es' directory,
according to the NT setup, but this package follows Unix formalitiesand uses™ / usr /1 ocal ' .)
e Start theinternet explorer or netscapeif you haveit. Go to aGNU ftp site, for instance ftp: //ftp. funet.fi'.GOto " pub/wi n-nt/gcc' folder

and get everything.
gnu-bin.tar.Z gnu-lib.tar.Z tar.exe
gnu-emacs.tar.Z gnu-man.tar.Z wi n32gnu. dl |

If you can findgunzi p or unconpr ess get them, but otherwise you will need to download the files to a Unix machine first and uncompress them
there with gunzi p Y ou can then use the explorer or the Windows NT f t p program to collect the unpacked tar file.
o Movethetar fileand "t ar. exe' filetothe  C:\' directory and start an NT/DOS command prompt. Type

tar xf gnu-bin.tar

and so on. The files unpack themselves.

e To start ashell window which recognizes the unix commands, you will need to set up a “short-cut' to NT's OvD. EXE program and tell the command
window to execute a setup script. (NT command windows do not seem to execute a setup script analogousto . cshr ¢’ automatically.) Click on the
right (menu) mouse button over the Window interface background to bring up the icon menu. Select New from this menu and Shor t cut from the
sub-menu which pops up. As the command line, type

C:\\wi nNT\ syst enB2\ cnd. exe /K C:\usr\local \ congruent\setenv C

and choose a name for the short cut e.g. Unix-shell. A littleicon pops up and when you click on this, it should now start a shell where you can use
all of theinstalled unix commands including the nt emacs editor.

e The command shell you just started is still not very intelligent, although you can set up on-line editing and command history, it is not possible to use
filename or command completion. nt emacs can do this however. To get such ashell, typent emacs and thenESC x shel | .

Tcsh for NT

If you want areal Unix shell with completion and internationalization, thereis aport of the popular t csh program for windows NT. This could be a useful
environment for performing system tasks. Y ou can collect aready compiled binary from ™ ftp: / ft p. bl ar g. net / user s/ anol / t csh' . This shell supports
all of the usual unix syntax and job control goodies, with the exception of certain signal handlers which NT does not have.

UWIN for NT

David Korn of AT&T (the author of ksh, the Korn shell) has written an beautiful package of code for NT which allows you to run many standard unix
servicesfor free! Thereisadevelopment package for porting Unix programsto NT.

Whether you like unix or not, this package is invaluable since it gives you accesstot el net services, r sh and many other goodies. Many of the GNU tools
are bundled with this package too. In other words, you can now remote log onto an NT machine and do al of the things you are used to doing on unix
except for running window based software.

The Uwin package belongsto AT&T, it is not free software in the sense of having access to source code or having the right to redistribute the package. But
thisismainly aformality and anyone can download the libraries. Y ou can collect everything from
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http://ww.research. att.conl sw tool s/uwin
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Glossary

Booting
Bootstrapping a machine. This comes from the expression “to lift yourself by your bootstraps, which is supposed to reflect the way computers are
able to start running their programs from scratch.

BIND Berkeley Internet Name Domain. The library part of DNS, the routines which perform nameservice lookups.

C/IMOS
Complementary Metal Oxide Semiconductor. p-n back-to-back transistor technology, low dissipation.

Consolidated
A centralized mainframe type of solution for concentrating computing power in one place. This kind of solution makes sense for heavy calculations,
performed in engineering of computer graphics.

Cyberspace
William Gibson's name for the virtual world of the net. From his novel Neuromancer.

Distributed
A de-centralized solution, in which many workstations spread the computing power evenly throughout the network.

DNS The Domain Name Service, which convertsinternet names into | P addresses and vice versa.

Enterprise
A small business network environment. Enterprise management is a popular concept today because NT has been aimed at this market. If nothing
else, Microsoft know about marketing and have highlighted thisimportant market far more effectively than the Unix vendors have done before them.
Enterprise management typically involves running aweb server, a database, adisk server and a group of workstations and common resources like
printers and so on. Many magazines think of enterprise management as the network model, but when people talk about Enterprise management they
are realy thinking of small businesses with fairly uniform systems.

Free software
Thisis aconcept promoted by the Free Software foundation. Free means freedom to share with your friend, rather than gratis. Free software might
cost money (usualy it does not), but it comes with alicense which gives everyone the right to copy, distribute and alter the program for whatever
purpose they wish. As Richard Stallman (who founded the FSF) putsit, think “free speech’ not “free beer'. Several companies make money out of
supporting and marketing Free Software, e.g. Cygnus and Red Hat.

GUI  Graphica user interface.

Inter networking protocol
A protocol which can send messages across quite different physical networks, binding them together into a unified communications base.

IP address
Internet address. Something like 128. 39. 89. 10

LISA  Largelngallation System Administration. This refers to environments with many (hundreds or thousands of) computers. The environments
typically consist of many different kinds of system from multiple vendors. These systems are usually owned by huge companies, organizations like
NASA or universities.

Open Source
Thisislike free software. It isakind of registration stamp for software for which the source code is available to the user. Mostly users are not
alowed to modify the code and resell it however. See http://www.OpenSource.com

Open systems
is aconcept promoted originaly by Sun Microsystems for Unix, which is about al systems being compatible through the use of freely available
standards. While competitors might have to pay to implement afeature, they are not prevented from knowing how to include that festure or from
sdling it later.

PC An Intel based personal computer, used by asingle user.

PID  Processidentity number.

Proprietary systems
is the opposite of open systems. These systems are secret and the details of their operation is not disclosed to competitors. The most infamous
example is Microsoft, but there are many others.

RAID Redundant array of inexpensive (ha-ha) disks. A disk array with automatic redundancy and error correction. Can tolerate afailure of one disk in the
array without loss of data.

CS  Small Computer Systems Interface. Used mainly for disks on multiuser systems and musical instruments.

SD  Security identity number (NT)

SIMM  Memory chip arrays.

Sooofing
Impersonation, faking, posing as afalse identity.

Striping
A way of spreading data over several disk controllers to increase through out. Striping can be dangerous, sincefiles are stored over several disks,
meaning that if one disk fails, al dataare lost.

SVR4  System 5 release 4 unix. AT& T's code release.

TTL  Timeto live/Transistor-Transistor Logic

UID  User identity number (Unix)

URL  Uniform resource locator. A network “filename' including the name of the host on which the resource resides and the network service (port number)
which providesit.

Vendor
A company which sdlls hardware or software. A seller .

ONOURWNE
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Workstation

X11

A non-Intel based personal computer which might be used by several users. Workstations might be based on for example SPARC (Sun

Principles of system administration

Microsystems) or Alpha (Digital/Compag) chip sets.

The Unix windows system.

| ndex

~.cshrc', . cshrc’

~. fvwnPrc'

~. fvwB5rc’

. fvwrce’

S.mmrc', . mmrc’
“.profile', .profile'
~.rhosts’

~.tkagrc'

~.xinitrc'

_. xsession'

“letcl/aliases'
“letc/checklist'

“letc/df s/ df stab’
“letclethers', /etc/ethers'
“letcl/exports'
“letc/filesystens'
“letc/fstab', /etc/fstab'
“letc/hosts.all ow
“/letc/hosts. deny’

“letcl/inetd.conf', /etc/inetd.conf’

“letc/inittab'

~/ etc/naned. boot'
~/etc/naned. conf’
“letc/nsswitch. conf’
“letc/printcap'
“letcl/rc' files
“letc/rc.local’

“letc/resolv.conf', /etc/resolv.conf’

“letcl/services'
“letc/vfstab'

~/tftpboot’
“/usr/etc/resolv.conf' onlRIX

“lusr/local’
“lusr/local/gnu
“lusr/local/site'
“lvar/mail'’
“/var/spool/mil’

A record

Access control for services
Access control lists

Esin NT

Ls
LSinNT

Ls, network services
ionsequence

asesin mall

ve, checking a host
Anonymous ftp databases
ar ch program

ARP

ARP/RARP

el
00|00

)>)>Ei

Backdoors

Background process, NT
Backups

Bad primary partition error
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bi od

Boot scripts
Booting unix
boot p_protocol

BOOTP protocol

Bridge

Bridges

Broadcast address Broadcast address

BSD 4.3
Byte order

Cachefile, DNS

Cache poisoning

command

CACLS
cancel

Canonica name

Canon

ica names

cat ran command

cfengine
~cfengi ne. conf’
chat _program

heck

ng the mode of installed software

NECKI

ng whether host isalive

ass A,B,C networks

1aSses
asses, compound

asses, defining and undefining

ock

synchronization
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NAME, CNAME

Community string

Community strings
Components, handling

Compound classes
configure
Contact with the outside world

cp command

crack
cron

cron,cron
Cron jabs, controlling with cfengine

“crontab'
cront ab command

Cyberspace

Daemons and services

David
Death

Korn

Day of the week

to the users

Defau

t nameserver

Defaul

t printer, Default printer

Defaul

t route, Default route, Default route

Denial

of service attack

Devices

df command

k backups

k doctor

K partition names

K quotas

K repair

[R{OR{ORIDRITR[7]

k statistics

S,DNS, DNS

S cachefile

S, BIND setup

O0[0|0|0|0|0|10|0|0

S, mail records

Doma

dnsquery

n

Domai

nname

Domai

n name service

Domai
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Domai

n OS

Domal

n, listing hostsin
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domai nnane

DoS attack

Dotsin hostnames
Down, checking a host
du command

dunp command

eeprom
et her fi nd command

export f s command
Exporting on GNU/Linux
Externa hosts do not seem to exist

File type problem in WWW

Filesystem table

fi nd command

nding amail server

nding domain information

nding the name server for other domains
rewals

format _program, Sun

Formatting afilesystem

FOHN

Fragmentation of UDP
Free software foundation
f sck program.

ESE
ftp

FTP

ftp databases
“ftp.funet.fi'
“ftp.uu. net’

Fully qualified names

f vwmwindow manager

f vw2 window manager
f vwr®5 window manager

Gateway

GNU software

Grouping time values

gr oups and timeintervals

gr oups in cfengine

andling components
Hangup signal

HINFO

ome directory

ost name gets truncated
ost name lookup
Hosthame |ookup

HTTP

HUB

lub

IDE

ifconfig

i fconfigcommandifconfigcommand
in.rarpd

inetd

inetd master-daemon

CINSTALL'

Interface configuration, Interface configuration

Internet domain
i ost at_ command
P address
dress lookup
P address, setting
dresses, | P addresses

Principles of system administration

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html

Page: 81



Monday, July 26, 1999

J
k

IPv6

junkfilter

ki || _command

kill, NT process
Korn Shell

LDAP
| dconf i g command
| dd command
nux, exports
ttle endian
loadlin
| ocat e command
Logical NOT
L ogin directory
L ooking up name/domain information
L ookup hostsin adomain
L oopback address
L oopback network in DNS

-

| psched

| pshut

| pstat -a

I pstat -0 al

nmach program
cintosh
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address of administrator, Mail address of administrator

diases

exchangers

queue Mail queue
recordsin DNS

spool directory

, finding the server

e

Management information base
MIB

nkfil e command

Months

nount -a

mount_command

nmount d
ounting filesystems

ounting filesystems.

ounting problems

ulti-port repeater, Multi-port repeater
multi-user mode

Multicast address

mavmwindow manager

MX

MX records

[SSR SRR SRR [ SR [SRTeH]

2

Name service lookups

naned

Nameserver for other domains
Nameserver list

ncftp

Netmask, Netmask

net stat -r and routing table
net stat -r command
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net st at command
etwork address
etwork byte order
etwork information service
etwork interface, Network interface
etwork interfaces
etwork numbers
etwork, transmission method
etworks
newf s command
Newsprint
NFS client/server statistics
nf sd
nf si od
nf sst at_ command
nice
NIS
0 contact with outside world
OT operator
ovell, Novell
S

ns_lookup.nsl ookup

T GNU tar file
T ingtalation
T, ACL/ACEs
T, tcsh for
ntemacs

nt pd

One time passwords One time passwords

Operator ordering
0OS/2 boot manager

Partitions

Password sniffing

Permissions on installed software
Ping attacks

pi_ng command, pi ng command
Point to point protocol

Port sniffing

nt spool area
nt-queue listing, Print-queue listing
nt-queue, remove job, Print-queue, remove job
nt-queue, start, Print-queue, start
nt-queue, stop, Print-queue, stop
NTER
nter registration
nter, choosing a default
obe SCSI

procmail
ps_command
PTR records
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J 92

g=any, nsl ookup
0=mXx, nsl ookup
0=ns, nsl ookup

Quotas

RARP, RARP, RARP, RARP
“rc' files

r dunp command

_README'

Registering a printer
Registry, NT, Registry, NT
reni ce command
Repairing a damaged disk
Repeater, Repeater
Resolver, setting up
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Restarting daemons
r est or e command

Reverse lookup, DNS

rl ogi n command

rm -i_command

Root partition

rout e command

Router

Routing information
Routing table, Routing table
rpc. nountd

rpc. nfsd
r sh command

Rsh for NT
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TCP wrappers
TCP/IP spoofing
tepd

tcshfor NT
Teardrop

t el net_ command
Telnet for NT

me classes
mesavice

me, executing jobs at specified
timezone

TkGoodStuff

http://www.iu.hioslo.no/~mark/sysadmin/SystemAdmin.html



Monday, July 26, 1999

°
°
°
°
u
°
°
°
°
°
°
°
°
°
°
\'
°
°
W
°
°
°
X
°
°
°
°
°
°

tracer out e command

Transceiver

TTL
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uid

Ultrix

umask
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Undeleting files
Unix dot-files
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updat edb script
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