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Abstract

Several DES-like ciphersaren't utilizing their full potentialstrength,becauseftheshortkey
andlinear or otherwiseeasilytractablealgorithmsthey useto genertetheir key schedules.
Using DES as example we showa way to geneite round subleys to increasethe cipher
strengthsubstantiallyby makingrelationsbetweertheroundsubleyspractically intractable

1 Introduction

A Feistelcipherconsistof two parts:

e thekey schedulewhich producesubleysfor eachround,normallyfrom the“generating”or main
key; and

e scrambling—théreal” encryption,which mixesthe subley bits with theinput bits to producethe
outputbits.

While scramblinghasbeenstudiedverythoroughly key schedulegeneratiorhasnotenjoyedtheattention
it rightfully deseresuntil recently[Kn93]. It hasbeenshowvn that poor key schedulesan breakan
otherwiseperfectly good cipher [Bi94], but relatively little hasbeensaid aboutwhat it meansfor a
key scheduleo be strong. Lars Knudsen[Kn93] suggestsghat a strong key schedulehasthe following
properties:
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1. Givenary s bitsof ther roundkeys, dervedfrom anunknaovn generatingey (wheres is lessthan
thetotal amountof roundkeys material),it is hard to find ary of theremainingkey bits from the s
known bits.

2. Givensomerelationbetweerntwo generatingeys, it is difficult to predicttherelationsbetweerary
of theroundkeys derivedfrom thesetwo generatingeys.

Severalattacks notablydifferential[BS93] andlinear cryptanalysigMat94a],eventhoughthey theoret-
ically recover the subleys directly andindependentlyrom eachother in practiceutilize thefactthatthe
relationbetweenthe bits of the subleys of differentroundsis ratherlinear, thusavoiding considerable
amountof work.

Theidea,therefore,is to generateghe subleys in sucha way, thatthe relationbetweenary subley bits
of any roundsis practically intractable As a side-efect, generatinga key schedulehis way takeslonger
thantraditionalkey schedulesetup;this, coupledwith the factthat we allow for variablekey lengths,
helpsfoil bruteforceattacksaswell.

Lookedatanothemvay, a DES-like cipheris really two separateryptosystemsF' andG. Theusersees
G ={gr: k €{0,1}°%}.

But thereis really underlyingcryptosystem
F={fs:ke{0,1}%}

anda mappingg : {0,1}°® — {0,1}7® suchthat fsx = g for all inputkeys k. We assertthat the
standardmapping¢ hassomeundesirablgroperties,and proposea nev mapping¢’. As noted,our
functionis moregeneraljn thatit maps{0, 1}* to {0, 1},

Section2 describedhiow we generateéhe key schedule We useDES[NBS77] asanexample,andhence
suchmagicnumbersas168and768, but any similar block ciphersuchasIDEA or SKIPJACK couldbe
usedinstead.Section3 presentghejustificationfor eachstep.We discusspossibleattacksin Section4,

andgive afinal analysisin Section5.

2 Design

We first definea primitive called n-folding, which takes a variable-lengthnput block and producesa
fixed-lengthoutputsequenceThe intentis to give eachinput bit approximatelyequalweightin deter
mining the value of eachoutputbit. Notethatwheneer we needto treata string of bytesasa number
theassumedepresentatiors Big Endian— Most SignificantByte first.

To n-fold anumberX, replicatetheinputvalueto alengththatis theleastcommonmultiple of n andthe
lengthof X . Beforeeachrepetition,theinputis rotatedto theright by 13 bit positions. The successie



n-bit chunksareaddedogetherusingl’s-complemenaddition(thatis, additionwith end-arounctarry)
to yield an-bit resultdenoted X ), .

We take the 64-fold of theusersinput K to producea seedvalue
S = (K)gy- 1)

This seedvalueis usedbothasthekey anddatato produceaninitializationvectorlV andanintermediate
key I. Theextra 8 bits areignoredwhensS is usedasa DESkey. If thisis unacceptablethe 56-fold of
K couldbetakento produceS’, the key. We think this extra operation(i.e. folding 64 bits to 56 bits)
is unnecessarin this case.However, if the key size anddatasize differ sufficiently, aswith IDEA or
SKIPACK, this extra stepwould be needed.

1V is producedby encryptingthe seedtwice usingthatseedasa key; I is producedoy decryptingthe
seedwice usingthe seedasakey:

v = {{s}9)}s @)
I = {({s}s7)}s™ 3)

where{ P} K denotesheencryptionof plaintext P undercontrolof key K and{P}K ! thecorrespond-
ing decryption.

Notethatwe needtwo key schedulesOneis the“secondary” to beusedin preparatiorof the“primary”
key schedulghatwill beusedin dataencryption.This papers concernedvith generatiorof theprimary
key scheduleRequirement$or thesecondararelessstringent,we believe thatthe DES-like generation
of roundkeys is good enough(but that the regular shift of the IDEA generatingkey during roundkey
generatiorisn’t sucha goodidea). A shift with aregularstep,interspacedby afew irregular steps—ijust
asDESdoes—seemsufficient for our purposes.

Theintermediatekey I and IV areusedto producea generatokey G. First, K is 192-foldedto create
three 64-bit chunksto be the keys for triple-DES. (K),,, is thenencryptedundercontrol of I using
CFB-64modewith initializationvector/V':

G = {<K>192}I (4)

The bits of G are usedto form keys for triple-DES in encrypt-decrypt-encrypinode (parity bits are
ignored). This time, we usetriple-DES EDE CFB-64 modeon (K, usingkeys G andthe same
IV asbefore. The outputof this encryptionis usedasthe 768-bit key schedulefor ordinary DES data
encryption. It is obvious, that one canobtainas mary bits of key materialasneededy using (K),,,

where M is the numberof key bits required. This is usefulfor casedike describedn [BB94] andin

appendixA.

To formalize,thekey schedulegeneratingalgorithmis:



Algorithm 1 Generat&ey ScheduleSched from userkey K of n bits
Require: n > 40 An < 256

S <= (K)ey)

t<={S}S; IV < {t}S; { singleDESECB}
t<={S}S Y I < {t}S { singleDES™! ECB}
G < {(K) g }; { singleDES CFB-64usingkey I andinit vector/V'}
Sched <= {(K )5} G5 { triple DESEDE CFB-64with key G andinit vector/V'}

3 Theory of Operation

Our basicassumptions thatthe underlyingblock cipherusedis fundamentallystrong,but possiblyhas
aninappropriatekey size,eithertoo small(asin DES[DH77, Wie94]) or too large (asfor anexportable
cipher[DML t93, DML t94]). A fundamentaldesigngoalis to ensurethat all input key bits have an
equaleffectonthegeneratedkey schedule.

We usen-folding (equationl) to changethe lengthof a bit string. Replicationto thel.c.m. of theinput
andoutputlengthsensureghateachinput bit hasequalweight. The rotationby 13 bits—anumberthat
is likely to berelatively primeto ary inputkey lengthof interest—sergsto blur the effect of regularities
in theinputvalue[Bi94].

Ones-complemenadditionof wordsof width n is usedto generatehe final fixed-lengthoutputvalue.
Becauseave aregeneratinga bit string, ratherthana number we useone’s-complemenaddition,rather
thanthe morecommontwo’s-complemenaddition. The arithmeticresultsaresimilar thoughnotiden-
tical — the answersarein therange[—(2" — 1), +(2" — 1)], ratherthanthe moretractablereduction
modulo2™. Also, thisway carrybit is presered.

If theinputvalueto n-folding is alreadyof the desiredlength,the operationhasno effect; this is quite
acceptablesincesubsequendtepswill scrambléat sufficiently.

Thenext step,generatiorof I (equation3) and/V (equation?), is accomplishedia a one-way function.
Dependingon the input value, n-folding may not be strongenough,so we usethe underlyingblock
cipherasour primitive. Applying encryptionanddecryptiontwice (equation® and3) senesto defeat
the effectsof weakinputkeys. For example,if K were0, S would be0 aswell, which would resultin 7

andIV having thesamevalueif singleencryptionwereused:

While we know of noway to exploit this property we still preferto avoid theregularity.

Equatiord is usedto producethreeDESkeys for encryptionof thekey scheduléits. Triple encryptionis
necessaryo guardagainsbrute-forcesearchefor thegeneratingkey. Assumeanattackthatcanrecover
the key schedulebits usedfor, say the first round. This is not an unreasonablsuppositiontherehave

IFor cipherswith unpleasanpropertyof {0}0 = 0, this maynot hold, and0 will beaweakkey always. LOKI89 is one
exampleof suchcipher In general{ K } K = K is abadpropertyof a cipherto begin with, andwe do not have a curefor it.
Reminder:our methodimprovesalreadygoodbut imperfectciphers,it doesnotturn badonesinto goodones.



beenattackgpublishedagainsshortenedersionsof DES[BS93]. In thatcaseabrute-forcesearchcould
be usedto find the generatingkey G, which could concevably be usedin an attemptto find the other
subley bits.

Thefinal stepproduceghe actualkey schedule We use768-folding asanadditionalway to spreadout
the effectsof the input key, but othermechanismsvould probablywork aswell. Onepossibilitywould
bethestandarkey schedulggeneratioomechanismWe dorecommendhattheplaintext for the CFB-64
operationbe key-dependentio frustrateknown-plaintext attackson the generatokey.

4 Attacks

BihamandShamirhave alreadystudiedthestrengthof DESwith independersubleys againstifferential

cryptanalysis[BS93]. While the bits of our subkeys are not truly independentthey are sufficiently

scrambledhatthereis no exploitablerelationshipbetweerthem. Eitherway, differentialcryptanalysis
becomesconsiderablymore difficult, asevery bit of every subley of every round hasto be recovered
independently On the order of 2! chosenplaintexts is neededto mounta successfukliding attack,
comparedo O(2%7) whenstandardESkey schedulausedBS93].

A similar agumentcanbe madewith respecto linear cryptanalysigMat94a]. Unfortunately the only

successfutesultspublishedwererelatedto DES with a 56-bit key andthe standardkey schedule Since
the linear expressionswere computedfor the assumptionof independensubleys, their probabilities
stand.However, in our caseit allows anattacler to recover only 12 bits from eachthe first andthe last
roundsubleys (usingn — 2 approximation)wvith 24* compleity andrequiring24® known plaintext pairs.
It is obvious however, thatin orderto recover the other36 bits of the roundsubleys in question,other
approximationsvith wealer probabilitieswill have to be used.Biham[BB94] estimatedhe complexity

of linearattackfor independensubleys O(2%%). Thus,linearattackseemsmpractical thoughof course
possible.

Furthermoregvenif any subley bits arerecovered,going from thembackto theinput key—andhence
possiblyto someknown plaintext with which to attacka key exchangedialog—would requirecryptan-
alyzing triple DES with very little ciphertext. Suchan attackis clearly infeasible. This makesthe key

generatot immuneto potentialcryptanalysign the highly unlikely casethatall the subleys arerecov-

ered.

Sincewe allow variable-lengthnput keys, a brute-foice attackmay be feasibleif the users key is too
short. Thisis hardlyasurprisethatis oftenthepointof usingshortkeys. Evenso,our cipheris somavhat
strongerthanit mightappearkey setuptime is quitelong, which would hinderary brute-forceattack.

We do not seeary shortcutattackson this scheme. Evenif thereare someweaknesses the early
part,thefinal step—tripleDES encryptionof a moderatelyrandomstring—shouldporoducehigh-quality
randomnumbers.We do not think it possibleto cryptanalyzethis operation. The only feasibleattack

2|t producesgyeneratingkeys for users.



would appeato beacryptanalysioof DESitself thatdoesnot rely onthe key scheduldo aidin full key
recovery.

Matsui-san[Mat94 shaoved thatif the order of the S-boxesis changedo “56412738”, thenDES
becomesmmuneto linear cryptanalysishut its resistanceo differential attackdropsto O(2%) from
O(2*7). This orderof S-boxescould be usedwith our key schedulegeneratioralgorithm, sincea dif-
ferentialattackwould not be feasible. The samepaperalsoshovedthat S-boxesorder 24673158 is
immuneto both differentialandlinear attack. Combiningthis with our key scheduleanda generating
key lengthof atleast64 bits againresultsin a practicallyunbreakableiphet

5 Analysis

What we have doneis to specifya new algorithmfor generatinga key schedule.Many detailsof our
schemecould easilybe changedvithout affectingthe essence.

The leastimportantdesigndetail is the n-folding algorithm. Othermechanismgor corverting a user

specifiedkey to output strings of differentlengthswould work aswell. The propertieswe consider
necessanrarefirst, thatall input bits shouldhave an equalweightfor all outputlengths;andsecondthat
thefunctionshouldbe at leastweakly one-way. Arguably oursdoesnot go farenoughin thatdirection,
sinceit usesonly linearfunctions.

Thesecondletailis how we producethegeneratokey andlV. Again, the exactmechanismsn’t impor-
tant,thoughthe sametwo propertiesshouldhold.

Ourfinal designchoiceis how we actuallygeneratehe key schedulethatin turn reflectstwo decisions,
our desireto useDES, andthe precisemechanisnusedto producethe plaintext. The formeris much
moreimportant:we have a greatdealof confidencan the basicstrengthof DES,andin therandomness
of its output. While not perfect[Mat944, we do not think thereareary seriousthreatshere;theamount
of ciphertext is quitelow, andknown plaintext shouldbeall but impossibleto obtain.

Clearly, ary otherone-way pseudorandonfunction could be usedinstead. But if, say MD5 [Riv92]
were used,it would introduceanotherelementto analyze. Besidesthereis both a conceptuabndan
implementatiorgainin eleganceby usingonly onecryptographidunction. Of course usingDES slows
down key setup;asdiscussedbelow, thisis not necessarilya disadwantage.

Thereis moreroomfor choicein the selectionof the plaintext. While we have madeourskey-dependent,
anotherpossibility would be to make it key family-dependentmuch as with [BI94b] and the Soviet
GOSTcipher[GOST, Ch™94]. Thiswould allow for separateommunitiesof interestwithout the risks
run by tinkeringwith the S-boes.

Most of the strengthof our cipheris derived from the strengthof the underlyingblock cipher This
is intentional;in commonwith the designersof CDMF [DML 793, DML +94], we preferto build on
foundationsthat are known to be strong. We could changesomeaspectsof the DES design— for



example,the E-boxwould no longerneedto betied to PC2,sincethe latter would no longerexist—but
we arevery reluctantto upseta delicateengineeringoalance.This bringsto light yet anotheradvantage
of thisapproach— any DEShardwarecanutilize it, aslongasit allowsfor dowvnloadingthekey schedule
(vs. insistingon downloading56-bit key andderiving the subleys internally, by itself). We areawareof
atleastonemanufcturerthatproduceDEShardwarecapableof downloadingkey schedulairectlyin.

Very clearly, though,our key schedulesiave no moreinformationthantheinput key. If 40 bits arefed
in, abrute-forceattackon those40 bits will work, thoughthe attackwould be muchmoreexpensvethan
with CDMF; our key setuprequires43 encryptionoperationsratherthantwo.

Thelongerkey setuptime couldbe problematicfor thingslik e network encryptorswhich needto main-
tain very mary encryptioncontets. Still, memoryis cheapandcachingthe key schedulds oftendone
evenin today’s implementations.The total key schedules only 96 bytes; mostlikely, other statethat
mustbe kept per securityassociatiorwould be at leastthatlarge. Sothe total storagerequirementgper
key would notincreasg¢hatmuch.

In anothervein, our cipherwill encryptanddecryptasquickly asDES. This is anadvantagecompared
with othersecurecipherslik e triple-DES or DES with 32 roundsandthe traditionalkey schedule.In
short,we have tradedsetuptime for run time, whichis almostalwaysa gooddeal.

Our key schedulealsoeliminatesweakkeys andthe complementatiopropertyof DES. To seethatthe
formerholds,obsene thatweakkeysin DESarisebecaus®f regularitiesin the key schedulelgorithm.
If the bits of our key scheduleare uniformly randomlydistributed—afair assumptiongiventhe known
randomizationpropertiesof DES—it is exceedinglyimprobablethat, say K; = K¢, let alonethat
thatwould hold for all 8 pairsof key scheduleregisters. The complementatiompropertyoccursbecause
selection®of thekey bitsaredirectly exclusive-ORedwith plaintext fields; our scramblingstepseliminate
thatregularity.

Keyspacelinearity. However, while eliminatingDESweakkeys, anew classof potentiallyweakkeys
canbeintroducedwhenuserkeys have lengthmultiple of 13. As pointedout [Sch9, in this casethe
resultingkey schedulawill beeithertrivial, or have only 21¢ possibilities.

Our approachcanbe usedtogetherwith otherproposedand publishedimprovementsof DES, suchas
[BB94]. In this caseall thekey materialcanbe derivedfrom the mainuserkey. This approachmproves
the strengthof any DES or DES-like variation,includingdifferentor key-dependeng-boes.

We recommendur approacho be usedwith every iteratedblock cipher asit maximizesthe ciphers
strengthwhile preservingt’s bulk encryptionspeed.
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Appendix A DES-SK/N Family

Following theexampleof R. Rivest[Riv94], we definea DES-SKfamily with variablenumberof rounds
N (betweenl6 and64), whereeachroundis equalto aroundof standardES, exceptin theway round
key is obtained We will useourkey schedulego generateoundkeys for any numberof rounds.

Judgingby the resultsof differentialandlinear cryptanalysiswe conjecture thatthe numberof rounds
shouldbe multiple of 8 andin total preferably24 or more.

As aprimarykey schedulegeneratorve will usealgorithm1, The only modificationwould bein thelast
step,whereinsteadof 768-folding userkey K andencryptingtheresultwith triple-DESEDE CFB mode
using192 bits of G, we need 48 x N-fold of userkey:

Sched = {(K) ;5,5 }G (5)

Appendix A.1 DES-SK/32 with 32 rounds

It appearsthat 32 roundsis aboutas mary asoneneeds. Note, that both SKIPACK and GOST use
32 rounds. We'll usekey scheduleasdescribedabore (seealgorithm 1) with n-folding the final step
to 1536 bits and evaluatethe strengthof the resultingcipher which for the sale of simplicity we name
DES-SKA2 (vs. traditionalDES of 16 rounds).Let usselectgeneratingey 80 bitslong.

Beforeproceedingit’ sworth to mentionthatif anadversaryhas2%* known plaintexts, hehasacomplete
dictionaryfor the givenkey, andmorethat2%* plaintexts simply doesnt exist .

e Bruteforce: obviously, sincethegeneratingey is 80 bits— ...

e Performance: conjecturedto be one half of “normal” single DES performance hardware- or
software-based.

o Differential attack: conjecturedo requireat least2!?? chosenplaintexts. Thereforewe areim-
muneto this attack.

3To generatéey scheduldor N roundsof DES-SK.



e Linear attack: notbotheringwith probability calculationsconjecturedo requireat leastO(2%¢)
known plaintexts®. Thereforethis attackis impossible.

e Weak keys: doesnt have.

e Complementary property: doesnt have.

Note,thatthealgorithmis built onwell-known anddeeplyresearchedryptographigrimitives.And the
hardwareexists,thatcanutilize it.

Appendix A.2 DES-SK/48or Triple-DES?

We notice,that3DESin essencés nothingmorethan48 physical(or about46 actua?) roundsof standard
DES, wherethe regular key scheduleis “disrupted” in three places,becausdifferentpartsof it are
generatedy differentbits of the mainkey. However, therelations,thatmake the attackeasiey arestill
there.l.e. every 16 roundsexhibit tractablerelationsbetweernthe subleys.

On the otherhand,usingour key scheduleandapplying48 roundsof straightDES scrambling,we get
bettersecuritydueto lack of exploitablerelationsbetweenthe roundkeys and much higherbarrieron
cryptanalyticattacks,with performanceghardware or software) betterthan that of 3DES. But clearly,
both3DESandDES-SK/48seemanoverkill, asDES-SK/32will do asgoodajob with only about65%
of computationakxpenses.

Appendix B Reference Source Code

Appendix B.1 N-Folding

#i ncl ude <stdlib. h>

#i ncl ude <nenory. h>

#i f defined(NFOLD_TEST))| defined(DERJG_NFOLD)

#i ncl ude <st di 0. h>

#endi f /+* TEST_NFOLO DEBUG_NFOLDx/ 5

/ % *>I<>|<***>I<>|<***>I<>|<****************************/
/* Providesn-folding of theinput string x/
/* of mbyteslongto a string of n bytesx/

/= long. Buffersbetternotoverlap! x/ 10
/ % ********>I<****>I<***************************/
int nfold(unsigned char «in, int m, /*lenin bytes«/

40(2120) seemsmorelikely.
5Sincethereis no swap betweerthe lastroundof one“sweep” of single DES andthefirst roundof the next “sweep” of
singleDES— thesetwo roundsarenot asstrongas“full-fledged” two DESrounds.



unsigned char xout,int n)

unsigned char xbuf = NULL;
unsigned char xa=NULL;
int LowestCommonMult O;
inti=0;

#i f def DEBUG_NFOLD
intk=0;

#endi f

/* functionsweneeds/

externint lem(int u, int v);

extern int rot13(unsigned char xa,
unsigned char *b,
int len);

extern int ocadd(nsigned char xadd1,
unsigned char xadd2,
unsigned char xsum,
int len);

/* Stupidityisn’t welcomex/
if (Nn<0]|m<0)return-1;

/* Prepare tmp placefor theinputsothat x/
/* wedon't damage the original with rot13x/
a= (unsigned char *) malloc(m);

if @==NULL) return -2;

memcpy(a,in, m); /x savetheinputstring =/

/* ComputeLowestCommorMultiplier of thex/

/* inputstring lengthanddesiedoutputx/
/* string length.x/
LowestCommonMult Icm(m, n);

#i f def DEBUG_NFOLD
printf("  nput string is:\n");
for (k =0;k < m; k++){

/*lenin bytes«/

/* tmpstorage x/ 15
/* save'in" for rot13x/
/* LCM(m,n) %/

20

/* LowestCommorMultiple x/
/* Rotatestring 13 bits right */ 25

/* lengthin bytessx/

/* one'scomplemenadd /

/* two bytestrings/intx/

/* resultgoeshere x/ 30
/* lengthof eadh in bytessx/

35

/* nomemorybad x/
40

45

printf(" 902x" , in[K]); if (((k + 1) % 20)== 0) printf(" \n");

}
printf(" \nCormput ed LCM %, %) = %l\n", m,n, LowestCommonMult);

#endi f

buf = (unsigned char x) malloc(LovestCommonMult);

if (buf ==NULL) return -3;

/* Replicatetheinputth the LCM lengthx/

for (i =0;i < (LowestCommonMuly m); i++) {

#i f def DEBUG_NFOLD

50

/* nomempbadx/ 55

printf("i nput for %l-th replication is:\n",i+l); 60

for (k =0; k < m; k++) {

printf(" ¥©2x" , a[K]); if (((k + 1) % 20) == 0) printf(" \n" );

}
printf(" \n");
#endi f

65



memcpy((unsigned char x)&buf[i x m], a, m);
rot13(a,a,m);

}

memset(out), n); /* justin casex/

#i f def DEBUG_NFOLD
printf(" \nRepl i cated string (buffer filled) is:\n")
for (k =0; k < LowestCommonMultk++) {
printf(" 902x" , buf[K]); if (((k + 1) % 20) == 0) printf(" \n");
}
printf(" \n");
#endi f

/* Nowwe view the buf as setof n-bytestrings=/
/* Addthen-bytelong chunkstogether using/
/* one'scomplemenaddition, storingthe x/
/* resultin the outputstring. */
for (i =0;i < (LowestCommonMuly n); i++) {
ocadd(out{unsigned char x)&buf[i = n], out, n);
#i f def DEBUG_NFOLD
printf("after %@-th one’s conpl ement addition sumis:\n",i+l);
for (k =0;k < n; k++) {
printf(" %02x" , out[K]); if ((k + 1) % 20) == 0) printf(" \n");
}
printf(" \n");
#endi f
}

free(luf); free(a);/* don't be hoggishx/

return O;
}

#i f def NFOLD_TEST
#i ncl ude <stdi o. h>
int main(nt argc, char xxargv)
{
unsigned char key[7], res[8];
inti=0,rc=0;

printf(" N- Fol d test (strings/nunbers treated Bi g Endi an)\n");

memset(ky, 0, sizeof (key));
memset(res), sizeof(res));
for (i =0;i < sizeof(key)-1; i++) key[i] = (char) (060+ (i % 10));
printf(" W& will 64-fold 40-bit long string:\n");
printf(" \" %s\" i n ASCl | \n\n", key);
rc = nfold(key, 6, res,8);
printf(" \nN- Fol d returned %\nResulting string is:\n",rc);
for (i =0; i < sizeof(res);i++) {
printf(" 9©2x" , resli]); if (((i + 1) % 20)==0) printf(* \n");

70

75

80

85

90

95

/* A.O.K.x/

100

105

110

115



}

printf(" \n"); 120

}
#endi f

/* NFOLD_TEST/

Appendix B.2 Output of N-Fold

N-Fol d test (strings/nunmbers treated Bi g Endian)

W will 64-fold 40-bit long string: "012345" in ASCI

Input string is: 303132333435
Conputed LCM 6, 8) = 24

i nput for
i nput for
i nput for
i nput for

1-th replication is: 303132333435
2-th replication is: ala981899199
3-th replication is: 8ccd0d4cOc4c
4-th replication is: 626466686a60

Replicated string (buffer filled) is:
303132333435a21a29818991998ccd0d4c0c4c626466686a60

after 1-th one’'s conplenment addition sumis: 303132333436a2a9
after 2-th one’'s conplement addition sumis: b2bbc4cdc003bOf 6
after 3-th one’'s conplement addition sumis: be072631266b1a56

N-Fold returned O
Resulting string is: be072631266bla56
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